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1. OOmas nHpopMalus 0 CUCTEME

1.1 O nokymeHTe

OTOT NOKYMEHT COAEPX UT HH(POPMALMIO I IUIAHUPOBAHUS U BBINOJHEHUS
pa3BepThIBaHUSA KOMIIBIOTEPHOM MpOrpaMMbl, MpEJHA3HAYEHHON aisi cOopa W aHaiM3a
coObITHI1 nHpOopMannoHHOU 6e3onacHocTH (Security Information and Event Management
system) «NTechnology SIEM» (nanee — NT SIEM), a Takxke o paboTe co ciay:xx0amu coopa
coObITuil ¢ MmaminH Windows.

Kommnekr nokymentanuu NT SIEM Bkitouaet B ce0s cienyromue J0KyMEHTHI:

- OTOT JOKYMEHT;

- PykoBOACTBO MO CO3/1aHUIO 3allPOCOB — COJAEPKUT ONKHCaHHE HaOOPOB
3aMpoOCOB U Pe3yJIbTaThl IPUMEHEHHUS 3TUX 3alIPOCOB;

- PykoBOACTBO mOJIb30BaTENsl — COAEPKUT CIPABOYHYIO HH(MOpPMALUIO H
MHCTPYKLMU 1O HACTPOWKE M aJIMHHHCTPUPOBAHUIO Npoaykra. CoAepKUT CLEHapHUH
MCITI0JIb30BAHUS IPOIYKTA JJIsl YIIpaBIE€HU HH()OPMAMOHHBIMA aKTUBAMU OPraHU3alUU U
COOBITUSAMHU HHPOPMALIMOHHON 0€30TaCHOCTH;

- PyKOBOACTBO MO HANWCAHWUIO TPAaBWI — COJAEPKUT PEKOMEHIALMU I10
CO3JIaHUI0 TIPABHJI HOpMaJIU3alliy, arperainu, KOppeasiuu 1 000TaleHnst COOBITHIA.

NT SIEM — 310 cucteMa, KOTOpasi OCYLIECTBISIET COOp, XpaHEHUE U aHaIu3
COOBITUI, UCXOMISIIIINX OT CETEBBIX YCTPOMUCTB, CPEACTB 3alUTH HH(OpMALIUK, 0a3 JaHHBIX,
KIJIFOYEBBIX KOPIOPATUBHBIX PECYPCOB, HHMPACTPYKTYPHI CUCTEM U MPUIOKEHUH.

1.3 KpaTtkoe onrcanre BO3MOKHOCTEN CUCTEMBI

Cucrema NT SIEM npenocTaBisieT ClIEQyrOIIME OCHOBHBIE (DYHKIMOHAJIbHbBIE
BO3MOYHOCTH:
- COop KypHaJOB COOBITHI C pa3TMYHBIX UCTOYHUKOB;

- Busyanuzanus nanHbeix B Bujie rpadukoB, Auarpamm B popme 1ambopios;

- AHau3 XypHaJIOB COOBITUM B COOTBETCTBUU C MpaBUIaAMU HOpMaJIU3allNH,
KOppEJSIUY, arperaiuy u o0oranieHus;

- dopMupoBaHUE UHIIUJIEHTOB HA OCHOBE MPOIECCOB arperaiuu, o0orameHus
U KOppEsIuY;

- VYnpanenue nHIUEHTaMU HH(HOPMAIIMOHHONW 0€301MacHOCTH;

- XpaHeHue coObITUIM U UHITUAECHTOB HHPOPMAIITMOHHOMN 0€30MaCHOCTH;
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- QOuipTpanusa MO pPa3iMYHbBIM MapaMeTpaM COOBITHMI W WHIHUACHTOB, B TOM
YHUCJIE C MCIOJIb30BAHUEM HM30paHHBIX 3aMpPOCOB JJIA OBICTPOro JAOCTyMNa K (UiIbTpaM Mo
COOBITHSM;

- Hcnonb3oBanue ToTOBOM 0a3pl MpaBWJl, a TakKe€ BO3MOXKHOCTb CO3JaHUS
COOCTBEHHBIX IIPABUJI U TAOJIMYHBIX CIIUCKOB;

- MOHUTOPUHT COCTOSIHUSI CUCTEMBI;

- OTtmpaBka yBEAOMIICHUH IMOJB30BATEISIM B paMKax BEO-MPUIIOKEHUS] U TO
AJIEKTPOHHOM IOYTE;

- dopMHUpOBaHUE U BBHITPY3Ka OTYETOB 3a ONpPE/ICTICHHBIN MEpUO BPEMEHHU,

- OcyiiecTBineHne nHTerpanuii, B Tom uncie u ¢ SOAR-cucremamu.

NTechnology SIEM v1.2.2 4



2. CxeMa B3aUMOJIEUCTBUSI KOMIIOHEHTOB

s obecniedeHns] KOPPEKTHOTO B3aMMOACHCTBUS KOMIIOHEHTOB CHCTEMBI IO KHBI
OBITH IOCTYITHBI JJISI COEIMHEHUS YKa3aHHbIE Ha PUCYHKE | MOPTHI.

0 HanpaBneHHOCTb CTPEeNoK yka3blBaeT CeTeBble Bbl30Bbl — OT MHMLMATOPA K nony4yaTento.

Mail SL SUR

TCP:xxx
TCP:8002
TCP:8004

UDP: 514 (syslog)
TCP: 1515 (ynpasneHue areHtamm)
L

o = SEIM | tormsn m

8080

Y

User Agents

K 3arpyska cepTudumkaTta

3arpy3ka ycTaHoBLUMKa
areHToB

TCP:42404
XXX:dD1

SOAR

Pucynok 1 — Cxema B3aumojeicTBust komnoneHTos 110 Bepcun NT SIEM v1.2.0

TCP:xxx — HacTpauBaeMble MOPTHI: JJISI B3AaUMOJCUCTBUS CHUCTEMBI U MOYTOBOIO
cepBepa sl OTOPABKH 3JIEKTPOHHBIX MUCEM; IS B3auMoAeHCTBUS cucteMbl 1 SOAR myis
nepenadyn MHIIUICHTOB U/MIH COOBITHH.

O6pature BHHMaHme, 4Yto ¢ Bepcun NT SIEMv1.0.2 nans pabotel ¢
M0JIb30BATEILCKUM UHTEPPEHCOM Ha MEKCETEBOM SKPAHE JIOJKEH ObITh OTKPHIT MOPT 443.

ITocne Bepcuu NT SIEM v1.2.0 cxemMa B3auMOAECHCTBUS KOMIIOHEHTOB MEHSETCS:
komnoHeHTHl SL, SUR, Agents — He akTyabHBI.
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o HanpaBneHHOCTb CTPenoK ykasblBaeT CeTeBble BbI30Bbl — OT MHMLMATOPA K nony4yaTento.

Mail

D>

\

»

TCP:xxx

A

. TCP:443

User

SEIM

UDP: 514 (syslog/rsyslog,
event collector)

»

TCP:42404

XXX:dOL

SOAR

-z

Assets

Pucynok 2 — Cxema B3aumoeicTBusl KOMIoHeHTOB nocie Bepcuu NT SIEM v1.2.0
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3. CueHapuli pa3BepThIBAHUS CUCTEMBI

3.1 AnmaparHble U MpOrpaMMHbI€ TPEOOBAHUS

Huctpubytu NT SIEM noAarotoBiieH i yCTAHOBKU Ha OMEPAIIMOHHYIO CUCTEMY
(manee — OC) Ubuntu Server 22.04 (Ha 6aze sapa Linux Bepcum 5.19 u Bowime). Ilpu
ycranoBke Ubuntu Server 22.04 Heo6XoauMo 00paTuTh BHUMAaHUE Ha CIEAYIONIUE IIaru:

— Pa3metka nuckoBoro npoctpaHctBa. HeoOxoaumMo cMOHTHUPOBAaTh BCE CBOOOIHOE
MPOCTPAHCTBO MO/ KOPHEBYIO TUPEKTOPHUIO (puc. 2).

Storage configuration

Editing logical volume ubuntu-lv of ubuntu-vg

Name :

Size (max 36.945G): EEMEEEIE

Format: |[REXES v]

Mount: [ / v ]

[ Save ]
[ Cancel ]

Pucynok 3 — PazmeTka AMCKOBOIO IPOCTPAHCTBA

— Bribop HabopoB naketoB. Ha naHHOM 3Tare He ClieAyeT BhIOMpaTh HU OJIUH U3
Ha0OpOB MaKeTOB. B MpOoTUBHOM ciTydae mambHENIas yCTaHOBKA MOXKET OBITh BBHITTOJTHEHA
HEKOPPEKTHO.

Kpome Toro, nnsi cBoeit pabotet NT SIEM wucnonb3yeT naHHble, TOCTaBIs€MbIC
CTOPOHHUMH TPOTPAMMHBIMH TPOAYKTaMHU — areHTaMHu, KOTOpbIE MOTYT OBITh
YCTaHOBJICHBI Ha ONEPALMOHHBIX cucTeMax cemeicTB Linux, Windows.

NTechnology SIEM v1.2.2 7



NI

\Q}

ITepen pazsepteiBanreM NT SIEM neoO6xoaumo HacTpouTh Ha Firewall nmpaBumna st
KOPPEKTHOM pabOThI B MOJIb30BAaTEIbCKOM UHTEp(deiice.

Hns pabotsl B unTepdeiice NT SIEM pexomMeHyeTcs HCHOJIb30BaTh MOCIEIHUE
Bepcun OpaysepoB Google Chrome, Microsoft Chromium Edge, Mozilla Firefox.

Jns pacuera HEOOXOJUMOIrO JTUCKOBOTO MPOCTPAHCTBA CIIEYET HCIOJIb30BAThH
cienyrouyo (opMyily ¢ y4eTOM KOJUYecTBa COOBITHI, reHepupyeMbIX B ceKyHabl (EPS):

O6bem nannbix (I'b) = EPS x Pa3zmep coObiTus (6aiiT) X Bpems xpaneHus (CEKyH/Ibl)

Jlanee mnpennaraercd paccMOTPETh MNPUMEpP pacdyera HEOOXOJUMOIO JUCKOBOIO
npoctpancTtBa aig 1000 EPS.

Tabauua 1 — Jlannble A pacuera
IToka3aTeinb

3HauyeHue

EPS 1000

1 Kb (1024 Gaiira).

30 gueit (2 592 000 cexynn).
[ToncTaBuB gaHHbIe B HOPMYITY, MOTYUUM:

Oo0obeM ganubix = 1000 x 1024 x 2 592 000 = 2.59 Th.

Cpennuii pazmep COOBITHS

Bpewms xpanenus

Takum o0pazom, st XpaHeHus: JaHHbIX 3a 30 gHel morpedyercs okono 2.6 Th
JMCKOBOT'O MTPOCTPAHCTBA.

Pekomennyemple TexHuueckue TtpeOoBaHus K yctaHoBke All-In-One otpaxen
OTpaXXE€Hbl B Tabiuile 2 ¢ pacyeToM Ha XpaHEHUE COObITUH HHGOPMAIMOHHON
0€30MacHOCTH CPOKOM He MeHee 365 qHel.

Tadaununa 2 — Pekomenayembie TexHuueckue TpeboBanus k yctaHoBke All-In-One

500 EPS 1000 EPS 2000 EPS 5000 EPS
CPU 8 core 16 core 32 core 64 core
RAM 16 Gb 32 Gb 64 Gb 96 Gb
SSD/HDD 12 Tb 25Tb 50 Tb 120 Tb
Link 1 Gb 1 Gb 1 Gb 10 Gb

3.2 YcranoBka cuctembl NT SIEM

Hnst Toro, utoObl HayaTh mporecc yctaHOoBKM NT SIEM HeoOxoaumo ckayath U

pacimaKkoBaTh MCXOIHBIC (baﬁnm nus3 I[I/ICTpI/I6YTI/IBa, npcaoCTaBIsACMOI0 IMMPOU3BOAUTCIIAMU

NT SIEM.

Jnst Toro, 4yTtoOBl pacrakoBaTh HCXOAHBIE (ailibl ClaeAyeT MEepeKIIOYUThCS Ha

MOJIB30BATENSl YOOt , HMEIOWIETO AJAMUHHUCTPATOPCKUN MOCTYIl K Balled CUCTEME, U

BBIIIOJIHUTb KOMaHAy JJIsI CO3AaHUsA BpCMeHHOI)’I JAUPCKTOPHUHU:

‘mkdir temp/

NTechnology SIEM v1.2.2




‘tar -zxvf NtechnologySiem v1.2.0.tar.gz -C temp/

[locne pacmakoBKM apxuBa HEOOXOJMMO NEPEHTH B JIUPEKTOpHUIO, TAe OyayT
HaxXoAWUThcs ABa (aila 1.2.0.tar.gz, new install.sh ¥ MalKW ¢ JOKyMEHTaIUEH,
0a30i MpaBUI W HMHCTAUISITOPOM CIy»KO cOopku coObiTuid. i mepexona ciemyer

BBIIIOJIHUTH KOMaHI[y:
‘cd temp/ ‘

Janee HeoOXOAMMO NOMEHSATH IpaBa AOCTyma M (aina new install.sh,
KOTOPBIN y>K€ BXOAUT B COCTaB AUCTpUOyTUBA. [ 7TOro HEOOXOAUMO BBECTU B KOHCOJIU
CJIEYIOLIY0 KOMaHLy:
| chmod u+x new_install.sh |

HOCHC N3MCHCHUA HpaB I[OCTyHa BBECTHU B KOHCOJIN KOMaHI[y JJIA BaHYCKa CKpHHTa
YCTaHOBKHM:
|./ new install.sh |

[Tocne nmpousBeIeHHBIX KOMaHJ HEOOXOJMMO BBECTU 3HAUYEHUS B MHTEPAKTUBHOU
MeHIO Ui (aila-madioHa project variables, KOTOpBIM YK€ BXOOUT B COCTaB
TUCTPUOYTHUBA.

Bomnpocs! s 3anonHenus:

- Bectu [P-agpec xocta wmamuHbl, rae OyaeT Npou3BEleHA YCTaHOBKA
CHUCTEMBI;

- Brectu Network Syslog. B nanHol onuuu cieayeT yka3plBaTh U3 KaKuX 1p-
ceTel ocymiecTBIATh coop coObiThil. [1o ymomuanuro, NETWORK=0.0.0.0, uTo o3Hauaer,
9TO COOpP COOBITHI TPOUCXOAUT U3 BCEX MOJICETEH;

- Beectn macky ceru. I1o ymomuannto, MASK=0;

- VYka3arh, CKOJIBKO BBIICIUTH ONEPATUBHON mMamMsTH, HO He Oosiee 50 % ot
oO1iiei onepaTuBHOU naMsTi. OOpaTUTh BHUMaHKE, 4YTO HEOOXOUMO BBIOpaTh Upy, Mo
KOTOPOM yKa3zaHa Hy>KHasi BaM OIlEepaTUBHAS MaMSITh:

BoibepuTe 06bEM namsATU B gb ana DB:

16
32
64
CBOW BapuaHT

Pucynok 4 — BapuanTtsl o6beMa oniepaTUBHOM MaMsATH

NTechnology SIEM v1.2.2 9
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Ecmm Bam HeoOXomWMoO HamucaTh CBOIO BEIWYWHY, TO mwumiere nudpy 7 u
CIEYIOIIEeN KOMaHI0M BBoauTe 3HaueHue B ['b.

[Ipouecc yCTaHOBKHM 3aHMMAaeT HECKOJbKO MHUHYT. YnpasieHue NT SIEM
ocylecTBisieTcss 4yepe3 BeO-untepdeiic. [ns atoro ciemyer oTkpwith Opaysep Google
Chrome u BBectu B agpecHon crpoke IP-agpec (https://IP Address, rae
IP_Address — IP-aagpec cepBepa, rae npousBoaunachk unctaianus NT SIEM). Tlepsas
3arpy3ka BeO-uHrepdeiica MOKeT 3aHITh HECKOJIIBKO MUHYT.

[Ipy HEOOXOAMMOCTH MOXHO M3MEHHTh HACTPOWKH 10 YMOJIYAHHUIO CETH
Docker (172.17.0.1), masgdTOro HeOOXOIUMO:

1. Co3nath wim oTpegakTupoBath ¢aitn /etc/docker/daemon. json
sudo nano /etc/docker/daemon.json

2. JloGaBuUTH UM 3aMEHUTH COJIEp)KUMOE, T7ie bip — 310 [P-aapec u moaceTs amns
unrep@eiica docker0:

"bip": "100.100.1.1/16"

Crnenyet yoeauThesl, YTO BbIOpaHHAs CETh He KOHPJIMKTYeT C JToKanbHOU uin VPN-
CEThIO.
3. Ilepesamycturs Docker

sudo systemctl restart docker

[Tocne 3arpy3ku BeO-unTepdeiic Oyaer BoIMISAETh Ha KaK PUCYHKE 5.

SIEM
[Jobpo noxanosaTb

WMs nonb3osatens

Naponb

Bo#Tn B akKayHT

Pucynok 5 — Crpanuna apropuzauuu cucreMsl NT SEIM
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B xolme ycTaHOBKM CHCTEMBI TakKe NOATPYXKAIOTCS CHUCTEMHBIE IMpaBUIIA,
UCIIOJIB3yeMbIe JIJIs1 00paboTku U aHanu3a JaHHbIX B NT SIEM.

VYyeTHas 3anuch aIMUHUCTPATOPA MO0 YMOTYAHUIO UMEET aTPUOYTHI:

- UMs TT0JIb30BaTeld: admin;

- naponsb: sTrin&gg.

PexomenayeTcs HW3MEHUTh Mapojib cpa3y Mociie Bxoaa B BeO-untTepdeiic. B
JadbHEUIIEM MOXHO CO3/aTh W JPYrde YUYeTHbIE 3aluCH, HaNpuMeEp, C POJbIO
aJMUHUCTPATOPA WU OmepaTopa.

JInst cMeHbI TTaposisl y YYETHOM 3alicu aMUHUCTPATOPA CIEAYET:

- BriOpaTh B O0koBOM MeHI0 cTpanuiy «HacTtpoiiku cuctembdy (puc.S).

- Ha Bkmanke «Ilonp3oBaTenu» BbIOpaTh Modb30BaTedss ¢ poibio «Cymep
AQMUHUCTPATOPY.

- Haxxatp Ha KHOIIKY «PerakTupoBaTh.

- BBecTr HOBBINM NTApOJIb.

- Haxatp Ha kHOTIKY « COXPaHUTHY.

Kak pesynbrar, mapojib y4yeTHOM 3amucHU aJMHUHUCTpaToOpa u3MeHuTcs. Eciu
[Tonp30BaTenb HE MOATBEPKIAET CBOE JEHCTBHUE WU MPU HAKATUHU HA KHONKY «OTMEHaY,
BCE€ JIaHHBIE OCTAIOTCSI HEU3MEHHBIMH.

. o
YnpaeneHue nonb3osarensmMm NuuensnposaHue [lononHuTenbHble HaCTPONKK A % 2

Monb3osartenu Ponu WHTerpaumu

+ Cospate WMs nonb3osatens: ntech_update_agent >
Craryc Wms nonbsosatens ®uno 3neKTpoHHas noyta Ponb Cratyc @ AKTUBEH

damunua

@ AKTUBEH ntech_update_agent Cynep agMMHUCTpaTOp
Uma

@ AxTUBEH TestManual12 TestManual12 TestManuall... TestManuall2@TestManu... no_priveledge OTyecTBO
3neKTpoHHas noyta

@ AKTUBEH admin Cynep agMUHUCTpaTop
TenegoH

@ AKTUBEH no_priveledge no_priveledge no_priveled... no_priveledge @qwe.qwe no_priveledge Oprauusayus
Otaen

@ AKTUBEH TestManual13 TestManual13 TestManual... TestManual13@TestManu... Co3spanue ponu
LonxHocTb

@ AKTUBEH TestPR MBaHos MeTp Cepreesny test@gmail.com with_privilages Pykosoputens

Ponb

MocnepHwii Bxop B
cuctemy

PepakTuposarh

Pucynok 6 — Ctpanuna «Hactpoiiku cuctemMbl»
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3.3 YcTaHOBKa JOBEPEHHOIO cEpTU(PHUKATA

C mnomompbI0 JOBEPEHHOTO KOPHEBOro cepTudukara Opay3epbl MOPOBEPSIOT
0€30MacHOCTh CANTOB, WX MOUIMHHOCTh W MHU(PYIOT TaHHBIE, TEpelaBacMbie MEXITY
caiiToM U Opay3epoM MOJIb30BATEIIS.

BOIBIIMHCTBO CTOPOHHUX TPWIOKEHUH U Opay3epoB HCIOJB3YIOT KOPHEBBIE
cepTuUKATHl U3 CUCTEMHOTO XPaHWJIHUIIA ONEPAIIMOHHONW CUCTeMBbI, Hampumep, Google
Chrome. Hekotopele mporpaMMbl UCHOJIB3YIOT COOCTBEHHOE XPaHWIHUIIE CEPTU(DUKATOB,
Hanpumep, Mozilla Firefox.

C nmnpaBamMu agMUHHCTpPATOpa MOJXKHO BBITIOJIHUTH YCTAHOBKY KOPHEBOTO
ceprudukara B XpaHuwiuie ceprudukatoB. [Ipu OTCYyTCTBHH TaKMX MOJTHOMOYHH MOYHO
n00aBUTh cepTudukar Kk o6paysepy.

OOpatuTe BHUMaHHE, YTO MOCTE padOT MO yCTAaHOBKE JOBEPEHHOTO cepThudukara
HEO0OXOIMMO Tepe3arpy3uTh pabouylo CTaHIIUIO.

3.3.1 YcranoBka ceprudukara ais OC cemetictea Windows

Ecau npu yctaHoBKe 0OHOBJIEHUSI HEOOXOIMMO MOJATPY3UTh KOPHEBOM cepTudukar,
TO €r0 MOHO HaWTH:
\cat config/indexer ssl certs/root-ca.pem \
Ecau npu nepBUYHON yCcTaHOBKE HEOOXOJIUMO MOATrPY3UTh KOPHEBOU cepTudukar,

TO €r0 MOHO HaWTH:
\/srv/siem—docker/config/indexer_ssl_certs/root—ca.pem \

Crnenyet co3nath (haiill ¢ pacIIMpPeHUEM .Crt U BCTAaBUTh COAEPKUMOE cepTUudUKaTa
u3 ¢aiina root-ca.pem.

Ha ¢aiine xopHeBoro ceprudukara HAXXKMUTE MTPaBOM KHOMKON MBIIIM U BbIOEpUTE
«YcranoButh ceptudukar» (puc. 7). B oTkpbiBiemMcs okHe «MacTtep ummnopra
cepTU(UKATOB» MOMOIIHUKA YCTAHOBKU BBIOEPUTE HEOOXOAMMBIN MYHKT U HAXMUTE
«Jlaneey.

NTechnology SIEM v1.2.2 12



certificate

PucyHnok 7 — Hauano ycTaHOBKH JJOBEpEHHOTO CepTH(HUKATA

Ha crpanune «Xpanwnuiie cepTudukaToB» HYKHO BbIOpaTh «lloMecTuth Bce
cepTU(dUKATHI B ClEIyIOllee XpaHWIuIie», Beioepute «O030p», HalaguTE HEOOXOAUMYIO
Manky A cepTudukara v 3aTeM HaxXMuTe KHONKY «Jlanee» (puc 8).

NTechnology SIEM v1.2.2

Orkpbith

YcTaHoeuTb cepTudukar
©) Mogenutbca & Skype

7-Zip

CRC SHA

lk MposepuTe Ha BUpYChI
Ik Mposepute penytaumnto 8 KSN

&2 Otnpasuts

OTKpbITE C NOMOLLBHO...

MpeaocTaeuTe gocTyn K

BoccraHoeuTe NPEXHIOK BEPCUIO

Otnpaeuts

Boipesats

Konupogate

Cosaate apnbik
Yaanute

Mepenmerosats

CeoiicTea
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€ ©» Mactep umnopTa ceptndunkaTos

Xpauwnuue cepTuduKaToe

XpaHunMwa cepTUOUKaTOB - 3TO CUCTEMHbIE 0BNaCcTH, B KOTOPbIX
XPaHATCA cepTUPUKATHI.

Windows aBTOMaTUYECKM BbIBEPET XPaHUAMLLE, MNM Bbl MOXETE YKa3aTb
pacrionoxeHue cepTUOMKaTa BpYHHYIO.

(® AsTOMaTHYeCKM BbIBPATL XPaHUMMLLE Ha OCHOBE TUNa cepTUdMKaTa

(O NomecTuTb Bee cepTUMKATEI B CNeaYIoWEee XPaHUMLLE

[anee OtmeHa

Pucynok 8 — Xpauunuie cepruduxaron

3aTeM clielyeT NPOAOJIkKaTh BBIIOJIHITH Mpe/jiaraeMble maru noMmomniHuka. Haxare
KkHOMKY «['0TOBOY», a 3aTeM KHOMNKY «OK», 4TOOBI MOJATBEPAUTH YCHEITHOE BHIOIHEHUE
UMIIOpTa cepTuduKara.

MacTep nmnopTa ceptTudukaTos X

o MmnopT ycnewHo BeiNoAHEH,

Pucynok 9 — YcnenHoe BbIIOJHEHHE UMIIOPTA CEpTHU(HKATA
[Tepen padoroii ¢ cuctemoit NT SIEM crnenyer nepe3arpy3uTh pabouyio CTaHIUIO.

3.3.2 YcranoBka ceprudukara mjas OC cemerictBa MacOS

Ecau npu yctaHoBKe 0OHOBJIEHUSI HEOOXOIMMO MOJATPY3UTh KOPHEBOM cepTudukar,
TO €ro MOXHO HaWTH:

NTechnology SIEM v1.2.2 14



\cat config/indexer ssl certs/root-ca.pem
Ecau npu nepBUYHON ycTaHOBKE HEOOXOJIUMO MOATrPY3UTh KOPHEBOU cepTudukar,

TO €r0 MOHO HaWTH:
\/srv/siem—docker/config/indexer_ssl_certs/root—ca.pem \

Crnenyet co3nath (haiill ¢ pacIIMPeHUEM .Crt U BCTAaBUTh COAEPKUMOE cepTudUKaTa
u3 ¢aina root-ca.pem.

B nanke ckaunBaHusi, OTKPBITh CepTUPUKAT U BBEAUTE Mapoib OT cuctembl MacOS,
€CJIM HEOOXOANMO.

3aTeM B HACTPOMKAX CUCTEMBI OTKPBITh NpHIIOKEeHUE « CBs3Ka Kirouei». Bo Bkiaake
«Ceptudukars», BbIOpaTh HYX HBIN (aiii ¢ cepTUPUKATOM U OTKPBITH €ro (Hampumep,
NBOMHBIM HaxkaTueM). IlepeiiTu Bo BiIOKEHHBIN criucok «JloBepue» u BhIOpaTh BapuaHT
«Bcerna nosepsTh» (pucyHok 10), BBeCcTH mnaposib, Ipu HEOOXOAMMOCTH M 3aKPbITh
npuioxenue «Csizka Kiro4yein» (cM. moApoOHYI0 MHGOPMAIMIO B CIIPABOYHOM IIEHTpE

Apple).

HoBepue

MapameTpbl Ucronb3oBaHus cepTudukaTa: = Bcerga gosepsaTb

MpoTokon 3awmLLeHHbIX cokeToB (SSL) | Bcerga noBepsatb
Bbe3onacHas nourta (S/MIME) Bcerga noBepsitb
Pacwupsemas ayteHTudpukauusa (EAP)  Bcerpa posepsatb
IP-6e3onacHocTb (IPsec) | Bcerga posepsthb

Moanucb kopa | Bcerga gosepsitb

MNMpucBoeHMe BpeMeHHbIX MeTOK | Bcerga ooBepsTtb

o8
v
A
v
A
v
A
v
A
v

ol
v

ol
v

CtaHpaapTHbIA anroputMm X.509 | Bceraa ooBepsitTbh

Pucynok 10 — Bxnanka «loBepue» npuinoxxenus «CBsi3Ka KIr04ei»

[lepen padotoii ¢ cuctemoit NT SIEM crnenyet nepe3arpy3uTh pabouyro CTaHIUIO.

3.3.3 YcranoBka ceptudukara mjs 6payzepa Google Chrome

Ecau npu yctaHoBKe 0OHOBJIEHUSI HEOOXOIMMO MOJATPY3UTh KOPHEBOM cepTudukar,
TO €r0 MOHO HaWTH:
\cat config/indexer ssl certs/root-ca.pem \
Ecau npu nepBUYHON yCTaHOBKE HEOOXOJIUMO MOATrPY3UTh KOPHEBOU cepTudukar,

TO €r0 MOHO HaWTH:
| /srv/siem-docker/config/indexer ssl certs/root-ca.pem \

NTechnology SIEM v1.2.2 15


https://support.apple.com/ru-ru/guide/keychain-access/kycafc458035/mac#:~:text=%D0%92%20%D0%BF%D1%80%D0%B8%D0%BB%D0%BE%D0%B6%D0%B5%D0%BD%D0%B8%D0%B8%20%C2%AB%D0%A1%D0%B2%D1%8F%D0%B7%D0%BA%D0%B0%20%D0%BA%D0%BB%D1%8E%D1%87%D0%B5%D0%B9%C2%BB%20%D0%BD%D0%B0,%3E%20%C2%AB%D0%9D%D0%BE%D0%B2%D0%B0%D1%8F%20%D0%BD%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B0%20%D1%81%D0%B5%D1%80%D1%82%D0%B8%D1%84%D0%B8%D0%BA%D0%B0%D1%82%D0%B0%C2%BB.
https://support.apple.com/ru-ru/guide/keychain-access/kycafc458035/mac#:~:text=%D0%92%20%D0%BF%D1%80%D0%B8%D0%BB%D0%BE%D0%B6%D0%B5%D0%BD%D0%B8%D0%B8%20%C2%AB%D0%A1%D0%B2%D1%8F%D0%B7%D0%BA%D0%B0%20%D0%BA%D0%BB%D1%8E%D1%87%D0%B5%D0%B9%C2%BB%20%D0%BD%D0%B0,%3E%20%C2%AB%D0%9D%D0%BE%D0%B2%D0%B0%D1%8F%20%D0%BD%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B0%20%D1%81%D0%B5%D1%80%D1%82%D0%B8%D1%84%D0%B8%D0%BA%D0%B0%D1%82%D0%B0%C2%BB.

Crnenyet co3nath (haiill ¢ pacCIIMPEeHUEM .CYt U BCTAaBUTh COAECPKUMOE cepTUudUKaTa
u3 ¢aina root-ca.pem.

OtkpeiTh Opay3zep Google Chrome. [[ns Hadama HEOOXOAMMO TEPEUTH B OKHO
«Hactpoiiku», B JIeBOM dYacTH cTpaHulbl Haxmutre «KOHPUICHIIMATbHOCTh U
0e3omacHOCTh», M 3areM B paznen «be3zonmacHoctb». IIpoKpyTUTh CTpaHUIly BHU3 J0
pasnena «JlononuutenbHO» U HaxaTh «Hactpouts ceprudukarsny (puc. 11).

Ceptudukarsl X

HasHaudeHue: <Bce> v |

NinyHble  fpyrue nonbsosaTend  MPOMEXYTOYHLIE LEHTPLI cepTudukawm  [loseperHe ¢ | *

KoMy BbiaaH KeM BblaaH Cpok ae... [oHATHOE MMA

MMnopT... SKCNOPT.. YAanuTh JononHUTENEHO

HasHaueHua cepTudukaTa

™ - - - -
IDOCMOTD

3aKpbITh

Pucynok 11 — Crpanuna «Ceptudukats»

s ycraHoBKUY cepTudUKaTa ClIeIyeT MeperTH Ha BKIAKY «JloBepeHHbIE KOPHEBBIE
LHEHTPHI cepTUUKAIUMU» U HaXMuTe KHONKy «Wmmoprt...». Otkpoercs okHO «Mactep
uMropTta ceptuduxarony (puc. 12).

NTechnology SIEM v1.2.2 16



“* Mactep umnopTa cepTudukaTos

Macrep nmnopTta cepTudpukaTos

3TOT MAcTEp NOMOraeT KONMpOBaTb CEPTUBMKAETbI, CIMCKIM A0BEPUA M CIMCKM OT3bIBa
cepTUOMKATOB C NOKANBHOMO AWMCKAE B XPaHWUIMLLE CEPTUDMKETOB.

CepTUdUKAT, BblAaHHBIN LEHTPOM CEPTUDMKALIM, RBNRETCA NOATEEPKACHUEM BaLLE
NMYHOCTI M COAEPKMUT MHDOPMALYAD, HEOBX0AMMYIO ANA 33LUMTbI AaHHBIX UK
YCTEHOBNEHWSA 3aLUMILEHHBIX CETEBbLIX MOAKMOYEHWA, XpaHunuwe cepTudukaTos —
370 0BNaCcTb CUCTEMbI, NPEAHA3HAYEHHaR ANA XPaHEHUA CepTUDUKATOB.

[na Npoao/mKeHNA HaXMUTE KHonKy “[lanee”,

[Janee OtmeHa

Pucynok 12 — Oxno «Mactep umnopra cepTu(uKaToB»

B otkpeiBimieMcst okHe «MacTtep uMmopTra cepTU(hUKATOBY» MOMOIIHUKA HaXaTb
«Jlanee», oTkpoercs okHo « Umnoptupyemsbiit gaiin» (puc. 13). lanee HeoOX0AMMO HaXaTh
kHOMKY «O030p», BBIOpaTh paHee ckayaHHBIM cepTudukar. Pe3ynbTaT mpeacTaBieH Ha
pucyHke 14.

NTechnology SIEM v1.2.2 17



€ L% Mactep nmnopTa cepTdUKaTOE

Wmnoprupyemsiit dainn
YikaxuTe $aitn, KoTopbii Bbl XOTUTE MMNOPTUPOBATD.

Mma daitna:

l l_gﬁsop... |

3ameyaHue: cneayrowme dopMaTel Gainos MoryT conepxaTs bonee ogaHoro
cepTudMKaTa B oaHOM daitne:

®aiin obMeHa nu4Hoit HdopMaweit - PKCS #12 (.PFX,.P12)
CrtaHaapT Cryptographic Message Syntax - cepTudmkaTel PKCS #7 (.p7b)

XpaHUnMLLE CepUann3oBaHHbix cepTudmkaTos (LSST)

Janee OtmeHa
Pucynok 13 — Oxno «MIMnoptupyemslii daitm»

€ 2% Mactep umnopTa cepTudukaTos

Wmnoprupyemstiit dain
YKakuTe Dain, KOTopbI Bbl XOTUTE MMNOPTUPOBaTb.

Wma daitna:
\Downloads\certificate.crt | | O630p... l

3amMeuaHue: cneayrowme dopmaTel Gainos MoryT coaepxaTe Bonee oaHoro
cepTudmkaTa B oaHoM daine:

®aitn obMeHa nuuHoi MHdopMawmelt - PKCS #12 (\PFX,.P12)
CtanaapT Cryptographic Message Syntax - cepTudmkaTel PKCS #7 (.p7b)

XpaHUMIWe cepuani3oBaHHbIxX cepTudmkaTos (.SST)

Janee OtmeHa

Pucynok 14 — Pesynprat BeiOOpa cepTudukara s yCTaHOBKU
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3ateMm ciemyeT MpoI0JDKATh BRIOTHATE MIpeAiaracMble IIIard MOMOITHUKA. HaxaTs
KHOTIKY «['0TOBOY», @ moToM KHOTIKY «OK», 4TOOBI MOATBEPAUTH YCIIENTHOE BBHITOTHCHHUE
uMIopTa ceptudukara (cM. noapoOHy0 nH(MOpMaIHIO B CripaBouHOM LieHTpe Google).
[lepen padoroii ¢ cuctemoit NT SIEM nepesarpy3urte pabodyro CTaHIHUIO.

3.3.4 YcranoBka ceptudukara ajs 6payzepa Mozilla Firefox

Ecau npu yctaHoBKe 0OHOBJIEHUSI HEOOXOIMMO MOJATPY3UTh KOPHEBOM cepTudukar,

TO €r0 MOHO HaWTH:
\cat config/indexer ssl certs/root-ca.pem \
Ecnu npu nepBUYHON yCTaHOBKE HEOOXOJIUMO MOATPY3UTh KOPHEBOU cepTudukar,

TO €r0 MOHO HaWTH:
\/srv/siem—docker/config/indexer_ssl_certs/root—ca.pem \

Crnenyet co3nath (haiill ¢ paCIIMPEeHUEM .CYt U BCTAaBUTh COAEPKUMOE cepTUudUKaTa

u3 ¢aina root-ca.pem.
Hanee cnenyer oTkpwITh Opay3ep Mozilla Firefox u nepeiitu B okHo «Hactpoiiku»

(puc. 15).

© =
C T
WHXPOHW3aUuMa U COXpaHeHue Boime ¥
AaHHbIX 1
i
- 1
Hoeas sxnagka Ctrl+Tyg
1
Hoeoe okHo Ctrl-r-»l:
I
Hosoe npueatHoe okHoO Ctrl+Shift+P :
£
3aknagku > :
H
KypHan > :
2 i
3arpyskun Ctrl+Jg
1
I
Maponun .
I
JononHeHna 1 Temsl Ctx'I«Shsfh-Il
!
T
Meyats... CtrigP
!
CoxpaHnTb Kak... Cy’l—‘i
£
Haiitn Ha cTpanunue... /Ctrlé F
4
.
Macwrab = 100 +
-
-
"’
Hactpoiikn |4~ =
[Apyrue nHCTpYMEHTbI >
Cnpaeka >
Beixog Ctrl+Shift+Q

Pucynoxk 15 — Ilepexon B HacTpoiiku 6pay3epa Mozilla Firefox
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%\@‘

B neBoy gactu cTtpaHunbl nepenTtu B pasznen «lIpuBaTHOCTE M 3amuTay, HaWINUTE
paznen «3amura» u Haxatb «[Ipocmotp ceprudukarosy» (puc. 16).

83 Hactpoiun x + = o X

& C @ Firefox  about:preferences®privacy o @ =
-
@ OcHosHble 3
awmuTa

@ Hauano NoaaensHoe COAEPXXUMOE U 3alUMUTa OT BPEAOHOCHBLIX NporpaMmm

Q Nowex BaoxvposaTe ONacHoE ¥ ObManbiBaKOwWee cogepxumoe Moapobres

6 MpieaTHOCTS BAOKMPOBATL ONACHbIE 3ArPY3KY

3aumra Mpeaynpexaars O HEXENATEAbHBIX ¥ PEAKO 3arPYXKAeMbiX NPOrPaMmax
-
Q CHHXPOHMIAUMA ™ ™ o
_____________ _—-—-___________-‘-
-~
-~
Ceprudmkarol L

3anpawwsars y OCSP-cepsepos NOATEEPXACHKE TEKYLLETO CTATYCa CepTUdMKaTOs MNpoCcMOTP CePTUMUKATOB...

ﬁ Pacwmpenina n TeMu
@ nNogaepxxa Firefox Ycipo#crea 3awmil..,

Pucynok 16 — Hactpoiiku 6paysepa Mozilla Firefox paznen «IIpuBatHOCTb U 3amuTa»

[lepeittn Ha Bkuagky «LleHTpbl ceprudukanum» u Haxarb «VMIoOpTUPOBATH)

(puc.17). BeiOpars panee ckadaHHBIH cepTH(HUKAT.

Ynpaeneuue cepruduxaramu
Bawm cepTudukarsl Pelwenna no ayTeHTHdUKaLMN Moan Cepeepsl LlenTpel cepTudnxaunm
Y Bac XPaHATCA cepm¢m<aru, yxauwpme ana HAEHY"Q!NKZLLHH negylouix UeHTpoe cepm@uxauml :
MMa cepTudmkara YCTPOIICTBO 3auwmTe! i o
v AC Camerfirma S.A. II e
Chambers of Commerce Root - 2008 Builtin Object Token :
Global Chambersign Root - 2008 Builtin Object Token "
v AC Camerfirma SA CIF A82743287 'l
Camerfirma Chambers of Commerce Root Builtin Object Token l,
Camerfirma Global Chambersign Root Builtin Object Token II
v ACCV P4
ACCVRAIZ1 Builtin Object Token ,/, v
,I
Wmnoptupoeats... [4=7 ’:‘
>

Pucynok 17 — OxHo «YmpaBieHue cepTupUKaTAMK»

VYceranoBuTh Quaxxkku «JloBepsTh NMpU UIESHTU(HUKAIUU BeO-calToB» U «JloBepsATh
IIpY UACHTU(PHUKALNHU [TOJIb30BaTENeN 3eKTpoHHOU nmouTh». Haxxate «OK» (puc.18).
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3arpyska cepTudukara X

Bam npeanaratoT 40BEPATE HOBOMY LEHTPY cepTudukauun (CA).

Bol xoTuTe gosepate «Kaspersky Lab Root CA» gna cnegyrowmx HasHaueHnin?

Josepate npu naeHTudukaymn eeb-canTos.

[Joeepate Npn MAEHTMGUKALUN NONB30BATENEN 3NEKTPOHHOW NOYTHL.
t

[
ﬂepe,q TEM, KaK ONPEAENNTECA C JOBEPUEM K 3TOMY UEHTPY, PEKOMEHAYETCA NPOBEPUTE Er0

cepTMPUKAT, NOANTUKY W NPOLEAYPDI (ECIN BO3MOXKHO). \\
-
S

\

v
| OK OTtmeHa

Pucynok 18 — OkHo «3arpy3ka cepruduxarar»

Mpocmotpers  [poBepuTe cepTdnkaT LueHTpa

KopueBoii ceprudukar Oyner ycranosieH B xpanwiuiile Mozilla Firefox. Ilepen
paboroii ¢ cuctemoit NT SIEM cnenyet nepe3arpy3uTh pabouyro CTaHIUIO.

3.4 CuHXpOHU3a1HAs BPEMEHU HA CEPBEPAX

s KoppekTHOM pabOThl CHUCTEMBI HEOOXOJUMO HACTPOUTH CHUHXPOHU3AIUIO
BPEMEHHU.
[lepBbIM 11aroM, HEOOXOJUMO YCTAHOBUTH «chrony» ¢ TOMOIIBIO ClEIyIOIIEH

KOMAaH/BbI:
sudo apt install chrony

Hanee, HeoOXonuMO yOeOUTHCA, 4YTO BUPTyajbHas MallMHA HMMEET JOCTYIl B
uHTepHeT. Ecnm moctynm B MHTEpHET OTCYTCTBYET, TO HEOOXOIMMO OTpPEAaKTHUPOBATH
¢aitn /etc/chrony/chrony.conf, 3aMenuB 3nauenre NTP-cepBepa Ha ums uiu [P-
anpec BHyTpeHHero NTP-cepBepa Baleil opraHu3amumu.

3aTreM HEO0OXOAMMO 3aIyCTUTh CEPBUC CHHXPOHMU3ALUMU CHCTEMHOTO BpPEMEHH,

BBIIIOJIHUB KOMaHOY:
sudo systemctl enable --now chrony

UYepes HECKOJIBKO CEKYH/I BBIIIOJHUTH KOMAaHAY:
sudo timedatectl | grep 'System clock synchronized'

[Ipu ycremHol CHHXpPOHHU3AIMU CUCTEMHOTO BPEMEHHM, BBIBOJ OYyJET COJEepKaTb
CTPOKY:
System clock synchronized: yes.
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3.5 JloOaBneHME NTUIICH3UU

[locne ycTaHOBKM CHUCTEMBI, JUIsl MOJY4YEHHUS MOJHOTO (PYHKIIMOHANIA CUCTEMBI,
HEO0OXOJIUMO 3arpy3UTh KIIHOY JIUIIEH3UH: ¢/0€3 OAKIIOUEHHUS] K CEPBEPY JUILIEH3UPOBAHUS.

Jns »Toro cHauyajma HeOOXOAUMO TmepedTu Ha rpynny crtpanul «Hactpoitku
CUCTEMBbI», a 3aTeM Ha CcTpaHuly «Jlumenzuposanue» (puc.19), ckonupoBaTh JaHHBIE U3
moJIst «X3ID» ¢ MOMOLIBIO () M IEPEAATH €TI0 IMOCTABIIUKY CUCTEMBI.

YnpagneHue nonb3osatenamMm NluueHsmposaHue [ONONHUTENbHBIE HACTPOWMKKU

JlnueHsnposaHue

He nuueHampoBaHo [laHHble OTCYTCTBYIOT 7e6b76e62667b... [ [laHHble OTCYTCTBYIOT

Mocne 3aBeplUeHNA CpoKa AeNCTBUA NTULEH3NN YAaCTUYHO OrPaHUYUTCA AOCTYN K GYHKUMOHANY CUCTEMDI.
CmotpeTtb noapobHee B pykoeoacTee NoNnb3osartens.

OddnaitH akTMBauma v

Pucynok 19 — Crpanuna «JIumnen3upoBanue» 0e3 akTUBHOM JTUIIEH3UN

[Tocne yero mocTaBIIMKOM CHCTEMbl OyneT BblOaH (haila ¢ pacmmpeHueM .dat,
KOTOPBIM HE0OX0AUMO OyJeT 3arpy3uTh BpyuHyI0. JlJisi ’TOr0 HEOOXOAMMO MEepeTaluTh
(aiin B mose (puc.20) st 3arpy3Ku UiM HAXKaTUEM Ha JaHHOE TO0JI€, OTKPBHITh POBOAHUK
U BbIOpaTh (Qaiin. B ciyuae mpoasieHus] JTUIEH3WU, BECh MPOIECC HEOOXOIUMO OyneT
MOBTOPUT.

Oddnainy akTusauumna N

@ [na 3arpy3ku danna nuueH3npoBaHna HeobxogMMo Ucnonb3oBaTh paclwmpexve daina .dat

II

1

]

1

1

1

H

]

‘ lo) MepemecTuTe ctoga pannbl AN HaXXMUTe ANnsa Bbibopa
1 .

' i M )
1

]

]

1

1

1

:

]

Pucynok 20 — bnok «Oddnaitn akTuBarmsn
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[Ipu ycneniHoM ycTaHOBKE AULIEH3UH TN «CepuiiHbId HOMEp auueH3un» U «Cpok
JEUCTBUS» OYIyT 3alOJIHEHBI JAHHBIMH O TEKYIIEH JUIEH3UU, U COCTOSHUE JIUIICH3UU
M3MEHUTCS Ha «AKTUBHA» (puc.21).

YnpaeneHue nonb3osarenamMu NnueHsnposaHue [lononHUTeNbHbIe HACTPOMKU
ﬂmuestposaHme
AKTUBHa f5a60f56-10f0... (i 477cebdb501b2... 2027-06-04 00:00:00

Mocne 3aBeplUeHns cpoka AeNCTBUA NULEH3UN YAaCTUYHO OrPaHUYUTCA AOCTYN K QYHKUMUOHANY CUCTEMDI.
CMmoTtpeTb noapobHee B pykosoacTee Monb3osarens.

O¢dnait akTuBauusa ~

@ [na 3arpy3ku danna nuueH3nposasmsa HeobxoAnMo ncnonb3oBaTh pacwmnpenune daina .dat

(o) MepemMecTute croga ¢annbl UM HaXXMUTe AN Bolbopa

Boibepute HeobxoauMbin dpann, pasmep danna He QoNxKeH npesbiwaTth 5 K6

X

Pucynok 21 — Crpanuna «JIuneH3npoBaHue» ¢ akTUBHOM JTUIIEH3UEN

Crnenyer oOpaTUTh BHUMAaHUE, YTO MPU U3MEHEHUH KOH(PUTYpALH, HEOOXOIUMO
OOHOBJICHUE JUIEH3UH, ISl ITOTO CIEAyeT 0OpaTUThCS K MOCTABIIUKY MPOTPaMMHOTO
oOecrieyeHusl.
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4. YcraHOBKa OOHOBJICHUM
OOpaTuTe BHUMAaHHE, YTO YCTAHOBKA BEPCHUU BBIMOJHAETCS MOCIEI0BATEIbHO.
Hanpuwmep, nepen ycranoBkoi Bepcunt NT SIEM v1.0.2 cHauana He0OX0UMO YCTaHOBUTD
NT SIEM v1.0.1 u Tonpko notom HaunHath npouecc ycraHoBku NT SIEM v1.0.2, nnaue
MPOIIECC YCTAaHOBKU OYJIET 3aBEpIIEH HEeYyJauHO.

4.1 YcranoBka oonoBiaenuss NT SIEM v1.0.1

B mepuoj, yCTaHOBKM HOBOW BEPCHUU MOTYT MPOUCXOJIUTH MOTEPU COOBITUH,
CJIeI0BATENBHO JJISl UX MUHUMU3AIINH, PEKOMEHIYETCSI TPOBOAUTH OOHOBIICHHUSI B IEPUO/IbI
HU3KOU HArpy3KH.

Hns ycranoBku Bepcur NT SIEM v1.0.1 HeoOxoaumo pacrakoBaTh apXHB C

pacurpeHueM .tar B JTUpEeKTOpuIo, B KoTopor ycranoBiaeH NT SIEM.
‘tar -xzvf 1.0.1.tar.gz -C siem-docker/ ‘

Jlanee HEOOXOAMMO TIEPEUTH B AUPEKTOpUIO Siem—docker:

‘cd siem-docker/ ‘

Ilocne nepexonaa B JUPCKTOPHUIO CICAYCT BBIIIOJIHUTH KOMAH/bI:

chmod u+x 1.0.1.sh
./1.0.1.sh

4.2 YcranoBka oonoBiaeHus NT SIEM v1.0.2

[lepen ycranoBkoii Bepcuu NT SIEM v1.0.2 HeoOX0IUMO yAOCTOBEPUTHCS, YTO
Bepcust NT SIEM v1.0.1 yxxe ycranosiena. Muade, nmponecc ycranosku NT SIEM v1.0.2
OyJieT 3aBeplIeH HEeyJauHo.

B mnepuon ycTaHOBKM HOBOM BEpPCUM MOTYT HPOUCXOJUTH MOTEPH COOBITH,
CJIEI0BATEIbHO ISl UX MUHUMHU3ALUHU, PEKOMEHYETCsI TPOBOIUTH OOHOBJIEHHS B IEPHOIbI
HU3KOU HArpy3KH.

Jlanee HEOOXOAMMO paclakoBaThb APXUB C PACIIMPEHUEM .tar B JUPEKTOPHIO, B

kotopou ycranoBieH NT SIEM.
‘tar -xzvf 1.0.2.tar.gz -C siem-docker/ ‘

Jlanee HEOOXOAMMO TIEPEUTH B AUPEKTOpUIO Siem—docker:

‘ cd siem-docker/ ‘

Ilocne nepexonaa B JUPCKTOPHUIO CICAYCT BBIIIOJIHUTH KOMAaH/bI:
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chmod u+x 1.0.2.sh
./1.0.2.sh

4.3 YcranoBka oonoBieHuss NT SIEM v1.1.0

[lepen ycranoBkoii Bepcuu NT SIEM v1.1.0 HeoOX0IUMO yAOCTOBEPUTHCS, YTO
Bepcust NT SIEM v1.0.2 yxxe ycranosiena. Muaue, nponecc ycranoBku NT SIEM v1.1.0
OyJleT 3aBeplIeH HEeyJauHo.

Jlanee HEOOXOAMMO paclakoBaThb APXUB C PACIIMPEHUEM .tar B JUPEKTOPHIO, B

kotopou ycranoBieH NT SIEM.
‘tar -xzvf 1.1.0.tar.gz -C siem-docker/ ‘

Hanee HeoOXoauMO niepelTy B TUpeKTopuio siem-docker:
‘cd siem-docker/ ‘

ITocne nepexona B IMPEKTOPHUIO CIEAYET BBINIOJHUTH KOMAH/IbI:
chmod u+x 1.1.0.sh
./1.1.0.sh

4.4 YcranoBka oonoBiaeHuss NT SIEM v1.1.1

[lepen ycranoBkoii Bepcuu NT SIEM v1.1.1 HeoOX0IUMO yAOCTOBEPUTHCS, YTO
Bepcust NT SIEM v1.1.0 yxxe ycranosiena. Muaue, nponecc ycranoBku NT SIEM v1.1.1
OyJlleT 3aBeplieH HEeyJauHo.

Jlanee HEOOXOAMMO paclakoBaThb APXUB C PACIIMPEHUEM .tar B JUPEKTOPHIO, B

kotopou ycranoBieH NT SIEM.
‘tar -xzvf 1.1.1.tar.gz -C siem-docker/ ‘

Hanee HeoO6XoauMO nepelTy B TUpeKTopuio siem-docker:
‘cd siem-docker/ ‘

ITocne nepexona B IMPEKTOPHUIO CIEAYET BBINIOJHUTH KOMAH/IbI:
chmod u+x 1.1.1.sh
./1.1.1.sh

4.5 YcranoBka oonoBiaeaus NT SIEM v1.1.2

[lepen ycranoBkoii Bepcuu NT SIEM v1.1.2 HeoO0X0IUMO yAOCTOBEPUTHCS, YTO
Bepcust NT SIEM vl.1.1 yxe ycranosinena. Muade, nmponecc ycranosku NT SIEM v1.1.2
OyJleT 3aBeplieH HEeyJauHo.

Jlanee HEOOXOAMMO paclakoBaThb APXUB C PACIIMPEHUEM .tar B JUPEKTOPHIO, B

kotopou ycranoBieH N'T SIEM.
‘tar -xzvf 1.1.2.tar.gz -C siem-docker/ ‘

Hanee HeoOX0auMO nepelTy B TUpeKTopuio siem-docker:
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‘cd siem-docker/ ‘

HOCHG nepexona B I[I/IpeKTOpI/IIO cnez[yeT BBIIIOJTHUTH KOMAH/ABbI:
chmod u+x 1.1.2.sh
./1.1.2.sh

4.6 YcranoBka oonoBieHuss NT SIEM v1.2.0

[lepen ycranoBkoii Bepcuu NT SIEM v1.2.0 HeoOX0IUMO yAOCTOBEPUTHCS, YTO
Bepcust NT SIEM v1.1.2 yxe ycranosinena. Muaue, nponecc ycranoBku NT SIEM v1.2.0
OyJzet 3aBeplieH HeyaauHo. JIubo HeobXxoauMo cpasy cTaBUTh cucteMmy ¢ Bepcueit v1.2.0.

Jnis Toro, 4TtoObl pacmakoBaTh UCXOAHBIE (ailsibl CIEeTyeT MEepeKIIOYUTHCS Ha
MOJIb30BaTeNsl YOOt , MMEIOIIEro aJMUHHCTPATOPCKUN AOCTYN K Balleid CHUCTEME, U
BBITIOJTHUTH KOMaH/y JUISl CO3JJaHMsI BPEMEHHOM TUPEKTOPUU:

mkdir temp/
tar -zxvf NtechnologySiem v1.2.0.tar.gz -C temp/

[Tocne pacnakoBKM apxuBa HEOOXOAMMO NEPEUTH B JIUPEKTOPHIO, BBINOJIHUB
KOMaHJy, rae OyAyT HaxoauTbes J1Ba (aitnia 1.2.0.tar.gz, new install.sh:

‘cd temp/

Janee HeoOXOAMMO IOMEHATH IpaBa AOCTyma aiusd (aina new install.sh,
KOTOPBIN y>K€ BXOAUT B COCTaB AUCTpUOyTUBA. [ 7TOro HEOOXOIUMO BBECTH B KOHCOJIU

CIEYIOIIY0 KOMaH/y:
|chmod u+x new install.sh |

[Tocne n3ameHeHus ImpaB JOCTylla BBECTH B KOHCOJIM KOMAaH/y JIA 3aIlyCKa CKpHUIITa

YCTaHOBKHM:
|./ new install.sh |

4.7 YcranoBka oonoBiaeHuss NT SIEM v1.2.1

[lepen ycranoBkoii Bepcuu NT SIEM v1.2.1 HeoO0XoIUMO yAOCTOBEPUTHCS, YTO
Bepcust NT SIEM v1.2.0 yxxe ycranosiena. MuHaue, nponecc ycranoBku NT SIEM v1.2.1
OyJzet 3aBeplieH HeyaauHo. JInbo HeoOXoauMo cpa3y CTaBUTh cucTeMy ¢ Bepcueit v1.2.1.

Jlnst Toro, 4TroObl pacrnakoBaTh HMCXOAHbIE (ANl CIENyeT MEepPEeKIIOUYUTHCS Ha
M0JIB30BATENSl YOOL, HMMEIOIIEro aAMUHUCTPATOPCKUNA MOCTYIl K Balleil cucTeme, |
BBINIOJIHUTh KOMAHy JJIs CO3[JaHUsI BPEMEHHON AUPEKTOPHUU:

mkdir temp/
tar -zxvf NtechnologySiem v1.2.1.tar.gz -C temp/

[Tocne pacnakoBKM apxuBa HEOOXOAMMO NEPEUTH B JIUPEKTOPHIO, BBINOIHUB
KOMaHJy, rae OyAyT HaxoauTbes J1Ba (aitia 1.2.1.tar.gz, new install.sh:
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‘cd temp/ ‘

Jlanee HeOOXOAMMO TIOMEHATH TpaBa aocTyma s (aiina new install.sh,
KOTOpBIﬁ Y)Ke BXOIUT B COCTAaB ,Z[I/ICTpI/I6yTI/IBa. I[H;[ 3TOro HGO6XOI{I/IMO BBCCTH B KOHCOJIN
CJIEYIOIIY0 KOMaH/y:

|chmod u+x new_install.sh |

[Tocne u3MeHeHus MpaB JOCTyNa BBECTU B KOHCOJIM KOMaHAY JJISI 3allyCKa CKPHUIITa
YCTaHOBKHU:

|./ new install.sh |

4.8 YcranoBka oonoBiaeHus NT SIEM v1.2.2

[lepen ycranoBkoii Bepcuu NT SIEM v1.2.2 HeoO0X0IUMO yAOCTOBEPUTHCS, YTO
Bepcust NT SIEM v1.2.1 yxe ycranosiena. Muade, nmponecc ycranoBku NT SIEM v1.2.2
OyJzet 3aBeplieH HeyaauHo. JInbo HeoOXoauMo cpa3y CTaBUTh CUCTEMY € Bepcueit v1.2.2.

Jlnst Toro, 4ToOBl pacrnakoBaTh HMCXOAHbIE (aliIbl CIENyeT MEepPEeKIIOUYUTHCS Ha
M0JIB30BATENSI YOOT, HMEIOIIEro aAMUHUCTPATOPCKUNA MOCTYIl K Balleil cucTeme, U

BBIIIOJIHUTb KOMaHAy JJIsI CO3AaHUsA BpCMeHHOﬁ JAUPCKTOPHUU:
mkdir temp/

tar -zxvf NtechnologySiem v1.2.2.tar.gz -C temp/

[Tocne pacnakoBKM apxuBa HEOOXOAMMO NEPEUTH B JIUPEKTOPHIO, BBINOIHUB
KOMaHJy, rae OyAyT HaxoauThes J1Ba (aitia 1.2.2.tar.gz, new install.sh:
‘cd temp/

Jlanee HeOOXOAMMO TIOMEHATH TpaBa aocTyma s (aiina new install.sh,
KOTOpBIﬁ Y)Ke BXOIUT B COCTAaB ,Z[I/ICTpI/I6yTI/IBa. I[H;[ 3TOro HGO6XOI{I/IMO BBC€CTH B KOHCOJIN
CIEIYIOIIY0 KOMaH/y:

|chmod u+x new_install.sh |

[Tocne u3MeHeHus MpaB JOCTyNa BBECTU B KOHCOJIM KOMaHAY JJISI 3allyCKa CKPHUIITa
YCTaHOBKHU:

|./ new install.sh |
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5. Pabota ¢ cepBucamu aj11 cOOopa COOBITHI €
Windows

5.1 YcraHoBKa, yiajieHU€e, OCTaHOBKA pabOThI CEpBUCA

[lepen ycTaHOBKOM cepBuca HEOOXOIUMO 3aNOJIHUTH (ailsl KoHpuUrypamuu (m.5.2).

Jlnst Toro 4ToOBbl YCTaHOBUTH CEpPBHC, HEOOXOAUMO 3amyCTUTh (ailn MHCTaIISATOP
ntechnology-events-collector-x32.exe wm ntechnology-events-
collector-x64.exe ¢ mapaMeTpoM install, KOTOpblE HaXOUATCA B IAUPEKTOPUHU
NtechnologyEventsCollector B pacrakoBaHHOM IIPA YCTAaHOBKE apXUBE.

[Tocne 3amycka MHCTAJUIATOP 3aIlyCKaeT Clyxk0y cOopa coObITHI U co3naeT (aiin
KoH(purypauuu B namnke C:\Program Files \NEC. Tam xe OyayT XpaHUTh JIOTH IO
pabore cepBHca. MOXHO 3alyCTUTh C MapaMeTpoM start, yJIaauTh C HapaMeTpoM
uninstall WK OCTAaHOBUTH PabOTy CEpBUCA C MAPAMETPOM StoOp.

5.2 3anosiHeHue (¢aitiia KOHPUrypamuu

Jns koppekTHOM paboThl HEOOXOAUMO 3anoiaHuTh ¢ain koHburypanuu. Daiin
KOH(UTypanuu 10keH ObiTh B hopmate . toml. [llabnon npencraBien Hke:

# # Service is enabled, can be started manually (Required).

# service start type = "OnDemand"

# # Disabled service (Required).

# service start type = "Disabled"

# # Autostart on system startup (Required).
service start type = "AutoStart"

# # Start delay in secs (Required).
start delay = 10

[nec_config]

# Log level. One of ["info", "debug","error", "warn", "trace"].
# Default = "info"
log level = "info"

# Win Event Wmi section.

# Can connect to local machines.

# Describes by set (must be uniqg) of [[nec config.win event wmi]] sections.
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# Local 1

[[nec_config.win event wmi]]

[nec_config.win event wmi.local]
# Namespace path (Optional, default = "ROOT\\\\CIMV2").

# namespace path = "locall"

[nec_config.win event wmi.local.poll config]
# Polling interval in secs (Required).
interval = 5

# List of log files (Required).

log files = ["Application"]

=

# Local 2

# [[nec config.win event wmi]]

=

[nec_config.win event wmi.local]

=

# Namespace path (Optional, default = "ROOT\\\\CIMV2").

=

namespace path = "local2"

[nec_config.win event wmi.local.poll config]
# Polling interval in secs (Required).

#
#
# interval = 5
# # List of log files (Required).
#

log files = ["Application", "Windows Powershell"]

# # Win Event Subscriber section (enable only for Windows.Client >= Vista &
Windows.Server >= 2008).

# [nec config.win event subscriber]

# # A query that specifies the types of events that you want the
subscription service to return.

# x query = '''

# <QueryList>

# <Query Id="0">

# <Select Path="Windows PowerShell">*</Select>
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# <Select Path="Application">*</Select>
# </Query>

# </QueryList>

4 v

# File Watcher section.

[nec_config.file watcher]

# Paths for watch (Required).

paths = ['D:\path.txt']

# # Retrys to send event to inner channel (Optional, default = 3).

# send to channel retrys = 3

# Poll watcher kind.
[nec_config.file watcher.watcher kind.poll]
# Polling interval in secs (Required).

interval = 5

# # Recommended watcher (get notification from system, maybe not work in
some cases) .

# [nec config.file watcher.watcher kind.recommended]

# Event Sender section.

# Udp section.
[nec_config.event sender config.udp]
local addr = "0.0.0.0"

local port = 8081

"127.0.0.1"

514

remote addr

remote port
# # Bound of inner channel for events (Optional, default = 10000).
# channel bound = 10000

# Tcp section.
[nec_config.event sender config.tcp]

remote addr = "127.0.0.1"

H  H= H= H

remote port = 8888
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Onucanue ¢aiisia KOHPUTYPALIMHU U €r0 COCTABIISIIONIUN MPECTaBlIeHa B Ta0uIle 3:

Ta6auua 2— [Napamerps! daiina KoH(

buryparuu

IMapametp

Onucanue

Kondurypanus cepuca

service start type

JlomycTuMble 3HAYCHUS:

OnDemand — cepBUC BKIIOYEH, HO HEOOXOIUM PYyUYHOUH
3aIyCK;

Disabled — cepBHUC BBIKIIOYEH;

AutoStart — CcepBHC BKJIIOYCH U 3alyCKacTCs
ABTOMAaTHYECKH,
start delay = 10 - Bpems OXHIaHHUS 3aIlyCKa

IOCJI€ IIOAHATUSA CHUCTEMBI B CEKYHIAX, UCIOJIb3yETCS
nmpu service start type= "AutoStart" .

Kondurypamus komnekropa [ne c _config]

log level

ITo ymomyanuio, log level = "info"
JlomycTuMble 3HAYCHUS:
info — MUHUMAIBHO HEOOX0oauMast HH(popMaIus;

debug — moapoOHas uHpOpMaIMs HeoOXoaumas s

OTJIaAKH IIPHUIIOKCHUA,

error — CuTyanus KoTopas HC JOJIDKHA OblIa CIIY4YUThCA

B MPHIIOKEHUH (OIITHOKa);
warn — NpeaynpexIcHHE,

trace — TIOJIHOE JOIrupOBaHUC BCCX BXOIAINKUX H

UCXOIAIINUX COOOIIIEHUM.

biok [ne

c config.win event wmi]

namespace path

[1yTh 10 BO3MOKHOT'O MPOCTPAHCTBA UMEH.

ITo ymomuanuto, default = "ROOT\\\\CIMV2"

[nec config.win event wmi.local.poll config]
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IMapameTp Onucanue

log files MaccuB Ha3BaHUM KaHalOB, OTKyJa OyIyT coOupaThCs
COOBITHS.

interval YacTtoTa cbopa coOBITHI, B CEKYHIaX.

biok [nec config.win event subscriber]

X query OO0si3aTenbHO mTOJIE I yKa3aHUs KaHaJoB cOopa
COOBITHH.

<Select Path="Windows |* — wucmosb3yercs i 3adaHus (QUIbTpa IOUCKA

PowerShell">*</Select>

COOBITHUH.

biok [nec config.file watcher]

paths

MaccuB nyteil 10 (¢aiaoB, ¢ KOTOPhIX HEOOXOIUMO
coBepuIaTh COOp COOBITHIA.

send to channel retrys

KonnuecTBO monbITOK J71s1 OTIPABKU AAHHBIX 10 KaHAITY
channel bound.

[nec config.file watcher.watcher kind.poll]

interval YacTtoTa cbopa coOBITHI, B CEKYHIax.
biok [nec config.event sender config.udp]
local addr ITo ymonuanmio, local addr= "0.0.0.0"

[P-anpec, oTkyaa OyaeT coBepiaTthcs cOOp TaHHBIX.

local port

[Topr, oTkyz#a OyneT coBepiaTbes cOOp NaHHBIX.

remote addr

[P-agpec, rne crout SIEM-cuctema misi mnepeadu
COOpaHHBIX COOBITHH.

remote port

[Topt, rne

COOpaHHBIX COOBITHH.

croutr SIEM-cucrema s mnepenaqyu

channel bound

10000.

ITo ymonuanuio, channel bound

Pazmep ouepenu coObITHIA.

biox [nec con

fig.event sender config.tcp]

remote addr

[P-agpec, rne crout SIEM-cucrema s mnepenaydu
COOpaHHBIX COOBITHH.
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IMapameTp Onucanue

remote port [Topt, rtne crour SIEM-cucrema mis Tnepegadu
COOpaHHBIX COOBITHH.

biokn Win Event Wmi m Win Event Subscriber coOuparT COOBITHS U3
Windows Event Log.

biok Win Event Subscriber pekoMeHAyeTCs I UCIOJIb30BAHUSA, TaK KAK
nanaeie Windows MammuHa nepegaeT cama, 1 HeT HeOOXOJUMOCTH B TTIOCTOSSHHOM OIIPOCE.
OnmHako ectb orpaHnueHus. biok Win Event Subscriber pgoctyneH s
Windows.Client >= Vista & Windows.Server >= 2008.

biok File Watcher wucnons3yercs AJiA NOAKIIOYEHUS K (ailiaMm C LEbIo
MOHUTOPHUHTA U cOOpa COOBITHIA.

bnok Poll watcher kind wucnois3yercs Ajis yKa3aHHWs UHTEpBaja ONpoca.

biok Event Sender wucCnonap3yeTcs s yKa3aHUs apaMeTPOB, ONPEACIISIONINX,
Ky/Jla HalpaBJsiTh COOpaHHBIC TAHHBIE.
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