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1.061mas naopmaiusi 0 CHCTEME

1.1 O nokymeHTe

OTOT JOKYMEHT COJIEPXKHUT CIPAaBOYHYIO HH(MOpPMALMI0 W HUHCTPYKIUU IO
HaCTPOMKE U aIMUHUCTPUPOBAHUIO CUCTEMBI, IPETHa3HAYEHHOM /71 cOopa 1 aHalIn3a
coobiTuii  MH(poOpManuoHHOUW Oe3omacHocT (Security Information and Event
Management system) «NTechnology SIEM» (manee — NT SIEM). Conepxut
CIIEHApUU UCTIOJIb30BAHUS IPOYKTA JIJIsl yIpaBieHusi THGOPMAIlMOHHBIMUA AKTUBaMU
OpraHU3alMU U COOBITUIMU UHPOPMAITMOHHON OE30MaCHOCTH.

Kommnekt nokymentanuu N'T SIEM BkitouaeT B ce0s clieIyIolne JOKyMEHTHI:

- DTOT TOKYMEHT;

- PykoBOACTBO MO CO3/IaHUIO 3alIPOCOB — COJEPKUT OMUCAHHE HAOOPOB
3alpOCOB U PE3yJIbTAThl IPUMEHEHUS STUX 3aMPOCOB;

- PykoBOACTBO MO YCTAaHOBKE — COJEPKUT MHPOPMAITUIO JI1 BHEAPEHUS
NpoAyKTa B HHQPPACTPYKTYypy OpraHM3allUd: MHCTPYKIHUHU 1O YCTAHOBKE,
MepBOHAYAILHON HACTPOMKE U YJIaJICHUIO TPOIYKTa;

- PykoBOACTBO MO HAmMCaHUIO MPaBUI — COAEPKUT PEKOMEHJAIMU IO
CO3/IaHUIO TTPaBUJI HOPMAIU3AINU, arperaluu, KOppeasui U 000TallleHUs] COOBITHIA.

1.2 KpaTkoe onucanvue BO3MOKHOCTEH CUCTEMBI

Cucrema NT SIEM npenocraBisieT cieayrolie OCHOBHbIE (DYHKIIMOHABHbBIE
BO3MOYHOCTH:

- COop KypHaJIOB COOBITUM C pa3IMYHBIX UCTOYHUKOB;

- Busyanuzamusi naHHblx B BUAE TpadukoB, auarpaMm B (dopme
Janoopa0B;

- AHanu3 KypHaJlOB COOBITMM B COOTBETCTBMUM C MpaBUJIaMU
HOpMAaJIU3alH, KOPPEJSILIUH, arperalii U 000TralieHus;

- dopMupoBaHME HHIMJIECHTOB HAa OCHOBE IIPOLIECCOB arperamum,
oOoranieHus U Koppessiuu;

- VYnpaBnenue HHIUEHTaMU THHOPMAIIMOHHOW 0€30MacHOCTH;

- XpaHeHue coObITUIM U UHITUIECHTOB HHPOPMAIITMOHHOMN 0€30MaCHOCTH;

- OuiabTpanus Mo pa3InYHbIM MapaMeTpaMm COOBITUN U HHIIUJEHTOB, B TOM
YHUCJIE C UCMOJIB30BaHUEM M30paHHBIX 3aMPOCOB JJISI OBICTPOro JOCTyNHa K pUiIbTpam
10 COOBITHSIM;

- Hcnonp3oBanue roToBoM 06a3bl MPaBUJ, a TAKKE BO3MOKHOCTh CO3IaHUS
COOCTBEHHBIX TTPABHWII M TAOJTUYHBIX CITHCKOB;

- MOHHUTOPHUHT COCTOSTHUS CHCTEMBI;

- OTtmnpaBka yBeJOMIICHUH IMOJIB30BATENSIM B paMKax BEO-TIPUIIOKEHUS U
IO AJIEKTPOHHOM MOYTE;
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- @opMUpPOBAHME H BBITPY3Ka OTYETOB 3a ONPEACIEHHBIA IEPUOJ
BPEMEHU;
- Ocy1iiecTBineHne nHTerpanui, B Tom uncie u ¢ SOAR-cucremamu.

2.OCHOBHBIE 3JIEMEHTHI HHTEp(Perica CUCTEMBI

B nanHoMm pasgene omucanbl ocHOBHbIe 3yieMeHTHI uHTep(deiica NT SIEM,
JOCTYIIHBIE ITOCJe ycnenHoro Bxoaa B cucremy. Padora ¢ NT SIEM ocymiectsisieTcs
yepe3 Trpaduyeckuil Moab30BaTENbCKUI HMHTEp(Ec HAa OCHOBE POJIEBOM MOJENu
(ITpunoxxenue A).

2.1 I'maBHOE MEHIO

['MaBHOE MEHIO PACTIONIOKEHO B JIEBOM YACTU CTPAHUIIBI U 00ECTIEUNBAET IOCTYI
K OCHOBHBIM (DYHKIUSIM CHUCTEMBI. ['JTaBHOE MEHIO COJIEPKUT HA3BAHUE CUCTEMBI,
JIOTOTHII, CTPAHUIbI U TPYIIIbI CTPAHULL;

- «Ilanenb MOHUTOPUHTAY;

- «CoOpITHAY;

- «VHIIMIEeHTBI»;

- «AKTHUBBI»;

- «OTUYEThBI»;

- «ba3za mpaBui»;

- «HacTpolku cucTeMbD.

Cnenyer oOpaTUTh BHUMAHUE, YTO B CTAHAAPTHOU POJIEBOM MOJIENU JOCTYI K
rpynnaMm ctpanul] «ba3za mnpaBun» u  «HacTpoilkm cuCTEMBI» OrpaHUYEH
(cm. [Ipunoxenue A).

[lo ymonmyaHuIO TJaBHOE MEHIO OTOOpakaeTcs B CBEPHYTOM BHUJIE.

PasBopauuBaercs npu Ha)KaTUM HA MKOHKY -~ W CBOPAYMBAETCA IPU HAXKATHUM Ha
UKOHKY
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MaHens MOHUTOPUHra

CobbiTHA

MHUMaeHTbI

AKTUBbI

OTyeTsl

Basa npasun

¢ HacTpoMKuU CUCTEeMbI

Pucynok 1- I'maBHoe MeHIO B PucyHnok 2 — I'taBHOe MeHIO B
Pa3BepHYTOM BHE CBEPHYTOM BH/E

2.2 BepxHsid HABUTAlIMOHHAS AHEIIb

B BepxHeli HaBUranvoHHOW maHenu (puc. 3) pacmosOKEHbl Ha3BAHUS
JIOCTYTHBIX Ha BHIOPAHHOM CTpaHUIIE KATETOPUH.
[Opadr3oHa | AKTUBHble Npasuna | posepka npasun :V: [:b 2

L, Umnopt h 3kenopr 0 Yaanuts us ApadT 30HbI + Cospatb npasuno [® 3arpysuTs 8 cucTeMy C Nepe3sanycTute MeHeaxXep

PI/IcyHOK 3- BerHﬂﬂ HaBHTI'allHOHHAaA IaHEJIb

B BerHeﬁ HaBHFaHHOHHOﬁ IMaHCIN TAKXKC pasMCIICHbI CTATUYHBIC KHOIIKH!
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R [Tpoduns. [Ipu HaxkaTUu Ha KHONKY MPOQUIIS MOSBISETCS BhIMAAAIONAN
CIIUCOK C KHOIIKaMH:

@ Mpodune ;g pocMoTpa HHPOPMALUH O MOIB30BATENE;
? Cnpaska

@ O cucreme

JUISl CKAYMBAHUSI DKCIUTYaTallMOHHON JOKYMEHTALIHNH;

JUIsL IpOCMOTpa MH(GOpMALIMK O CUCTEME (BEpCcUsl U Jara
Bbiycka [10);

[> Boiitu JUIA BBIXOJA U3 YYETHOM 3aIMCH M BO3BpaTa HAa CTPAHHUILY

aBTOPU3AIIUH.

Q — YBGI[OMHGHI/IH 00 HWHIINJICHTAax. HpI/I HaXaTHM Ha KHOIIKY OTKPbIBACTCA
CIIMCOK YBCI[OMJ'ICHI/II\/,I 00 HHIINACHTAaXx. MoxHO YAaJIUuTb OJHO YBCIOMIICHHC, HAKAB

Ha MKOHKY 0, KOTOpasi HAaXOJUTCS PSJIOM C BEIOPAHHBIM YBEIOMJICHHEM, a TaKKe
OYHCTUTHh BECh CIHUCOK YBEAOMJICHWH, HakaB Ha KHOIIKY BBEpPXYy CITHCKa
. Juma mepexona Ha cTpaHuUlly ¢ moJpoOHONM uHOpManueil 00

HHOUJACHTE HeO6XO)_II/IMO HaXaTb Ha BbBIACJICHHYIO CHHUM 1IBC€TOM CCBUIKY
NepenTn K UHUMAEHTY

[gihn|

L2 — Cucremsble yBenomiieHus. [Ipu HakaTuM Ha KHOMKY OTKPBIBAETCS
CIIUCOK C CHUCTEMHBIMU YBEIOMIICHUSIMU: O COCTOSIHUM JIUIEH3UHU, O JOCTYIMHOCTH
CBOOO/IHOTO ITPOCTPAHCTBA HA KECTKOM AUCcKe CHUCTEMBI U 0 COOSIX paOOThl CUCTEMBI.
Jlns mepexojia Ha CTpaHUIly ¢ MOApOOHOU HH(popMaluend HeoOXOIMMO HaXKaTh Ha
BBIJICJICHHYIO CHHUM IIBETOM CCBUIKY [1EPENTM K HacTponKam,

VYBenoMiieHHsT MMEIOT CBOU 1[BETa, OTPaKalOlUE CTENEeHb KPUTUYHOCTHU
cojepaieiicss B HUX HWHOpMAUMUM JUIS  CHCTEMBI:  CBETJIO-3€JI€HBIM  —
YIOBJIETBOPUTEIBHOE COCTOSIHHUE CHUCTEMBI, XKEIThIM LBET — HU3Kasg KPUTUYHOCTD,
OpPaHKEBBIH 1IBET — TpeOyeTCs MOBBIIIEHHOE BHUMAHKE, KPACHBIN — MpeynpexxaeHue
0 cepbe3HOoM mpodiieMe.

(g ]

Cnenyer oOpaTuTh BHUMAHME, YTO IIBET HA UKOHKE “ 2 MOXET MEHSThCS, B
3aBUCUMOCTH OT TOrO, KaKHe yBEJIOMIICHUSI COoJiepKarcs B cnucke. Hampumep, ecin
€CTh XOTh OJIHO KPUTUYECKOE YBEAOMIIEHUE, TO LIBET U3MEHUTHCS HA KPACHBIM.

Psgom ¢ MKOHKaMM yBEAOMJIEHHN IOCIE NEUCTBUM IMOJb30BATENS B CUCTEME
BCILIBIBAIOT OTBETHI CUCTEMBI 00 YCIEIIHOCTH MJIM HEYCIIEIIHOCTH ONEepaIuid, a TAKxKe
Ipyrue uHPOpMaIMOHHbBIE COOOIIEHUS.

2.3 IlaHenb HHCTPYMEHTOB

[Tanenb uHCTpyMEHTOB (puc.4) pacmnoiioKeHa MOJI BEpXHEH HaBUTAIMOHHOU
naHenb. CocTaB KHOMOK HAa MAHEIM UHCTPYMEHTOB 3aBUCUT OT CTPAHULBI.

> MpyBR3aTL COBLITHE K MHLMAEHTY HopManwsosanhsle  HeHopManusosaHHsie sarpyxeno: 100/100ks @) @) () <

PucyHnok 4 — Ilane1b HHCTPYMEHTOB

NTechnology SIEM v1.2.2 8



Cnenyer oOpaTuTh BHUMAaHUE, YTO MPU HAXKATUU HA OINPEJIETICHHbIE KHOIIKH,
Hanpumep, «YOalutby», OyJeT NOSBIATHCS YBEAOMIICHUE [Jis MOATBEPKIACHUS
JIEHCTBHS.

2.4 Pabouast 001acTh

[long mnaHenpl0 HMHCTPYMEHTOB pacmolioxkeHa padouas obnacte (puc.S),
HaIOJHEHUE KOTOPOM pa3iinyaeTcsl OT CTPaHUIIbI K cTpaHulle. OHAa MOXKET COJIepkKaTh
TEKCTOBYIO MH(OpMaLMIO U MOJS Jis €€ BBOJAA, a Takxke Tabnuibl U rpaduku. Ilo
YMOJIYAHUIO OTOOpakaeMble JaHHBIE B CIIMCKaX OTCOPTHUPOBAHBI OT HOBBIX K OoJjiee
cTapbsiM 3anucsiM. Ha HEKOTOpBIX CTpaHMIlaX MOKET ObITb MOMCKOBAasl CTPOKa Jist
HaCTPOUKH (PUIBTPALMU OTOOPAKAEMBIX JJAHHBIX HA CTPaHUIIE.

+ Cospate @ 3akpbiTh O Ypanurs B KypHan sarpyxero: 5/5 (Q) (9) [ (=)

D Hassawue °  Kputuumoct..  Crarye © Onucawme °  Mpasunoko.. OTeercTBeH..  Cospan ¢  BpeMmscosd..  Mamewun °  BpeMs usMe.. AApec UCTO..  AAPeC HasH...

OunbTpel v
fpynnsi v
WHumpent: 5 ~

5 CospaHue uH... Hosblit Cospanue uH... Wmsa Gamunua  09.10.2025, ... Wmsa Gamunua  09.10.2025, ... 111 1111

4 test Hosblit test 08.10.2025, .. 08.10.2025, .. 111 1119

Pucynok 5 — PaGouas obaacth

PabGouasi 06macTh MOXKET OBITH pa3jieieHa Ha HECKOJIbKO YacTed, KOTOphIE
MOXHO Ha HEKOTOPBIX CTpaHUIAX CKPBIBaTh (puc.0), a TakKe WMETh KHOMIKHU JIJIS
BBITIOJTHCHHUSI OTIPEICIICHHBIX (DYHKITUH.

0 Yaanure Mpasuno: decodertest.xml

HaumeHosanue Mone ®aiin <decoder name="sudo-fields">
<fts>name, srcuser, location</fts>
sudo-fields srcuser decodertest.xm| <ftscomment>First time user executed the sudo

command</ftscomment>
<order>srcuser</order>
<prematch>\s</prematch>
<regex>"\s*(\S+)\s*:</regex>

</decoder>

local_decoder_example local_decoder.xml

Pucynok 6 — PaGouasi 006;1acTh ¢ 00KOBO NaHEJbIO

st ynoGctBa 0TOOpaxeHuss MOKHO BPYUYHYIO U3MEHUTh IUPUHY MOJATBHOTO
OKHa ¢ MoJApoOHON HHPOpMaIuel 0 BEIOPAHHOM DJIEMEHTE.

2.5 I'nOkue TabauIIbl, MHOKECTBEHHBIN BBEIOOD

Ha HekoTophIx cTaHumax padodas o0JacTh COACPKHUT TaOJUIIBI C JTAaHHBIMHU.
[Ipy mnepBoM Tmepexole Ha CTpPaHUIy JaHHbIE B TaOJHIlE NPEACTABIEHBI CO
CTaHJIapPTHBIM HAOOPOM CTOJIOIIOB, OHAKO IIPU HEOOXOIUMOCTH UX MOYKHO JTOOABUTH
unu yOpatb. JlaHHbIE COXpaHSTCS JJisi JAaHHOTO mMojib3oBarens. Jjisi Toro, 4yToObl

-O—
U3MEHUTh HAOOp cleQyeT HaXaTb KHOIKY , U Jajnee MOSIBUTCS CIHCOK C
BO3MOXXHBIMU BapuUaHTaMu CTOJIOLOB (puc.7), Tlie cleayeT MOCTaBUTh WIH yOpaTh

NTechnology SIEM v1.2.2 9



Faﬂquy v HaunmeHoBaHue

HEOOXO0MMO HaXaTh KHOMKY COXPaHuTb

Pucynok 7- PaGouasi 00/1acTh ¢ 00KOBOW NAaHEJIbIO

NI

&

o

# . Kak ciencrtBue, Tabnuia OyaeT U3MeHEHa
COTJIAaCHO BBIOpAaHHBIM CTOJOIAM. J[J1s1 TOrO, YTOOBI M3MEHEHHUsS OBLIN COXPAHCHBI,
nocjie 4ero KoHdurypanus TaOIuIbl
MIPUMEHUTCS U COXPAaHUTCS. MUHUMAJIBHO B Ta0JINIIE TOKEH OBITh OJIUH CTOJIOEII.

ID

HassaHune
KpUTU4HOCTb
Cratyc

Onucanune
Mpaswuno koppenayuu
OTBETCTBEHHbIN
Co3span

Bpems cosgaHums
MN3meHun

BpemMa nameHeHus
Appec UCTOYHUKA

Appec HasHavyeHus

CoxpaHuTtb

CopTuposathb

~
v

.o
e
.o

.o
e
e

Mo0KHO U3MEHUTH MOPSIAOK OTOOPAKEHUS CTOJIOIOB: JIs1 ATOTO CIAEAYET 3aKaTh
CTPOKY B CHHUCKE CO CTOJIOIAaMH U MEPETSIHYTh Ha HYXHOE MeCTO. Takxke MOXKHO

OTCOPTHUPOBATh CTOJIOIBI B

Coprtuposate <

(puc. 8).

NTechnology SIEM v1.2.2
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NI

&
o

VHUMaeHTbI - ey

> > + Cospats ® 3akpbiTh 0 Ypanuts B XypHan 3arpyxeHo: 5/5 [CJ:\ [SJ| [ﬁ] [:] <
zZ z ~ ~ ~ o ~ CoxpaHuTs b
g E Cospan © Bpema cospaHua © Onucanne ° Appec HazHaueHus... D < Hassanune © Appec UcTouH 3
s g Copuposats L= Ey
€ Wmsa damunua 09.10.2025, 11:46:29  Co3paHue MHUMAEH... 111 5 Cospanne uHUMaeH... 111 5
(D OotsetcTaeHHbIi E
08.10.2025, 11:17:22 test 1111 4 test 11111 () Npasvno koppenaLum
v Cospan
08.10.2025, 08:55:32 Onucaxve 1111 3 HaumeHosanue 2222
v Bpemsa cospanna
07.10.2025, 15:29:10 123 111 2 123 1111+ Onucanue
07.10.2025, 15:23:06 nesns 1114 1 apnp 1101 ¥ ABPeC HasHauedua

v ID

v HassaHue

(O Kpurnumocts
(Dcrarye

v Apec UCTOuHUKa
¥ Wamenun

v Bpema nameHeHus

Pucynok 8 — CopTupoBka cT0/1010B B THOKMX Ta01u1aX

B tabmumax moaaepikuBaeTCsl MHOKECTBEHHBIM BBIOOP 3iIeMeHTOB. IIpu sTom
OyIneT TpemoCTaBIsAThCA MOApOoOHas WHGOpMAIUS TO0 TEPBOMY BBEIICICHHOMY
anemeHty (puc.9).

=+ Cospars 3arpyxeHo: 9/9 @I [Ej] \&3 > WHumpent: 3
D ° Onucanne " MpaBuno Koppensy... OTBETCTBEHHbIA © Bpems cospanua Appec ! 1263
3 1 18.07.2025 03:13 10.72.144.53 YposeHb
CpepaHuit
KPUTUYHOCTH
7 123 21.07.2025 11:26 111
33KpblT KaK NNOXHONONOXUTENbHbI
10 dmb;dmy;lsml;dmbyl... 25.07.2025 09:06 1111 Crarye i
2 strindg string4 AHTOH AHTOHOB 18.07.2025 03:06 192.168.1.1 Onucanue n

Pucynok 9 — MHoOkeCTBeHHbIIl BHIOOP 3J1eMEHTOB TA0THIbI

Jns ynoOctBa OTOOpa)KEHUS JAHHBIX MOXKHO TaK JK€ BPYYHYIO H3MEHHUTDH
IIMPHUHY CTOJIOLOB B TAa0JIULIE.

3.OCHOBHBIE POLIECCHI B CUCTEME

3.1 UnTtepdetic pa3aena «llaHems MOHUTOPHHT A

ITpu Bxone B NT SIEM 1o ymonuanuto OTKpeIBaeTcs rpynna ctpanul «Ilanens
MOHUTOPHUHTA» CO CTaHJApTHBIM Aambopaom. CiaeayeTr oOpaTuTh BHUMaHUE, YTO MPHU
nepBOM Bxojie B cucteMy mnocie yctraHoBkM NT SIEM HekoTopble BUIKETHI OyIyT
MyCTBIMHU, BCJIEACTBUE OTCYTCTBUSI HH(POpPMAIMK O COOpPaHHBIX COOBITHSIX U
BBISIBJICHHBIX MHIUJICHTAX.

Ha npenycranoBieHHOM Jamoop/ie MOXKHO IPOCMOTPETh HHPOPMAITUIO B BUJIE
BUJKETOB M HACcTpaWBaTh NEPUOJ BpEeMEHU i (QuiabTpaluu oToOpaxaeMoun
uHpopmanuu. Kpome TOro, MO’KHO HacTpauBaTh aBTOMaTUYECKOE OOHOBJIEHUE, KaK
BUJDKETOB MO OTIEIBHOCTH, TaK M BCero namoopaa B ueiaoM. IIpu 3Ttom HacTpolika
OTJIEJIBHOTO BHUJKETa UMeeT Ooyiee BBICOKUU NPHOPUTET, YEM HACTPOIlKa BCEro
namoopaa.

[IpenycTaHOBIEHHBIN JaIOOPA COAEPKUT B c€O€ MPETHACTPOCHHBIE BUIKETHI:

NTechnology SIEM v1.2.2 11



- Kpyrosas nuarpamma ¢ uadopmanrieit 00 MHIUIECHTAX, pa3IeICHHBIX 110
craTycaM (HOBBIH, B paboTe, 3aKPbIT, 3aKPHIT KAK JIOKHOOJIOKUTEIbHbBIN);

- Kpyrosas nquarpamma ¢ undopmairieit 00 MHIUIEHTAX, Pa3/IeIEHHbIX 110
YPOBHIO KPUTUYHOCTH (HU3KAasi, CPEIHSS, BBICOKAs);

- Kpyrosas nuarpamma ¢ COOBITUSIMU TIO KaTETOpUsIM (HOPMAJIU30BaAHHbIE,
HEHOPMAaJM30BaHHBIE);

- Jlunelinblii Tpaduk ¢ uHGOpMAaIUEd O KOJTUYECTBE COOBITUI B CEKYHIY,
MOCTYNAIOIINX B CHCTEMY, U UX CPEIHUM 3HAUECHUEM 32 BEIOPAHHBIN IEPUO BPEMEHH;

- BumkeT ¢ KoIrM4ecTBOM MHIIUICHTOB 32 BIOpaHHBIN NIEPUOT;

- Bumxet ¢ undopmarnueit o cpeiHeM MOTOKE COOBITHH.

Ecnau HeoO0xo1MMo, MOXKHO CKPBITh MapaMeTphl, OTOOpakaeMble Ha BUJIKETE.
Jlnst 9TOro clneayeT HakaTh HAa HYXHBIM MapameTp, MOCJe 4Yero BUKET OyaeT
OOHOBJIEH.

BumkeTsl sBistoTcs kinkaOenbHbIMU. [Ipy HaxkaTuu Ha Kakol-I1MOO y4acTOK
BUJIKETA OCYLLIECTBISAETCS MEPEX0]l Ha CTPAHUILy B 3aBUCUMOCTH OT TOTO, 10 KAKOMY
TUIy 00bEKTa MOCTPOEH rpaduk (coObITUS, MHIUIEHTHI). [Ipu nepexoae Ha CTpaHUILY
oroOpaxaercs uH(MOpMalMs, KOTOpas COOTBETCTBYET KpPHUTEPHUSIM BBIOPAHHOTO
y4acTKa BUJDKETA.

[ToMmuMO mperyCTaHOBIEHHOIO JamOopAa, CHCTEMa TaKXe O0ecrneyruBaeT
BO3MOYKHOCTb CO3/IaHMSI MOJIb30BATEIbCKUX.

3.2 Pabota ¢ nambop/iaMu U BUKETaMU

3.2.1 Pabora ¢ mpeaHacTpOCHHOM JaoopaoM

Nudopmarus Ha BUIKETaX OOHOBISAETCS aBTOMATHYECKH (IO YMOJIYAHUIO
Kaxxble 60 CeKyH]1), KpOME BUKETOB C KOJIMUECTBOM COOBITUHN B CEKYHY U CPEAHUM
MOTOKOM COOBITUM, NiJii HEro HACTPOCHO aBTOOOHOBJIEHUE pa3 B 5 MUHYT. [l

OOHOBJICHUSI BUJKETA BPYUHYIO HEOOXOAMMO HaXKaTh KHOMKY @ U BBIOpATh OMIUIO
«O0OHOBIIEHHE» — BHUIKET OOHOBUTCS 0€3 JOMOJHUTENBHBIX HACTPOCK W
MOJITBEPKICHUI.

[Ipu HE0OXOAUMOCTH, MOXKHO OTHUIBTPOBATH HHPOPMAIIUIO, TPEACTABICHHYIO
Ha BHUJDKETaX, MO OMPEACIICHHOMY BpeMEHHOMY mepuoay. s 3Toro HeoOXoauMo
HaxaTb Ha KHoONKy «Kanenmapb» , MOCJIE 4YEero OTKPBIBAETCI OKHO C
BO3MO>KHOCTBIO BBIOOpa BpeMeHHOTro nHTepBana (puc.10).
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< Mait 2025 >
nocnegHui Yac

nocnegHuii AeHb
NocneaHo Heageno 1 2
nocnegHuiA Mecsy 5 6 7 8 9
nocnegHue 3 Mecsua

12 13 14 15 16

nocnegHee nonroga
19 20 21 22 23

nocnegHuia rog

© Cbpocutb ¢punbTp

Pucynok 10 — ®@uabTpanus no BpeMeHHOMY IEPUOAY IS BUAKETA

JInst mpuMeHeHHsT BBIOpaHHBIX MapaMeTpPOB HEOOXOJUMO Ha)KaTh Ha KHOIKY
«IIpumenuts puibTp» B OKHE. B CBOIO 0Uepenb, pu HaXKaTUU HAa KHOMKY «COPOCUTH
(GUIBTP» NPOUCXOAUT OUYMCTKA BHIOPAHHBIX MapaMEeTPOB U BO3BpAIlEHUE BHUXKETA B
HCXOJHOE COCTOsIHUE (M0 YMOJIYAHHIO). 3aKPbITh (DUIIBTP MOXKHO ITyTEM Ha)KaTus Ha
mo0yro obmacte BHEe. CreayeT oOpaTUTh BHUMAHHUE, YTO MOJYEPKHYTOE UUCIO —
CETOJIHSIIIIHSIS JaTa.

st BumkeToB ¢ uH(OpManueil 0 COOBITHUSAX MO YMOJYAHUIO YCTAHOBIICH
GunbTp, OTOOpaXaroOlWMi AaHHBIE 3a MOCIEIHUM dYac, a JJisl OCTaJbHBIX — 3a
nociaeaHud neHb. CrnenyeT oOpaTUTh BHUMAHHUE, YTO MPU TEPEXOJEe Ha APYTYHO
cTpaHuily GUIbTp HE OyAET COXPaHAThCS.

JInsi yCTaHOBKM aBTOMAaTMYE€CKOTO OOHOBIIEHHSI BCEro Jamodopja, B MPaBOM

“O ABTomaTnyeckoe 06HOBNEHME
BEPXHEM YIUIy CTPaHHUIBI MPEIYCMOTPEHA KHOIIKA .

[Ipy HaxaTMM Ha HEE OTKPHIBAETCS OKHO C BO3MOXHOCTHIO BbIOOpa Mepuoja
aBTo0OHOBIEeHUs (puc.11). IIpu 3TOM HacTpoiika OTAEIBLHOTO BUIXKETA UMEET Oosee
BBICOKHI IPUOPUTET, YEM HACTPOMKA BCEro Aamoopaa.

JI71s1 HAaCTPOWKHU aBTOMATUYECKOTO OOHOBIICHHS BUKETAa HEOOXOAUMO HAXKATh

KHOTIKY @ 1 BBIOpATh OMITHIO « ABTOMAaTHYECKOE OOHOBIICHUEY, B MTOSBUBIIIEMCS OKHE
BBIOpATh HEOOXOAMMBIN TTapaMeTp.
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ABTOMaTM4YeCckoe ObHOBNEHME

(O oTknoyeHo

v KaXOyro MUHYTY
(O «kaxpgble 5 MUHYT
O «kaxpgble 15 MUHYT

(O kaxnapli yac
Pucynok 11 — ®uabTpanus no BpeMeHHOMY NEPHOIY s Jaméopaa

3.2.2 PaboTa ¢ noJib30BaTEIbLCKUM JAIIOOPI0M

JI7Is cO3/1aHMS TIONB30BATENBCKOTO AAMOOpAa CIeyeT HakaTh KHOKY T Ha
MaHeld MHCTPYMEHTOB PAJIOM C HAaWMMEHOBAaHHEM CHUCTEMHOro namobopna. [lamee
HOBBIE TaIIOOP/IbI CO3/IAI0TCS B peKUME pelakTHpoBaHus (puc. 12).

CucteMHbI fawbopys, | Monb3oBaTensckuit faweéops # t :': ﬁb 2

Ypanutb pawbopa [No6aeuts sugxetr () OTobpaxaTsb y Bcex nonbsosatenei OTMeHUTL

Pucynoxk 12 — Ilosib30BaTesIbCKuUii JaI0OOPA B pesKMMe peJaKTHPOBAHMA

JUs1 TOTO, 4TOGBI [IEPeUMEHOBATH AAIIGOP Hy KHO HAXKaTh £ , [OCIIE Yero Mole
C HAaUMEHOBAaHME OyJeT JOCTYHHEIM I M3MEHEHHs ososaremexisantord v YroQpr
COXPAHUTh HOBBIE N3MEHEHUs Ha10 HaxaTh v . [lepenMeHOBaTh 1aoop1 MOKHO KaK
B PEKMME PEJaKTUPOBAHUSA, TAK U B PEKUME MMPOCMOTDA.

J5is TOro, 9TO0BI paCIPOCTPAaHUTH JAIIOOP]] CPEIU MOIb30BATENCH CUCTEMBI B
paMKax OJHON YCTaHOBKH, HEOOXOJUMO MOCTaBUTH COOTBETCTBYIOIIYIO TaJOUYKy
(J Oto6paxatb y BCEX NONb3oBaTeNei , TIoclie 4ero AamoOopj CTaHET IOCTYIEH
Ui TIPOCMOTpA TEM IIOJIb30BATENSIM, KOTOPHIE O0JIagaloT MpaBaMH Ha TPOCMOTP
MOJIb30BaTENbCKUX nambopaoB. CiaemxyeT oOpaTuTh BHUMAHUE, YTO PEIaKTUPOBATH U
yAAISATh AAO0P MOKET TOIBKO €T0 aBTOP.

Jlnisa coxpaHeHus AamoOopaa M BCeX BHECEHHBIX M3MEHEHHH ClelyeT HaXaTb

CoxpaHuTb OTMeHUTb
KHOIIKY . OgHako, Mpu HaXKaTUU WJIA IIPU BBIXOJC U3 peKUMa

penaKkTUpoBaHusi 0€3 COXpaHEHUs, BCE BHECEHHbIC M3MEHEHUsI OyIayT yTepsHbl 0e3
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BO3MOXXHOCTH BOCCTAHOBJICHHMA. I[JI)I TOrO, YTOOBI BCPHYTH B PCXKUM PCAAKTUPOBAHUA

2 p
CJ'ICI[yeT Ha>XarThb KHOHKy D €RAKTVpoBaTh .

I[J'ISI YAaJICHUA z[am6opz[a cienyer BOCIIOJIB30BAaThCA PCKHUMOM

penaktuposanms (puec. 12). Jlamee HaxaTh KHONKy Ao TBAAWOORA o gy

BCIUIBIBAIONIEM YBEAOMJICHHH TOATBEPIUTH JeiicTBue. Pe3ympTaT omeparuu
O0TOOpPA3UTCS B YBEJOMIICHHUSIX.

3.2.3 Pabora ¢ BUKETaMU Ha TTOJIH30BATEIILCKOM Jambdop/e

Jns moOaBieHus BHKETAa Ha IOJIB30BATENILCKUN amOops HEOOXOIUMO

6
Haxarp HCOPMTEBURKET hocite Yero OTKpOETCs MOJAIBHOE OKHO C JOCTYITHBIME IS

nobaBneHuss BumkeTamu (puc. 13). B oTKpeIBIIeMCs OKHE HEOOXOAMMO BBIOpATH
BHKETHI U HAXKaTh HAa HUX JJIa Ao0OaBiaeHus Ha gamoopa. [Ipu HeoOXoaumMocTu, s
MOMCKa HEOOXOIUMOTO JIEMEHTa MOYKHO BOCIIOJIb30BATHCS IMIOMCKOBOM CTPOKOM.

[o6asnerHune suagxera X

O AkTuBbI

€ WMHUMaeHTsbl

AKTWBBI NO 3HAYUMOCTH
€ CobbiTus

QO Cucrema

MHumpeHTbl no

VIHUMAeHTsI No cTaTycam
KPUTUHHOCTMN
Konu4ecTso MHUMAEHTOB
3a nepuopn

TaBnMUa MHLMEHTOB BbibepuTe TUN BUAXETa ANSK NPOAJOMXEHUA paboTbl ¢ Aawb6opaom

WHumpeHTs! no ipv4- WHumMpeHTb! No ipva-

aipecy UCTOYHWKa ajipecy HasHauyeHus

KonuuecTso cobbiTuii 8

cexyHay (EPS) CobbITUA NO KaTeropuam

CpeaHuin NOTOK cobbiTuin

Pucynok 13 — Bo10op u 1o0aBieHne BUaxKeTAa

[Tocne Toro, kak BUKET ObLT A0OABJIEH Ha NamIOOpa HEOOXOIUMO 3aKPBITh

MOJIQIBHOE OKHO HaxaB X MM Ha 00/IaCTh BHE MOLAIBHOTO OKHA.

[Tonoxxenue BUKETa HA AAMIOOPAE MOXKHO U3MEHUTH. JJist 3TOr0 HEe0OX0IMMO
3a)KaTh JICBOM KHOIKOM MBIIIH SJIEMEHT +~ U MEPETAIIUTh BUIKET B HKETAEMOE MECTO
Ha pgambopae. OcTanbHblE S3JEMEHTHI Ha JamiOopie AaBTOMATUYECKH HU3MEHST
MOJIO’KEHHUE B COOTBETCTBUM C BHECEHHBIMU U3MEHEHUSAMM.

[Ipy HE0OXOAUMOCTH, MOXKHO HU3MEHUTb W pa3Mep Bumxkera. g sToro
HEO0OXO0JIMMO BOCIIOJIb30BATHCS MPABBIM YIOJIKOM BUJIKETA U, YIEPKUBAS SJIEMEHT -
PaCTAHYTb WU C3KATh €T0 J0 HY>KHBIX pa3MepOB.

JIns HaCTPOMKHU BUJIKETA MOKHO HAXKaTh @ u BeIOpath omiuio «HacTtpoutsy,
MOSABUTCS MOJAIIBHO OKHO C BO3MOXHOCTBbIO M3MEHCHUS HAUMEHOBAHUS BUJKETA, a
TaKke C BO3MOXKHOCTBIO BbIOOpA THIIA AUATPAMMEBI.
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Jns ynmameHuss BUIKETa MOXHO HaXKaTh @ U BBIOpaTh OMUHIO «Y TAIUTh

BUUKET» MM HCIIONB30BATh KHOMKY ° AMVTEECeBMMXETE nng ynanmeHms cpasy Bcex

BHJDKETOB Ha mamoopze. Pe3ynprar oneparii 0ToOpa3uTcs B yBEIOMIICHUSX.

[Tocne coxpaneHus nambop/ia, CUCTEMa BBIMIET U3 peKUMa PEJaKTUPOBAHUS.
B pexume npocmotpa gambopaa MOKHO OOHOBJISTH BHIDKETHI, a TAKKE HACTPAWBATh
GuIbTpanMi0 BUKETa W aBTOMATHYECKOEe OOHOBJICHHE BHJDKETAa WJIH BCETO
namoopaa, aHalOTMYHO paboTe ¢ cucTeMHbIM nambopnaoB (m. 3.2.1). Ilpu stom
HACTPOWKa OTACIHHOTO BHKETA UMEET 00Jiee BHICOKAN MPUOPUTET, YeM HACTPOUKA
BCero aambop/a.

[Tpu co3gannu OOIBIIETO KOJUYESCTBA MOJIH30BATENHCKUAX JANIOOPIOB BEPXHSIS
HABUTAIIMOHHAS TAHENb 3aloJHSAETCS, W 4YTOOBI TPOKPYTUTH €€, HYKHO
BOCITOJIB30BATHCS KOJIECOM MPOKPYTKH B KOMITBIOTEPHOU MBITITH.

3.3 UnTtepdetic pazaena «CoObITH

3.3.1 Crpanumna «CoObITHS»

['pynna ctpanunl npenHazHaueHa sl paboThl C COOBITHSIMU U MPECTaBICHA
ctpanutiamu: «CoObiTus» U «Crucku 3anpocoB». Ha ctpanune «Criucku 3armpocoB
MOXHO MPOCMATPUBaTh, CO3/1aBaTh, PEIAKTUPOBATD, MOMOJHITh U YAAISITh CIIUCKH C
3ampocaMu, a TAK¥Ke BBIMOIHATH SKCIIOPT U UMIIOPT CIIUCKOB.

Ha crtpanune «CoObiTusi» B Tabiuile mnpenacraBieHa wHGOpMaLUs Kak IO
HOPMaJIU30BaHHBIM, TaK MW HEHOPMAJIM30BaHHBIM COOBITHSIM. Ha cTpanuue
«CoOBITHS» MOXKHO MPOCMATPUBATH MEpPEYEHb COOBITUA M HUHPOPMAIUIO O HUX,
BBITIOJHATh (DUIBTPAIIUI0O U TPUBI3KY COOBITUH K HMHIUAEHTY, TPYyHIUPOBaTh U
BBITPY>KaTh cOObITUS B aiin B hopmate . Ccsv.

Hopmanu3oBaHHBIM CUMTAETCS TO COOBITHE, KOTOPOE MPOILIO MPOIECC
MPUBEICHUS JTAHHBIX K HOPMAJIM30BAHHOMY BUJIY U MUMEET YPOBEHb KPUTUUYHOCTHU
(cM. PyKOBOJICTBO 1O HamKMCaHUIO MPABUI). YPOBEHb KPUTUYHOCTA MOMKHO
nocMOTpeTh B nojie level. CoObITHIO MOXKET OBITH IPUCBOEH ypoBeHb OT 0 1o 15.
[Ipu ypoBHE KPUTUUHOCTU COOBITHS 7 U BBIIIE CO3/1A€TCSI MHIIUJICHT.

[Tanenp uHCTpyMEHTOB CTpaHUlbl «COOBITHS» TMpEeACcTaBlieHa MOUCKOBOM
CTPOKOHM [ BBOJA 3ampocoB (cM. PyKOBOJICTBO MO HamHMCaHUIO 3alpocoB) U
KHOIIKaMH JiJis1 pa0OThI C COOBITHSIMU:

— uist GUABTPALMU PTIEMEHTOB B TAOJIHIIE IO BPEMEHHOMY MEPUOY;
— 17151 OOHOBJICHUSI TAOJIUIIBL;

@ — I HACTPOMKH NEPHOJMYHOCTH OOHOBJIICHHS TAOJNHIBI M SKCIIOpPTA
COOBITHH;

— 715 paboThI ¢ rTHOKUMU Tabnuuamy (1. 2.5);
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MpuBA3aTb COBbITUE K UHLMAEHTY
— 11 CBS3W BBIIEJIECHHOIO B TaOJIHIlE

COOBITUSI C CYHIECTBYIOIIMM HHIMACHTOM. J[Jisi paboOThl ¢ KHOMKOW HEOOXOAMMO
BBIOpaTh AJIEMEHT U3 CIIUCKAa;

HopmanusoBaHHble | HEHOpMann3oBaHHbIe
— I (bHHBTpaI_[I/II/I JAHHBIX B

TaOJIUIIC 110 KATETOPHUSIM: BCE COOBITHS, HOPMAIM30BaHHBIC HJIM HCHOPMAJIM30BaHHBIC
COOBITHS;

3arpyxeHo: 50 /10.0K+ CYETUUK COOBITUM, MOKA3bIBAIOIIMI KOJIMYECTBO

0TOOpaxaeMbIX COOBITUN U3 YKCIIa BCEX COOBITUH.

PabGouasi o0nacTh CTpaHUIIBI pa3/ielieHa Ha 4YacTU: B IIEHTPE PacIoJIOKEeHa
TabauIa C MepeyHeM COOBITHUM, ClIeBa — CIUCOK JOCTYMHBIX 3alpOCOB U TPYIIIbI
cOOBITHI, a clipaBa — OOKOBasi MaHedb C MOJAPOOHON HHpOpPMAIUEe O BHIOpAaHHOM
COOBITUM, CTPYKTYPUPOBAHHON MO KaTeropusm. JleBas W mpaBasi maHEId MOTYT
Pa3BOPAUUBATHCS, 10 YMOJIYAHUIO OHU OTOOPAXKaKOTCsl B CBEPHYTOM BUJIE.

Cnenyet oOpaTuTh BHUMaHUE, YTO COOBITUIO B 3aBUCUMOCTH OT YPOBHS (T10Ji€
level) npucBanBaeTCs THII:

- Nudpopmarusroe cobbrtre L (yposens 0-6);
- Huskas kputuunocts  (ypoBeHb 7-9);
- CpenHsis KpUTUYHOCTh h (ypoBenb 10-12);

- Bricokast kputnunocts ¥ (ypoBeHs 13-15).

3.3.2 Crpanunna «CIMCKH 3apOCOBY

Ha ctpanune «Coucku 3ampocoB» MpejcTaBiieHa WH(pOpMALMsS MO CIHCKaM
3anpocoB. [laHens MHCTpYyMEHTOB Ha cTpaHuile «CHUCKH 3alpoCcOB» MpeIcTaBIcHA
COBOKYITHOCTbIO KHOIIOK:

+] Co3pgaTb CNCOK
i — JUIsl PErUCTPALME HOBOTO CITHCKA 3alPOCOB;

O YpanuTtb cnncok o
— JIA y,[[aHeHI/IH CIIUCKa 3aHp0COB. I[Hﬂ pa60TbI C KHOIIKOHA

Ha MaHCJIN NHCTPYMCHTOB HCO6XOI[I/IMO BI)I6paTI) 9JICMCHT M3 IICPCUHA,

] .
— JJISI 3aTPY3KU CIUCKOB 3alpocoB B cuctemy. Jiis paboThl ¢ KHOMKON Ha

MMaHCJIM NTHCTPYMCHTOB HGO6XOI[I/IMO BBI6paTB QJICMCHTEI U3 IICPCUYHA,

Y
— — U1 CKa4MBaHUS CIIMCKOB 3aIIPOCOB;,

— 1uist paboThl ¢ TMOKUMHU Tabnuuami (1. 2.5).

Pabouass o6nacTh CTpaHMIIBI pa3ieieHa Ha JBE 4YacTH: JieBas 4YacTh
MPECTABIAECT CO0OI MepeueHbh CHUCKOB 3alpOCOB, MpaBas — OOKOBYIO MaHENIb C
o ipoOHOM MHMOpMaIe 0 BEIOpAaHHOM CIUCKE W KHOMKAMU JIUISI TOTIOJHUTEIBHBIX
JEUCTBUU.
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3.4 PaGora ¢ COOBITHUSIMU

3.4.1 OunbTpanus qaHHBIX Ha cTpaHule «CoOBITHS»

[To ymomuyanuto oToOpa)kaeMble JaHHBIE B TAOJIHUIIE OTCOPTUPOBAHBI OT HOBBIX
K Oosee cTappiM 3amucsM. l[Ipu HeEOOXOAUMOCTH, MOXHO OT(PUIBTPOBATH
MH(pOpMAIIMIO MO OMpPEeJeICHHOMY BpEeMEHHOMY mepuony. st 3Toro HeoOXoauMo

HaxkaTh Ha KHONIKY «KaneHnnapny» , IIOCJIE YEro OTKPOETCS OKHO C BO3MOXHOCTBIO
BBIOOpa BpeMeHHOTOo uHTepBana (puc.l14). 3akpbITh GQUIABTP TAKXKE MOXHO MyTEM
HaXKaTHUs Ha JIF0OyI0 00J1acTh BHE.

JInst mpuMeHeHHsT BBIOpaHHBIX MapaMeTpPOB HEOOXOJUMO HaKaTh Ha KHOIKY
«IIpumenuts puibTp» B OKHE. B CBOIO 0Uepenb, pu HaXKaTUU Ha KHOMKY «COPOCUTH
(GUIbTp» MPOUCXOIUT OYUCTKA BHIOPAHHBIX MapaMeTpoB. JlaHHbIE B TAONHIE MO
YMOJIYAHUIO MTOKa3aHbl 3a MOCIEAHUH Jac.

< Mai 2025 p)
nocneaxun 4ac

nocneaxsnn Aexs
NoOCNEeaHIK HEQENO

nocneaxsun Mecsy
12 13 14 15 16

nocnegxune 3 Mecsuya 19 20 21 22 23

nocnepgHee nonroga 26 27 28 29 30

nocneaxun rog
HauanbHas para
=
KoneuHasn para

=

< Cbpocutb punbTp

Pucynok 14 — Komnonent «Kanengapb» Ajs puibTpanu no gare 1 BpeMeHH
J{nst OOHOBJIEHUS JAHHBIX B Ta0IUIE HEOOXOIMMO HaXKaTh HA KHOIKY . Jlst

HAaCTPOMKH MEepHOJia aBTOMATHYECKOI0 OOHOBJIECHUS JAHHBIX CIIEyeT HaXaTb @, B
OTKPBIBIIEMCSI CIUCKE BHIOpaTh BapUAaHT «ABTOMaTHYECKOE OOHOBJIICHUE» U
HaCTPOUTH BPEMEHHOUN MHTEpBaJ (110 YMOTYAHUIO — MSTHAAIATh MUHYT).
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Hns  dunbTpanun  COOBITUH 1O  ONPENETECHHBIM  KPUTEPUSIM  MOXKHO
UCITI0JIB30BaTh MOMCKOBYIO CTPOKY M SI3bIK 3aIIPOCOB (CM. PyKOBOACTBO MO CO3/1aHUIO
3aIIpOCOB).

Nudopmarus o coObiTUM B IpaBOM 4YacTH paboueil 00JacTH pasliesieHa o
noisiM (Hampumep, location, agent.name U T.0.), OPU HAXKATUU HA 3HAUCHUE
KOTOPBIX TMOfABISIETCS BbIOOp omeparopa (OR, AND wunu NOT), KOTOPBIH,
COOTBETCTBEHHO, OyJIeT 100aBJIeH B MOUCKOBYIO CTPOKY JJIsl OBICTPOM HABUTAIIMU T10
coobiTusiM (puc.15). A nns monst koppensiuun decoder.name MNpPerycCMOTpPEHa
BO3MO>XHOCTh TPOCMOTpA MPaBUIIa, MO0 KOTOPOMY ObLIIO 00pabOTaHO COOBITHE.

B cBoto ouepenps mossi cOOBITUN pacHpeesieHbl 0 KaTeropusiM: mapamMeTphl
KOppessinuu, MH(OOPMallMOHHbBIE TIOJISI, TOTIOJIHUTENIbHAsE HH(OpMalus, TouKa coopa,
CIIyK€OHbIE JTaHHBIE.

3a nocneaHui yac @j

v
v

3arpyxeHo: 2 ~——
MpMBA3aTH COBbITUE K MHUMAGHTy  Bee Hesopuanusosasie (@) (%) (5) cobbitue: 1757661421.000012397972871 >

Tun  rule.descript... location full_log id host timestamp MapaMeTpbl KOppenauumn

pynnbl

i Wazuh server... wazuh-monit... ossec: Mana... 1757661421.0... 2025-09-12T... id 502

Cnucku 3anpocos

i Wazuh server...  wazuh-monit... ossec: Mana... 1757661353.... 2025-09-12T... level 3

Bce AanHbie 3arpyXeHbl
groups ossec

WHdopMaLmnoHHble nons

Wazuh server st

description
Coscripfon arted.

[ononHutensHas uHpopmaymsa

ossec: Manager sta

full_log red. [

Touka cbopa

location wazuh-monitord

CnyxebHble AaHHble

decoder.name ossec

1757661421.000
012397972871

2025-09-12T07:1

timestamp 7:01.83240000

PucyHnok 15 — BbIcTpbIil NONCK 110 COOBITHAM
Cnenyer oOpaTuTh BHMMaHUE, 9To nojie full 1og MOKHO CKOMMPOBaTh. [l

9TOro CJICAYCT HABCCTU KYPCOP MBIIIN HAa JAHHOC IT0JIC U HAKAaTb Ha 3JICMCHT .
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3.4.2 IlpuBs3ka cOObITUSL K HHIIUJEHTY

I[J'If[ YCTAHOBKH CBA3HU COOBITHS U HHIOKWICHTA H606XOI[I/IMO BBIACIIUTD coOBITHE

M HAXaTh HA KHOIKY [MpuBAsaTb COBbITUE K UHLUOEHTY

JOCTYTHBIMU JJIS CBSI3U UHIIUJIEHTaMu (puc. 16).

. Jlanee OTKpoeTcs CIHUCOK C

MpwuBs3aTh COBbITUE K UHLUUAEHTY

BbibepuTe UHUMAEHT

22191 : sshd: brute force trying to get access to the system. Authentication failed.
22190 : New user added to the system.
22189 : sshd: brute force trying to get access to the system. Authentication failed.
22188 : New user added to the system.
22187 : sshd: brute force trying to get access to the system. Authentication failed.
22186 : New user added to the system.
22185 : New user added to the system.
22184 : sshd: brute force trying to get access to the system. Authentication failed.

22183 : sshd: brute force trvina to aet access to the svstem. Authentication failed

OTMeHUTL

Pucynok 16 — ®yHKUMA NPUBA3KHU COOBITHSA K HHIMICHTY

Crnenyet BbIOpaTh CYLIECTBYIOIIMN UHIIMACHT U3 CIMCKA U HAa)KaTh Ha KHOIKY
«IIpuBsizatey». [Ij1s1 3aKpbITUS OKHA HEOOXOIUMO HaKaTh HA KHOIIKY X wm na KHOIIKY
«Otmenutsy». Cnenyer oOpaTUTh BHUMAaHHE, YTO K OJHOMY HHUHUJEHTY MOXHO
MPUBSA3aTh HECKOJIBKO COOBITHIA.

3.4.3 Beirpy3ka coObITHI

I[J'IS[ TOrO, YTOOBI BBII'PY3UTH CO6BITI/I$I, HeO6XOI[I/IMO Ha 3JICMCHTC YIIPAaBJICHUSA

BBIOPATh HEOOXOMMMYIO BKJIAJIKY, Hampumep —o¢ HOPMansosanse Heropuanusosarisic |}

3aTteM BbIOpATh MEPUOJ BPEMEHU WK OT(HUIBTPOBATH CIIUCOK COOBITHI, HAXATh @
1 BbIOpaTh onuuio: «CkavyaTth BEIOpaHHBIE COOBITH WK «CKadaTh BCE COOBITHSY:

- Ecnu BeiOpanu onuuio «CkadaTh BHIOpaHHBIE COOBITHSA, TO BBITPY3UTHCA
TOJIBKO BbIJICJICHHBIE B Ta0auIle COOBITHS B (popMare csv;

- Ecnu BbiOpanmu onumio «CkayaTh BC€ COOBITHS», TO BBITPY3ATCSI BCE
coObITUs ¢ yueToM puibTpanuu B hopmare csv. OiHaKo, €CU He ObLIT BHIOpaH MepHUo/I
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WU Opou3Be/ieHa QuIbTpalus, TO IO YMOIYAHUIO, YCTAHOBJIEH JIUMUT BBITPY3KH 32
BECh epuojl ¢ orpannueHue B 100 ThICAY CTPOK.

3.4.4 I'pynnupoBKa COObITUM

J171st TOro, 4TOOBI MPOU3BECTH TPYIIIUPOBKY COOBITHM, ClIeTyeT BHIOpATH IOJIE B
npaBol 4acTu paboueil o0nacTu, Mociie 4ero cucrteMa OoToOpa3uT B TaliuIEe BcCe
COOBITHUSI, B KOTOPBIX €CTh BbIOpaHHOE ToJie (puc. 17).

JIJIsT  TOTIOJTHUTENTFHON TIPOBEPKHM MOXKHO TaK K€ OOHOBUTH KOJHWYECTBO
COOBITHIA, HAXAaB HA NOMYEPKHYTHIA cueTunk 229K

Cnenyer oOpaTuTh BHUMaHHE, YTO TIOCIE JOCTHKCHHUS JIMMHTA IS
CTPYNIUPOBAHHBIX COOBITHI B pa3zmepe 10 ThICSY CTPOK, OYIET MOICUYUTHIBATHCS
nokaszareinb «othery.

B cnyuae, ecnm HE0OOXOAMMO OTMEHHUTH TPYIIIUPOBKY HA CTPAHHMIIE, CIECITYET

BOCIIOJIB30BAThCS KHOMKOM COPOCUTD

Fpynnbl  C6pocuts < Mpuessath cobbiTve K uHunaenty  [[ag Hopmanusosanksie HexopManuaosasksie 3arpyxeHo: 50 /25.9K [6] @ [j CobbiTue: 1756795441.000012401269129 >
Konuuecteo input.type Tun Bpems WUcTouHmk TNokanusauua Coipoe cobbiTue ] WUHpekc Cnyxe6Hble
25878 log 02.09.2025, 09:... 10.77.163.32 Sep 2 09:44:011.. 1756795441.00... h-archi i 2025-09-02T06:44:01.425Z
0 other 02.09.2025, 09:.. 10.77.163.32 Sep 2 09:44:011... 1756795441.00... wazuh-archives-... N
agent.id 000
02.09.2025, 09:.. 10.77.163.32 Sep 209:44:011...  1756795441.00... wazuh-archives-...
agent.name 9dcd74de64ce
02.09.2025, 09:.. 10.77.163.32 Sep 209:44:00 ... 1756795440.00. wazuh-archives-...
02.09.2025, 09:... 10.77.163.32 Sep 209:44:00... 1756795440.00...  wazuh-archives-... Sep 2 09:44:01 logclick audispd: node=I

ogclick type=PROCTITLE msg=audit(175

full_log b N e
02.09.2025, 09:... 10.77.163.32 Sep209:44:00... 1756795440.00..  wazuh-archives-... 6;?"‘”'419'16“885" proctitle="bsiem
02.09.2025, 09:.. 10.77.163.32 Sep 2 09:44:00 ... 1756795440.00.. wazuh-archives-...

id 1756795441.000012401269129
02.09.2025, 09:.. 10.77.163.32 Sep 2 09:44:00 ... 1756795440.00. wazuh-archives-...
02.09.2025, 09:... 10.77.163.32 Sep 209:44:00 ..  1756795440.00...  wazuh-archives-... inputtype log
02.09.2025, 09:.. 10.77.163.32 Sep 2 09:43:59 .. 1756795439.00.. wazuh-archives-... location 10.77.163.32
02.09.2025, 09:.. 10.77.163.32 Sep 209:4359 .. 1756795439.00..  wazuh-archives-..

manager.name 9dcd74deb4ce
02.09.2025, 09:.. 10.77.163.32 Sep 2 09:43:59 1756795439.00.. wazuh-archives-...

hostname logclick
02.00.2025, 09:.. 10.77.163.32 Sep 209:43558 .. 1756795438.00..  wazuh-archives-..
02.09.2025, 09:... 10.77.163.32 Sep 209:43:58 ...  1756795438.00...  wazuh-archives-... program_name audispd
02.09.2025, 09:... 10.77.163.32 Sep 209:43:58 ... 1756795438.00...  wazuh-archives-.. timestamp Sep 2 09:44:01
02.09.2025, 09:.. 10.77.163.32 Sep 209:43557..  1756795437.00..  wazuh-archives-..

timestamp 2025-09-02T09:44:01.425+0300
02.09.2025, 09:.. 10.77.163.32 Sep 2 09:43:57 ... 1756795437.00.. wazuh-archives-...

Mona HopManusaumn

02.09.2025, 09:.. 10.77.163.32 Sep 2 09:43:57 ... 1756795437.00.. wazuh-archives-...

Pucynok 17 — I'pynnupoBka co0bITHIl

3.4.5 PaboTa c noJib30BaTE€IbCKUMHU 3alIpocamMu

JI1st coxpaHeHUs MOIb30BATENBCKUX 3aMPOCOB ISl TOCIEAYIOMIETO OBICTPOTO
JOCTyNa K HUM HEOOXOJMMO HAIKCaTh 3alpoC B IMOUCKOBYIO CTPOKY M HaXaTb

anemeHT = (puc.18), KOTOPHI MOSIBUTCA CIIpaBa B MOMCKOBOI CTPOKE.

Jlanee MosSBUTCS MOJAIBHOE OKHO, IJIe€ HEKOTOpbIE MOJs OYyIyT 3amOJIHEHBI
(«HaumeHoBaHue», «3ampocy), Npu HEOOXOJUMOCTH UX MOXKHO U3MEHHUTH. B mose
«Onucanue» Mpu HEOOXOIMMOCTH MOKHO BBECTH JlaHHbIe, a B mojie «Chnucok
3ampocoB) BBIOpPATh K KAKOMY CHHUCKY 3alIPOCOB OTHECTH co37aBaeMbix 3ampoc. [loms
«HaumenoBanuey», «3ampoc» u «CHHUCOK 3ampoCcOB» SIBISIIOTCS 0053aTeIbHBIMU
(puc.19).
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agent.name:"bcf37a6a06a5"
Pucynok 18 — BBoa 3anpoca B MOMCKOBYIO CTPOKY

CrnemyeTt 0OpaTUTh BHUMAHKE, YTO €CJIM HEOOXOAMMO OBICTPO OUUCTUTD TAHHBIC
B IMOUCKOBOM CTPOKE, TO CJIEIYET HaXKaTh Ha 3JIeMEeHT X (puc.18).

CospaHue 3anpoca X

HanmeHoBaHue

agent.name:"bcf37a6a06a5"

Onucauue

3anpoc

agent.name:"bcf37a6a06a5"

Cnucok 3anpocoe

OTMEHUTL CoxpaHuTb

Pucynok 19— Coxpanenue 3anpoca

Jlnst coxpaHeHus 3ampoca HY>KHO HaxaTh Ha KHOMKY «COXpaHWUTBY, a IS
otMeHbl — «OtMmeHuTh». Crneayer oOpaTUTh BHUMAHHWE, YTO MPU HAXaTUU Ha
KHOTIKY X MPOIIECC COXpaHEHUsI OyAeT MpepBaH, U BCE BBEJICHHbIC JaHHBIE OyAyT
noTepsiHbl. Pe3ynbrat onepanuu 0ToOpa3uTcs B YBEAOMIICHUSX.

Jl71st TOro, 4TOOBI UCNOJIB30BATh COXPAHEHHBINU 3aMPOC, HEOOXOAUMO OTKPHIThH
6okxoBoe MeHIo «Crucku 3anpocoBy. [locne ero packpsiTusi OTKpoeTcs uHpopMaius
C IOCTYIHBIMU cririckaMmu 3anpocoB (puc.20). CrnenyeT BhIOpaTh CIUCOK 3alPOCOB, T
HAXOAUTCS WHTEPECYIOIIUI 3ampoc, HaXaTh Ha ~ M BHIOpPaTh 3ampoc H3
npeuioxkeHHbix. [locne HaxkaTus Ha 3ampoc, OH 0TOOpPa3UTCsA B MOMCKOBOUM CTPOKE.
Jlanee ciienyer NpOU3BECTH ITIOUCK.

Ecnu cnivcok 3anpocoB mycTo#, TO €CTh OTHOCSIIMXCS K HEMY 3allpOCOB HET,

TO OH 6y,7_ICT BBIJICJICH TYCKJ'H)IM CepBIM IIBETOM H JJICMCHT > 6y,Z[CT HCAKTHUBHBIM
(puc. 20).
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agent.name:"c3be3e27300f" AND input.type:"log" AND decoder.name:"ossec"

v

Cnucku 3anpocos <

Tun Bpems UcTouHum

pynnbl

~ [ OneSearchCommand
Q agent.name:"c3be3e27...
v (O sdgdgdsgdsg
v [ Mot cnucok
v [ SeveralSearchCommand

) Test

Pucynok 20 — CoxpaHeHHbIe CIIUCKH 3alIPOCOB

3.4.6 PaboTa c noJib30BaTE€NbCKUMHU CIIUCKAMU 3aIPOCOB

Jlnst Toro, 4ToOBI CcO34aTh HOBBIM CIHMCOK 3alpOCOB CIIEAyeT NEpPerTH Ha

+
crpanunly «CIIHCKM 3alpocOoB» M HaXaTb Ha KHOIIKY Cospate cnucok Hanee

OTKpOETCS MoJajdbHOE OKHO (puc.21), rae HeoOXoauMo 3amoJHUTH mojs. I[loie
«HanmeHoBaHue» SIBISETCS 00s3aTEIbHBIM.

CospaHue cnucka X

HanmMeHoBaHue

Onucauue

OTMEeHUTb CoxpaHuTtb

Pucynok 21 — Co3nanue cnucka 3anpocoB

JIns coxpaHEHHs 3ampoca HY>XKHO HaxaThb Ha KHONKY «COXpaHHTB», a A

otMeHbl — «OtMmeHuTh». Creayer oOpaTUTh BHHUMAHHWE, YTO MPU HAXaTUU Ha
KHOTIKY X npoiiecc co3fgaHusi OyJeT IpepBaH, U BCE BBEJCHHbIC JaHHbIE OyIyT
MOTEPSHBI.

Pabouass o0nacTh CTpaHWIIBI paszjieieHa Ha JBE 4YacTH: JieBas 4YacTh
MPECTABIACT CO0O0M MepeueHbh CHUCKOB 3alpOCOB, MpaBas — OOKOBYIO MaHENIb C
o ipoOHOM MHMOpMaIe 0 BEIOpAaHHOM CIUCKE W KHOMKAMU JIUIS TOTIOJHUTEIbHBIX
neuctBuil (puc. 22).
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Mo cnucok

Onucaune Mo cnucok
v Moit 3anpoc123 < Mepentn 00 2

v HaumeHoBaune GdB < [lepentun

PepakTuposarb Cosparb 3anpoc

Pucynok 22 — Cnucok noJjib30BaTejibCKUX 3alPpOCOB

B nensix ynpapiieHHs] HAlTOJTHEHUEM CITHCKA 3aIIPOCOB MOXKHO:
- MIPOCMOTPETh MOAPOOHEE 3aMPOC, HAXKAB HAKHOIIKY ™ ;

- N06ABUTH 3aIIpOC B CIMCOK, HAXaB KHOMKy CO°ASTe 38MPOC  Orypoercs

MoJanbHOEe OKHO (puc.19) ¢ BO3MOKHOCTBIO 3anojiHeHus noseil. Ciaeayer oOpaTuTh
BHUMaHue, nojie «CHUCOK 3ampocoB» OyJeT 3amoJHEHO BBHIOPAHHBIM CIHCKOM,
OJTHAKO JTaHHOE I10JI€ MOYKHO PEIaKTUPOBATh;

- OTPEIaKTUPOBATh 3aMPOC, HAXKaB HA KHOIKY 2. OTKpoeTCsS MOIaIbHOE
OKHO (puc.19) ¢ 3amoITHEHHBIMHU MOJISIMA B COOTBETCTBHU C BBIOPAHHBIM 3aIPOCOM.
Bce nonst OyayT nOCTynHBI AJisl pelaKTUPOBAHUS,

- yIAIuTh 3aMpoC U3 CUCKA, HAKaB Ha KHOTKY U . B cilydae ycmenmmHocTr
MOSIBUTCSI COOTBETCTBYIOIIEE YBEOMIICHUE;

- HaXaB Ha KHomky ¢ lepeitv (pumc.23), npowmsoiiger mnepexox Ha
ctpanuily «CoObITUS», TNI€ JaHHbIE OyayT cpa3y OT(UIBTPOBAHBI MO BHIOPAHHOMY
3ampocy, a TEKCT 3alpoca BBEJCH B TOMCKOBOU CTPOKE;

- CKOIMMPOBATH 3aIllpOC HAXKATUCM Ha JJICMCHT . B CJIydac yCIICHIHOCTH,

CUCTEMa YBCAOMMUT I10JIb30BATCIIA U 3JICMCHT HU3MCHHUTCA Ha @ .
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OneSearchCommand

~ agent.name:"c3be3e27300f" AND input.type:"log" AND decoder.name:"ossec" < MNepeatn 0 2

OnucaHne 3HayeHue oTCyTCTBYeT

3anpoc agent.name:"c3be3e27300f" AND input.type:"log" AND decoder.name:"ossec" [7

Pucynoxk 23 — Ilepexoa Ha cTpaHuny AJst ObICTPOii (pUIBTPALMH JAHHBIX

Jnst Toro, 4ToOBl OTPENAKTUPOBATH CHUCOK 3alpPOCOB CIEAyEeT HaXKaTh Ha

KHOIKy  cASKTUPOBaTE  TTocrie uero mosBISETCS MOJATIBHOE OKHO (prc.24), B KOTOPOM

oy «Ha3zBanue» u «Onucanue) CTaHOBITCS AOCTYIIHBI AJII U3BMCHCHUA.

PepakTupoBaHue cnucka 3anpocos X

HaumeHoBaHue
OneSearchCommand

Onucaunune

OTMEeHUTL CoxpaHuTb

PucyHok 24 — PejakTupoBaHue CiucKa 3arpocoB

Jns Toro, 4ToOBI CKayaTh CIHMCOK 3alpOCOB HEOOXOJMMO BBIOpaTh €ro B

J :
NepeyHe U HaXKaTh Ha KHOTIKY . Cnucok 3anmpocoB OyIeT coXpaHeH B popmMare json.
]
J1J1st TOTO, 9TOOBI 3arpy3UTh CITUCOK 3aPOCOB, CIEAYET HAKATh HAa KHOIKY

U B OTKpPBIBIIEMCS MPOBOJHUKE BBIOpaTh 3arpykaembiil (aitn. Pesynbrar 3arpy3ku
O0TOOPA3UTCS B YBEJOMIICHHUSIX.
Jl1st Toro, 4ToOBI YJIadUTh CIIUCOK 3alIPOCOB HEOOXOAUMO BBIOpATh 3JIEMEHT B

O Ypanutb cnucok o
Hepequ U HAXAaTh Ha KHOHKy , IIOCJIC YE€ro HOI[TBepI[I/ITL JOCUCTBUC

B BCIIJIBIBAIOIICM YBCIOMJICHUU. PCBy.HI)TaT oncpanmuu OT06paSI/ITC$I B YBCAOMIICHUSAX.

3.5 UnTtepdeiic pa3aena « THIUACHTHD)

Crpanuiia npeaHazHaueHa s paOOThl C UWHUUJAeHTamMu. Ha crpanuie
MpeACTaBleHbl (PYHKIMM TPOCMOTPA, CO3JaHUS, PEAAKTHUPOBAHUS, YAaJICHUs
MHIHUJICHTOB, UX (UIbTpAllMM MO HECKOJIbKUM KaTerOpHUsiM, a TakKe MNpOoCMOTpa
HMCTOPUM U3MEHECHUS UHIUJICHTA.

[Tanenp MHCTPYMEHTOB MPEACTABIEHA COBOKYITHOCTHIO KHOIOK:

oM _ i1 perncTpanuu HOBOTO MHIMIEHTA BPYYHYIO;
® 3aKpLTe _ 1st 3aKPBITHS HHIHICHTA,
0 Ypanutb

— JJIA YJAJICHW MHIIUJICHTA,
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[ Xyphan

— JUJIS1 IPOCMOTPA UCTOPUU U3MEHEHUS] MHLINCHTA;
— uist GUABTPALMU PTIEMEHTOB B TAOJIHIIE IO BPEMEHHOMY MEPUOY;

— JU1st OOHOBJICHHS JAHHBIX BPYUYHYIO;
/(_\\\
>~ — HacTpoOMKa MEPUOAUNIHOCTH OOHOBIICHUS TAOJIHITHI;

o
— 17151 paboThI ¢ THOKMMU Tabnumamu (1. 2.5);

Sarpyxewo: 100/23.3K  _ cyeTyyK HMHIMIEHTOB, ITOKA3BIBAIOIIUNA KOJIHYECTBO
oTOOpakaeMbIX MHIIUJIEHTOB HAa CTPAHUIIE U3 YKCIIA BCEX UHIIUACHTOB.

Jlnst paboThl ¢ KHONKAMMU Ha TMaHETW WHCTPYMEHTOB HEOOXOIUMO BBHIOPATH
MHIIUJICHT U3 CIHCKA.

Pabouast 06;1acTh CTpaHUILIBI pa3/iefieHa Ha YacTH: CJIEBA PACIIOI0KEH CIHUCOK C
MPEIHACTPOCHHBIMU (PUIBTPAMU U TPYNIAMH WHIUJIEHTOB, B ILIEHTpe Tabiuia ¢
TepeYHeM HUHITMJCHTOB, a CpaBa — OOKOBas IMaHENb ¢ MOApOOHON MHMOpMAIE o
BHIOpAaHHOM HHIUMACHTE. DBOKOBbIE MaHENM MO YMOJIYAHHID OTOOpAXKAIOTCA B
CBEpHYTOM BHJI€, HO MOTYT pPa3BOPAUMUBATHCS HAXKATUEM Ha COOTBETCTBYIOIIUI
AJIEMEHT.

Cnenyer oOpaTUTh BHUMAHHE, YTO UHIUJECHTY IPUCBAUBACTCS KAUECTBEHHBIM
YPOBEHb KPUTUYHOCTH, B 3aBUCUMOCTH OT YPOBHS COOBITHS, HA OCHOBE KOTOPOTO OH
OBLIT CO3/IaH:

- Huskuii ' ypoBeHb KPUTHIHOCTH (M3 COOBITHI ypOBHS 7-9);

- Cpennuit YPOBEHb KPUTHYHOCTH (U3 cOObITUI ypoBHS 10-12);

- Bicokuii A YPOBEHb KPUTUYHOCTH (U3 cOOBITUM ypoBHA 13-15).
3.6 Pabora ¢ uHIMIeHTaMU

3.6.1 @unbTpanus JaHHBIX Ha cTpaHulle « MHIIUICHTHI»

[To ymonmuyanuto oToOpa)kaeMble JaHHBIE B TAOJIHIIE OTCOPTUPOBAHBI OT HOBBIX
K OoJiee CTapbIM 3aluCsIM MO BpPeMEHU H3MeHeHus. [Ipu HeoOXO0auMOCTH, MOKHO
OoTGUILTPOBATHh HHGOPMAIIKIO IO ONPEACIICHHOMY BpEMEHHOMY nepuoy. s 3Toro

HEOOXOIMMO HaxaTh Ha KHONKy «Kanenmapb» , IIOCJIE YEr0 OTKPOETCS OKHO C
BO3MOXXHOCTBIO BbIOOpa BpeMEHHOro HHTepBajia (puc.l4). 3akpbiTh QUIBTP TaKkKe
MOXHO MyTeM Ha)XaTus Ha JII00YI0 00JacTh BHE.

JInst mpuMeHeHHsT BBIOpaHHBIX MapaMeTpPOB HEOOXOJMMO HaKaTh Ha KHOIKY
«IIpumenuts puibTp» B OKHE. B CBOIO 0uepenb, pu HaXKaTUU Ha KHOMKY «COPOCUTH
(GUIbTP» MPOUCXOTUT OYUCTKA BHIOPAHHBIX MApaMETPOB W OOHOBJICHHE JAHHBIX B
COOTBETCTBHU C YCTAHOBJICHHBIM ITapaMeTPOM O YMOJIYAHUIO (32 BECh IEPUOI).

Takke MOXXHO COPTUPOBATh HWHIMACHTHI B TaOIWIle NpU HaXKaTUU Ha
HauMeHoBaHue mnojs. [lpu mepBoM HaxaTtuu OyAeT MPOU3BEICHA COPTUPOBKA IO
BO3pPACTaHUIO, a MPU MOBTOPHOM HAXKaTUHU MEHSETCSI HAa TPOTUBOMOJIOKHYIO.
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[Iponecc dpunpTpanuu MOxeT ObITh OCYILIECTBIEH OJJHOBPEMEHHO IO MEPUOTY
Y 10 IPEAHACTPOCHHBIM (QUIBTPaAM.

JI71st Toro, 4ToOBl BOCIOIB30BAThCA MPEAHACTPOCHHBIMU (DUIBTPAMU CIETYET
OTKPBITH JIEBYIO OOKOBYIO IaHENb, HAXKaB dJIEMEHT ~ , M BHIOpPATh onuuio (puc.25) u3s
MpEUIOKEHHBIX B CcIUCKe. B ciyuae, ecnu HEOOXOAMMO OTMEHUTH (PUIBTPAILMIO HA

CTpaHulle, CIEAYET BOCIOJIb30BAThCS KHOMKOMN Cbpocutb |

OUnbTPLI <

Monbsosarensckue GuUnbTpLI
Cépocurb

~ [ NpeaHacTpoeHHbie 3anpocsl
Q Huskmi

Q CpegHuia

Q Bbicokuia

Q Hosbli

Q B pabore

Q 3akpbIT

Q 32KpbIT KaK NOXHONONOXUTENLHbIR

Pucynok 25 — ®@uabTpsl Ha cTpannne « AHIuaeHTHD)

3.6.2 Co3aHre MTHIUEHTA BPYYHYIO

I[J'ISI CO3JIaHHA MHIHUACHTA BPYUYHYIO CIICAYCT Ha)XXaThb HA KHOIIKY Ha IaHCIN

MHCTPYMEHTOB ' C°*%™ _ Jlajee MOSBUTCA MOJAILHOE OKHO C IOIAMHU (puc.26) ams
3aIoTHEHUSI.
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CospgaHune UHUMAeHTa X

HaumeHoBaHue

Onucanune

IP-agpec uctouHmka IP-agpec Ha3HayeHus

KputnuyHocTb TexHuku

OTMeHUTb CoxpaHutb

Pucynok 26 — Co3nanne HHUUJAEHTA BPYYHYIO

Cnenyet oOpaTuTh BHUMaHKE, 4TO B noJie «Onucanuey ecth orpaHnyeHue B 60
CUMBOJIOB, a B MOJISIX, coaepxkamux [P-aapeca, cimenyer ykas3plBaThb JaHHBIE B
dbopmate IPv4. B packpeiBaromemcs criucke « KpUTHIHOCTE» HEOOXOIUMO BBHIOPATH
YPOBEHb. BBICOKMH, CpEAHUNA WIM HU3KHI, a B PACKPBIBAIOIIEMCS CIIMCKE
«Texnukm» — texuuku MITRE ATT&CK.

st coxpaHeHuUs] UHIMACHTAa HEOOXOJAUMO HaXKaTh HAa KHOMKY «COXPaHUTHY.
Jlanee mpoMCXOOUT BO3BpaT Ha paHee aKTUBHYIO CTpaHUILy, 100aBJIEHHE HOBOTO
WHIHUJICHTA B CHUCTEMY M, COOTBETCTBEHHO, B TaOJMUIly, a TaKXKe IMOsBISIETCS
yBenomiieHue «MHIUMAEHT ychmemHo co3lan» (B cllydyae HEYCHEIIHOCTH —
yBenomieHnue «He ynanoch co3gaTe HHIUACHTY).

B cnydae ecnu He0OXOIUMO BBIMTH M3 peKUMa CO3/JaHUs, CIeNyeT HaxaTh Ha
KHONKY « OTMEHHTE» MU X, OIHAKO BCE BBEJICHHBIE JaHHBIE OYAyT YTEPSHBI.

3.6.3 OrobpaxkeHue uHPOpPMAIUK O KOHKPETHOM WHIUJEHTE, MPOCMOTP
WUCTOPUH WHIIHJICHTA, KOMMEHTaApUHU

Jlnst otoOpaxeHus mojHOM MH(OpMAIMU B MpaBo yacTu pabodeit obiacTu
HYKHO BBIOpaTh MHIUAEHT B TaOmuIe (puc.27) u packpbiTh MOAAIBLHOE OKHO, HAXKaB
snemeHt < .

Jl1s mpocMoOTpa KOMMEHTApHUEB CIIEYET Ha)KaTh HA ¥ U PACKPOETCS CIIUCOK CO
BCEMU KOMMEHTApHUSIMH, a JIJISl TOTO, YTOOBI CKPBITh Ha)xaThb HA ~. J[Ji1 TOro, 4ToObBI
OCTaBUTh KOMMEHTApU, HEOOXOIUMO B OKHE JJI1 BBOJAa KOMMEHTApHUsl BBECTU TEKCT
Y Ha)XaTh HA - . JloCTynIHOE KOJIMYECTBO CHMBOJIOB i BBoAa — 1500.

[Tons «CoObitue» u «llpaBuiio Koppensium» UCHOJIb3YIOTCS A MEpexoa K
JOTIOJIHUTENIbHOU HH(POPMAIIUH.
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NHumpeHT: 1 >

Host-based anomaly detection event (rootchec

HaumeHoBaHue K)

YposeHb .

- Huskuin

KPUTUYHOCTH

Craryc Hoeblin

Onucanue

Co6biTue (id) 1758810733.814008 <
MNpasuno

510 &
Koppensauum

Bpems co3panus 25.09.2025, 17:32:15
Bpemsa usmenenna  25.09.2025, 17:32:15
Appec UCTOYHMKA 0.0.0.0

Appec
HasHayYeHus

TexHuku

OTBETCTBEHHbIN

KommeHTapun

Pucynok 27 — IIpocMoTp HHUIMIEHTA

Jlns mpocMoTpa uH@OpMAIUU O COOBITUU ClIelyeT HaXkaTh Ha KHOIKY

1745394747.000154580280040 £
I/II[eHTI/I(i)I/IKaTOpa coOBITHS BHUaa , IIOCJIC 4Y€rO IIOABHUTCA

MoJlalibHO€ OKHO (puc.28) ¢ moapoOHOW mH(OpMaIueil 0 COOBITUH, TJe BCE IMOJIA
pa3ziesieHbl Ha KaTerOpHUHU.
Mo:xHo Takke ckonupoBath full log (coObITHE), IS YETO HANO HABECTH HA

3HA4YCHHUC ITOJIA U HaXXaTbhb HAa 3JICMCHT . B cIy4dac yCIICIIHOCTHU, CUCTEMA YBCIOMUT

MOJIH30BATEISI ¥ DJIEMEHT ) UBMEHUTCS Ha @ .
Jl71st Toro, 4TOOBI 3aKPHITH OKHO ¢ MH(OpMaIMel 0 COOBITUH CleAyeT HaXKaTh

Ha é WA BHE 00JIaCTU MOJIAJILHOTO OKHA.
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& CobbiTue: 1757593599.000603523366341

MapaMeTpbl KOppenaLyum

id 19007
level 7
groups sca

VHpopMaumoHHble nons

CIS Ubuntu Linux 20.04 LTS Benchmark v2.0.0: Ensure perm

description . )
—_— issions on /etc/cron.hourly are configured.

LononHutenbHas uHpopmauuns

{"type":"check","id":138983965,"policy":"CIS Ubuntu Linux 2
0.04 LTS Benchmark v2.0.0","policy_id":"cis_ubuntu20-04","c
heck"{"id":19102,"title":"Ensure permissions on /etc/cron.hour
ly are configured.","description™:"This directory contains syst
em cron jobs that need to run on an hourly basis. The files in
this directory cannot be manipulated by the crontab comma
nd, but are instead edited by system administrators using a t
ext editor. The commands below restrict read/write and sear
ch access to user and group root, preventing regular users fr
om accessing this directory. Note: Other methods, such as s
ystemd timers, exist for scheduling jobs. If another method i
s used, cron should be removed, and the alternate method s
hould be secured in accordance with local site policy.","ratio
nale™:"Granting write access to this directory for non-privileg
ed users could provide them the means for gaining unauthori
zed elevated privileges. Granting read access to this director
full_log y could give an unprivileged user insight in how to gain eleva
ted privileges or circumvent auditing controls.","remediatio
n""Run the following commands to set ownership and permi
ssions on the /etc/cron.hourly directory: # chown root:root /e
tc/cron.hourly/ # chmod og-rwx /etc/cron.hourlyl.","complianc
e"{"cis":"4.1.3","cis_csc_v8":"3.3","cis_csc_v7":"14.6","cmmc
_v2.0""AC.L1-3.1.1,AC.L1-3.1.2,AC.L2-3.1.3,AC.L2-3.1.5MP.L
2-3.8.2","hipaa":"164.308(a)(3)(i),164.308(a)(3)(ii)(A),164.312
(a)(1)"."iso_27001-2013":"A.9.1.1","mitre_mitigations":"M101
8","mitre_tactics":"TA0O002,TAO0O07","mitre_techniques":"T10
53,71053.003","nist_sp_800-53":"AC-5,AC-6","pci_dss_v3.2.
1""7.1,7.1.1,7.1.2,7.1.3""pei_dss_v4.0""1.3.1,7.1","soc_2":"CC
5.2,CCB.1"),"rules":["c:stat -Lc \"%a %A %u %U %g %G\" letc/
cron.hourly/ -> r:700\s "\t drwx====-- Ws"W*OWs "Wt root\s"\Wt*0
Ws"\Wt*root"],"condition™:"all","command":"stat -Lc \"%a %A %u

%U %g %G\" fetc/cron.hourly/","result""failed"}y [

Touka cbopa

location sca

MepenTn K cobbITUIO OTBA3aTh OT MHUMAEHTA

Pucynok 28 — IIpocmoTtp coObiTus yepe3 ctpanuny « AHIuAeHTHD)

IIpn Ha)xaTUM Ha KHOIIKY IIPOU30MIET IMEPEXO] Ha CTPAHHMILY

«CoObITUS» U QUIBTP B COOTBETCTBUU C 1d COOBITHS.
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Takxe MOXKHO YAAJIUTb CBA3b BBI6paHHOFO CcOOBITHS C HWHIWJICHTOM, Ha’>XaB Ha

p
| OTBA3aTL OT MHUMAEHTE |

KHOTIKY :
Jlst mpocMoTpa HHGOPMALIUK O MPaBHIIE KOPPEISAIHH HEOOXOAMMO HaKaTh Ha
KHONKY ujeHTH(UKaTOpa npasuia Buaa > & . [logBuTcsd MOJAJIbHOE OKHO C
BO3MOJKHOCTBIO MTPOCMOTpPA TEKCTa MpaBuia. ECiM Ha MOMEHT MPOCMOTpa MPaBHUIIO
OTCYTCTBYET B CHUCTEME, MOJIAJIbHOE OKHO He OYJEeT COlep:KaTh TEKCT, @ BMECTO 3TOT'0
MOSIBUTCSI COOTBETCTBYIOIIEE YBEAOMIICHHE.
Jli1st TOrO, YTOOBI MPOCMOTPETh KCTOPUIO W3MEHEHHSI MHIIUACHTA, HEOOXOUMO

E Xypran uHumpenTa
BbI6paTL 3JICMCHT B Ta6HI/IHe " HAXaThb Ha KHOHKy . I[aﬂee ITOSABHUTCSI

OOKOBO€ MOJAIIBHOE OKHO, B KOTOPOM MOXHO PaCKpbITh NOJAPOOHYI0 HHPOPMALIHIO O
BBIOPAaHHOM COCTOSIHMU MHIIMACHTA (pUc.29), pU 3TOM AJIEMEHT ~ H3MEHUTCS Ha ~ .
BepuyTtbest Ha cTpanuny « MTHIMASHTHD) MOXKHO MPU HAKATUU < W 1o HakaTHIO
BHE MOJIAJIBHOTO OKHA.
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&~ YKypHan nHumaenTa: 181

CoctosHue 1Ha 12.09.2025, 09:37:43 ~
HasBsaHue 121231234

KputuyHocTb CpepHuit

Craryc Hosblin

Onucaxue

Co6biTue (id)

Mpaeuno Koppenauuu

BpeMms co3panun 12.09.2025, 09:37:43
BpeMsa usmeHeHus 12.09.2025, 09:37:43
Appec UCTOYHMKA 10.72.144.53

Appec HasHaYyeHunA 10.72.144.53
TexHUkn

OTBeTCTBEHHOE NUL0

CocTosHue 2 Ha 12.09.2025, 09:38:57 -~
HassaHue 121231234

KputuyHocTb CpepaHuit

Craryc 3aKkpbIT

Onucaxue

CobbiTue (id)

MNpaeuno Koppenauuu

Bpems co3paHus 12.09.2025, 09:37:43
Bpemsa usmeHeHus 12.09.2025, 09:38:57
Appec UCTOYHMKA 10.72.144.53

Appec HasHayeHus 10.72.144.53
TexHuKkn

OTBeTCTBEHHOE NUL0

CoctosHue 3 Ha 12.09.2025, 09:44:24 v
CocTosHue 4 Ha 12.09.2025, 09:44:28 ~

Pucynok 29 — ’KypHay mHIIUAEHTA

Cnenyer oOpaTUTh BHUMAHUE, YTO TOJIS, 3HAYEHHUE KOTOPBIX OBLIO U3MEHEHO,
OyIlyT BBIJIEIICHBI IIBETOM, KaK MOKa3aHO Ha puc.29.

3.6.4 PenaktupoBanue nH(POpMaIUu O KOHKPETHOM UHITUICHTE

st Toro, 4TOOBI OTPENaKTUPOBATh WHIUICHT HEOOXOIWMO TEpedTH Ha
cymHocth «Kaprouka unHiuaeHTta». s 3Toro B mpaBoil yactu paboueit oOnacTu
ctpaaunbl «MHIUACHTH (puc. 27) clienyeT HaXaTh Ha Ha3BaHWE WHITUACHTA
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WHumnpenT: 12876, CuctemMa OTKPOET HOBYIO CTPaHMILY, TJE TMOSBHTCS BO3MOXXHOCTH
BHeCeHMs n3MeHeHui (puc. 30).

MOXHO Takke MepelTH Ha CymHOCTh «Kaprouka WHIIMAEHTAa» JIBOWHBIM
Ha)KaTHEM Ha CTPOKY B TaOJIUIIE C IEPEUHEM UHIIUJICHTOB.

CrnenyeTt oOpaTuTh BHUMaHUE, UTO CKPHIBATh U PACKPBIBATH OJIOKH HA CTPAHULIE
«Kaprouka  wHOHMACHTa»  HEOOXOAMMO C  TOMOIIBIO  DJIEMEHTOB ™ U v
COOTBETCTBECHHO.

WHUmnpeHT: 182 B pabote v 7 E XypHan 0 Yaanurs 9 Hasap K MHUMAEHTaM
Onucaune ~ Oatel ~

HaumeHoBaHue Test dev incident 1 CospaHo 12.09.2025 10:04

KputuuHoctb CpeaHuin O6HoBNEHO 12.09.2025 11:39

Craryc B pabote

CBA3aHHble COBbITUA ~

Onucaxue Test dev incident 2
1757661690.000024340645081 £ 1757661690.0000189411319 €

Appec UCTouHUKa 1111
1757661768.000108570273603 £
Appec HasHaveHus 2.2.2.2

[akHble CO CbeMHbIX HoCUTENeN CesAsanHoe Npasuno koppensuum  ~

TexHuku
[akHble ¢ 061WKUX CeTEBbIX AUCKOB [NA paHHOro MHUMAEHTa HeT CBA3AHHOro npasuna Koppenayuu
OTBETCTBEHHbI TestLog123 TestLog123

KoMmeHTapuu ~

A admin

test

Pucynok 30 — Kaprouka uHUmnaeHTa

JIns pedakTuUpoBaHMS TIONeH HEOOXOMMMO HakaTh Ha 3meMeHT < U Bce
3Ha4YeHus nojiei B 6oke «Onucanuey CTaHyT TOCTYIHBI i u3Menenus (puc. 31).
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MHUmnpeHT: 182 B pabore v OTMEHUTD

HaumeHoBaxue

Test dev incident 1

KpuUTU4HOCTL
CpegHun X
Onucanue

Test dev incident 2

Afpec UCTOYHWKE

1111

Appec HasHauYeHUn

2222

TexHukn

[aHHble CO CbeMHbBIX HOCHTEenen X [laHHbleé C OOWMKX CeTeBbIX ANCKOB X

OTBETCTBEHHLIN

TestLog123 TestLog123 TestLog123 X

Pucynok 31 — PenakrupoBanne HHIUAEHTA

Cnenyet oOpaTuTh BHUMaHKE, 4TO B noJie «Onucanue» ecth orpaHnyeHue B 60
CHMBOJIOB, a B MOJISIX, coaepxkamux [P-aapeca, cimenyer ykas3plBaThb JaHHBIE B
dbopmare [IPv4. B none «KpuUTHYHOCTH» MOXKHO H3MEHUTHh YpPOBEHb MHIUICHTA
(BbICOKU, cpeaHui, HU3Kui), B « Texuukm» — Be1OpaTh Texuuku MITRE ATT&CK, a
B noJjie «OTBETCTBEHHBII» BHIOpATh OTBETCTBEHHOIO MOJIb30oBatTens. s coxpaneHus
BHECCHHBIX M3MEHEHUN HYKHO Ha)XXaThb Ha KHONKY «COXpaHHUTBY», a Il OTMEHBI —
«OTMEHUTHY.

JIns u3MEHEHUs CTaTyca MHUHMACHTA HYXKHO OTKPBITh PACKPBIBAOIINAN CIUCOK

HoBbii v o
oBE , KOTOPBI HAXOJIUTCS PSAJIOM C Ha3BAaHUEM WHIUJICHTA,

U BbIOpaTh HYKHBIN BapuaHT. [loka3arenu crtaTyca: HOBBIH, B pab0Te, 3aKPBIT, 3aKPHIT
KaK JIO)KHOTOJI0KUTEIbHBIN.

Uepes crpanuny «KapTouka HHITUAEHTa» JOCTYIIHBI BO3MOXHOCTH:

- CO3/IaHUSI KOMMEHTApUEB, B TAKXKE MPOCMOTP UX HCTOPUU (QJITOPUTM
aHAJIOrM4eH MyHKTY 3.6.3);

- IIPOCMOTpa CBA3AHHOT'O COOBITHS, €r0 OTBSI3KA OT MHIIMACHTA U IEPEXO]
Ha cTpaHuly «CoOBbITUS» IJi1 €ro MOAPOOHOTO M3y4yeHUs (aJIrOpUTM aHaJIOTUYEH
MYHKTY 3.6.3);

- IIPOCMOTpa CBSI3aHHOT'O NPABWJIA KOPPEISLUUU (JITOPUTM aHAJIOTHYEH
NYHKTY 3.6.3);
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- yaaJeHusl MUHIUACHTA (AITOPUTM aHAJOTUYEH MyHKTY 3.6.5);
- MPOCMOTP UCTOPUU UHIUACHTA (ITOPUTM aHAJIOTUYEH MYHKTY 3.6.3).
Jl1st Toro, 4TO0BI BepHYThCA Ha CTpaHully «HIUIAEHTHD) clieyeT Ha)XkaTh Ha

“ Hasapg K uHUuaeHTam
KHOIIKY

3.6.5 3akpbITHE U yAalIeHUE UHIUICHTA

,HJ'ISI TOrO, YTOOBI INPUCBOUTbL HWHHOUACHTY CTATyC «3aKpBIT>), JOCTAaTO4YHO

BBIOpaTh AJ€MEHT B Tabiuile Ha cTpaHulle «VHIUACHTH U HaXaTh Ha KHOMKY

@ 3akpei™e  [[ogpuTCs  OKHO € BapuaHTaMu BbIOOpa cTaTyca «3akphIT Kak

JI0’KHOTIOJIOKUTENBHBIN) WM «3aKpbhIT» U, KaK TOJBKO BBIOOp OyHIeT chaenaH, TO
KHOMKa «3aKpbITh» CTaHET akTUBHOM. [Ipu Ha)xkaTuu Ha Hee MHIUJECHTY MPUCBOUTCS
BBIOpaHHBIN CTATyC, U OH OYJET 3aKPBIT.

B cnydae eciu HEOOX0AMMO BBIWTU U3 pEeXKUMA 3aKPbITUSA, CIeAyeT HaXaTh Ha
KHONKY «OTMEHHUTE» miu X .

J71st Toro, 4ToOBI YIaUTh MHIUACHT HEOOX0AUMO BHIOpPATh JIEMEHT B TaOJIUIIE

¥ HaxaTh Ha KHomKy © "™ = [oATBEpAUTH ME€iCTBME B BCIUIBIBAIOIIEM

yBeoMIIeHHH. Pe3ynbrat onepannn 0ToOpa3uTcs B yBEIOMIICHUSX.
B ciyyae eciau HE0OXOAMMO BBIMTH U3 peKUMa yJaJIeHUs, CIEAYeT HaxKaTh Ha
KHONKY «OTMEHHTE» miu X .

3.6.6 ' pynnupoBKa MHIIUAECHTOB

Jlsist Toro, 94TOOBI MPOW3BECTH TPYNIUPOBKY HHITMIACHTOB, CIEAYET BBHIOPATH
1oJie B MPaBOM YacTH paboueil 00acTy Haumenosawne ' rnere yero CUCTEMa OTOOPa3HT B
TaOJIUIIe BCE MHITUIEHTHI, B KOTOPBIX €CTh BRIOPAHHOE IT0JIC.

Cnenyer oOpaTuTh BHUMaHWE, YTO TIOCIE JIOCTHIKCHHUS JIMMHTA IS
CTPYNIUPOBAHHBIX COOBITHI B pa3zmepe 10 ThICSY CTPOK, OYIET MOICUYUTHIBATHCS
rmokasaTeib «other.

B cnyuae, ecnum HEOOXOAMMO OTMEHHUTH TPYIIIUPOBKY HA CTPAHHMIIE, CIECITYET

BOCIIOJIB30BAaThCS KHOMKOM COPOCUTD

3.7 UnTepdeiic pa3aena « AKTUBBDY

Ha ctpanuie « AKTUBBI) IpeAcTaBiaeH PYHKIUOHAI JJIsl pa0OThl C aKTUBAMU U
ux rpynnamu. Ha cTpanune mnpeacrtaBieHbl (YHKIUHA MPOCMOTpa, CO3AaHUs,
PEIaKTUPOBAHUSA, A TAK)KE YIAJICHUS aKTUBOB U TPYMIL.

[Tanenp MHCTPYMEHTOB MPEACTABIEHA COBOKYITHOCTHIO KHOIIOK:

+ Cospate _ JUISL pETUCTPAli HOBOTO aKTHUBA,

U Ypanute JJIs yoaJICHUs aKTUBa,

— JIA OOHOBJICHHS JaHHBIX BPYYHY1O,
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LZJ — HaCTPOMKA MEPUOAUIHOCTH OOHOBIICHUS TAOJIHITHI;
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— 17151 paboThI ¢ THOKMMU Tabnumamu (1. 2.5);

3arpyxeo: 100/23.3K CUETYMK aKTHBOB, IIOKA3bIBAIOIIUNA  KOJHMYECTBO

oTOOpakaeMbIX aKTUBOB Ha CTPAHUIIE U3 YUCJIa BCEX aKTHUBOB.

Jlnst paboThl ¢ KHONKAMM Ha TaHEIW HMHCTPYMEHTOB HEOOXOIUMO BBHIOPATH
aKTHUB U3 CIHCKA.

Pabouast 06;1acTh CTpaHUILIBI pa3/iefieHa Ha YacTH: CJIEBA PACIION0KEH CIIHUCOK C
rpyIaMu akTHUBOB, B LIEHTpe TaOJuWIla ¢ MEPEeYHEM aKTHUBOB, a clpaBa — OOKOBas
MaHenb ¢ moApoOHOW mHMOpMaIler o BBIOpAaHHOM aKTHBE. BOKOBBIE TMaHENIH IO
YMOJIYAHUIO OTOOpaXkaroTCsl B CBEPHYTOM BHUJIE, HO MOTYT Pa3BOpauynBaThCs HAXKaTUEM
Ha COOTBETCTBYIOIINI JIEMEHT.

3.8 Pabora ¢ aktuBamMu

3.8.1 Co3nanune akTuBa

I[J'ISI CO3JIaHMA aKTHUBaA CICAYCT HaXaThb Ha KHOIIKY Ha IMaHCJINM MHCTPYMCHTOB

+ Commame | Jaree MOSBUTCSA MOJAIBHOE OKHO € TIOJIAMHE (PHC.32) ISt 3aTIOTHEHHUSL,

CospaHue akTuBa X

HaumeHosanue

pynna akTuea

3Ha4YMMOCTb CpoK aKTyansHoCTH QaHHbIX
0

IP-agpec OnepaTtusHan cucrema

OTMEeHUTb Cospartb

Pucynok 32 — Co3ganmne akTuBa

Cnenyet oOpaTuTh BHUMaHUE, 4TO B nosie «HanMeHoBaHME) €CTh OTpaHUYCHUE
B 255 cuMBOJOB, B noJie «OnepanoHHas CUCTEMa» OorpaHndeHue B S0 CUMBOJIOB, a B
none «IP-agpec» crnenyer ykasbiBaTh naHHbie B popmate IPv4. B packpriBaromemcs
CIUCKe «3HAYUMOCTH» HEOOXOJMMO BBIOpPaTh YpPOBEHb: BBICOKAS, CPEIHSS WU
HH3Kas, a B pacKpbiBaromiemcs cnucke «['pynna aktua» — rpyniy akTuBoB. B moiie
«CpOK aKkTyaJIbHOCTH JTAHHBIX» YKa3bIBA€TCS JaHHbIE B CeKyHAax. [loka naHHoe moiie
HEJIOCTYITHO JIS pEIAKTUPOBAHUSL.

Jnst coxpaHeHuUs] MHIMACHTAa HEOOXOJAUMO HaXKaTh HAa KHOMKY «COXPaHUTHY.
Jlanee mpoMCXOOUT BO3BpaT Ha paHee aKTUBHYIO CTpaHUILy, 100aBJIEHHE HOBOTO
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aKTHBa B CUCTEMY U, COOTBETCTBEHHO, B Ta0JIUILy, a TAKXKE MOSIBISETCS YBEIOMIICHHE
«AKTHB YCIIEIIHO CO3/1aH» (B cllydae HEYCIEIIHOCTU — yBeaomiienne «He ynanoch
CO3/1aTh aKTUBY).

B cnydae ecnu HE0OXOAUMO BBIMTH M3 peKUMa CO3/aHUs, CIeAyeT HaxaTh Ha
KHONKY « OTMEHHTE» MU X, OIHAKO BCE BBEJICHHBIE JaHHBIE OYAyT YTEPSHBI.

3.8.2 OTobpaxkenre nHGOpPMALIUA O KOHKPETHOM aKTHUBE, COPTUPOBKA

CopTupoBaTh aKTUBBI B TA0JIMIIE MOKHO ITPU HAXKATUX HA HAUMEHOBAaHUE TOJISL.
[Ipu mepBoM HaxkaTuu OyJleT MPOU3BEJEHA COPTHUPOBKA IO BO3PACTAHUIO, a MpHU
MOBTOPHOM Ha)KaTHHM MEHSIETCSI Ha MPOTUBOMNOJIOKHYI0. COPTUPOBKA MPOU3BOAUTCS
nio nossiM: «HanmenoBanue», «IP-anpec», «3HaunMOCTbY.

Jlnst oroOpaxeHus mojHOM MH(OpMAIMU B MpaBo yacTu pabodeit obiacTu
HY’KHO BbIOpaTh akTuUB B Tabnuie (puc.33) U pacKphiTh MOJATBLHOE OKHO, Ha)aB

snemMeHt < .
AKTUB: AKTUB 1 >
HaumeHoBaHue Aktue 1
IP-appec 1.1.1.1

[ata nocnegHero

noaKNKYeHnsa
3HauyuMMocCTb Bbicokan
OnepauuoHHas .

Linux
cucrema
Cpok
aKTyaNnbHOCTHU 0
AaHHbIX
Mpynna akTusoB test

Pucynok 33 — IIpocMoTp akTHBa

3.8.3 PenaktupoBanuu nHPOpMAIIUU O KOHKPETHOM aKTHBE

J171s1 TOro, 4TOOBI OTPEIAKTUPOBATH AKTUB HEOOXOIUMO MEPENTH HA CYIIHOCTh
«Kaprouka axtuBay. [l 3TOro B mpaBoil yacTu paboueil 00JacTH CTpaHUIIbI
«AxtuBED> (puc. 33) crmenyer HaxaTh Ha HaszBaHue akTmBa AKTMB: DCT  Cpcrema
OTKPOET HOBYK CTpaHHUILy, T/I€ NOSBUTCA BO3MOXHOCTb BHECEHHS W3MEHEHUM
(puc. 34).

MOHO TakXxe MepenTH Ha CyITHOCTh «KapTouka akTuBay IBOMHBIM HAKATUEM
Ha CTPOKY B TaOJIUIIE C IEPEYHEM aKTHUBOB.
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Crnenyet oOpaTuTh BHUMaHUE, YTO CKPHIBATh U PACKPHIBATH OJIOKU HAa CTPAHUIIE
«Kaprouka akTuBa» HEOOXOIUMO C MTOMOIIBIO JIEMEHTOB ™ U ~ COOTBETCTBEHHO.

AKTUBbI

AxTus 1

AkTuB: AKTnB 1 2

Onucanne N

HanmeHosaHue AkTuB 1
IP-agpec 1111
[lata nocneaHero NOAKMOYEHUA
3HauMmocCTb Bobicokas
OnepauuoHHas cuctema Linux
CpoOK aKTyanbHOCTU AaHHbIX 0

Ipynna akTueos test

Pucynok 34 — Kaprouka akTuBa

© A

0 Ypanutb © Hasap K akTuBam

JInsg penakTUpoBaHMS TIOJNeH HEOOXOMMMO HakaTh Ha 3meMeHT < U Bce
3Ha4YeHus mosiei B 6oke «Onucanuey CTaHyT OCTYIHBI i1 u3MeHeHus (puc. 34).

AkTue 1

AKTUB: AKTUB 1T  OTMeHuTb

HauMmenoBauue

AKTHB 1

IP-appec
111

3HauYMMOCTb
~ Bbicokas

OnepartusHan cucreMa

Linux

CpoK aKTyansHoCTH JQaKHbIX

0
pynna akTuea
test

PucyHnok 35 — PejakTnpoBanue akTuBa

Cnenyet oOpaTuTh BHUMaHUE, 4TO B noyie «HanMeHoBaHUE) €CTh OTpaHUYCHUE
B 255 cuMBOJOB, B noJie «OnepanoHHas CUCTEMa» OorpaHndeHue B S0 CUMBOJIOB, a B
none «IP-agpec» crnenyet ykasbiBaTh naHHbie B popmate IPv4. B packpriBaromemcs
CIUCKe «3HAYUMOCTH» HEOOXOJMMO BBIOpPaTh YpPOBEHb: BBICOKAsS, CPEIHSS WU
HH3Kas, a B pacKpbiBaromemcsa cnucke «['pynna aktua» — rpyniy akTuBoB. B moiie
«CpOK aKkTyaJIbHOCTH JTAHHBIX» YKa3bIBA€TCS JaHHbIE B CeKyHAax. [loka naHHoe moiie

HCIOCTYIIHO A PpCAAaKTUPOBAHUS.

,HJ'ISI COXpaHCHHA BHCCCHHBIX U3MEHCHUM HY’>KHO HaXaTb Ha KHOIIKY

«CoxpaHutb», a 111 OTMEHbI — K OTMEHUTH.
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qCpCS CTpaHuIy «KapTqua AKTUBa» JOCTYIIHA TAKKC BO3MOKHOCTD YJAJICHUA

aktuBa. JJist TOro, 4TOOB! YAAIUTH AKTUB HEOOXOUMO BBIOPATH 3JIEMEHT B TAOIUIIE U

HAXXaTh HA KHOMKY © #"™ monreepauTh AeiicTBUE B BCIILIBAIOILEM YBEJOMIICHUH,

Pe3ynbrar onepannn oToOpa3uTCs B yBEIOMIICHUSX.
B ciyuae eciau HE0OXOAMMO BBIMTH U3 peKUMa yJaJIeHUs, CIEAYET HaKaTh Ha
KHOINIKY «OTMEHHTEY Wian X

3.8.4 Ynanenue vHIIMOEHTA

Jl71st Toro, 4ToOBl YAAIUTH AKTUB HEOOXOJUMO BBIOpPATh AJIEMEHT B TaOJIHIIE U

Ha)kaTb Ha KHOIKY U YRanite: noATBEpAMTH JEHCTBHE B BCIUIBLIBAIONIEM YBEJIOMJICHUH.

Pesynbrat onepanuu 0ToOpa3uTCs B yBEIOMIICHUSX.

B ciygae ecnm He0OXOAMMO BBIMTH U3 peKUMA yIaJIeHUs, CIEAyeT HaKaTh Ha
KHONKY « OTMEHHTE» miu X .

Takxe MOXKHO yIalIMTh aKTHB 4epe3 JeBoe OOKOBOE MEHIO (puc. 36), HaxaB Ha

KHOIIKY U .B CiIydac yCIICHIIHOCTHU MMOABHUTCA COOTBCTCTBYIOIICC YBCIOMIICHHC.
OUnbTPbLI <

Mpynnbi akTueoB —+

> [ test_name

v [ test 7
© CospaHue akTuBa 0
) Axktue 1

Pucynok 36 — Yianenue aktuBa

3.8.5 Pabota c rpynnamMu aKkTHBOB
J1st Toro, yToOBI CO3/1aTh MAaNKy HEOOXOIUMO B JIEBO OOKOBOI MMaHEIN HAXKaTh

Ha AJIEMEHT + (puc.36), nmocmue 4ero NosIBUTCS MOJAJIbHOE OKHO (puc.37), B KOTOPOM
CJIeyeT BBECTH Ha3BaHME Tpynmbl. Cieayer oOpaTUTh BHUMAHUE HA OTPAHUYCHUE B
255 cuMmBoJIOB B niosie «HanmeHoBaHue».
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CospaHue rpynnbl akTUBOB X

Haumenosakue

Onucanue

OTMEHUTb Cospatb

Pucynok 37 — Co3nanme rpynna akTuBoB

st Toro, 4ToOBl OTPEAAKTUPOBATH IPYMIYy HEOOXOAUMO BBIOpATh TPYIITY B

neBoi OOKOBOM NaHeNn Ha CTpaHulle « AKTUBBD (puc.36) 1 HaXxKaTh HA 4 , TOCJIE Yero

MOSBUTCS MOJAIBHOE OKHO C BO3MOXXHOCTBHIO M3MEHCHUS HAaWUMEHOBAHHS TPYIIITHI
(puc.38).

PefakTupoBaHue rpynnbl akTUBOB X

Haumenosanue

test
Onucanue

test

OTMEeHUTb

Pucynok 38 — PeqakTnpoBaHue rpynmna akTuBoB

Jnst Toro 4toObl ynanuTh Tpynny HEoOXOAMMO BbIOpaTh HAnKy B JIEBOU

OOKOBOM mMaHeNu Ha cTpaHule «AKTHBB (puc.36) U HaxaTb U . Pesynbrar
ornepanuy 0ToOpa3nuTcs B yBEJOMIICHHSIX.

Cnenyet 0OpaTuTh BHUMaHUE, YTO TPYIINA, BBIOpaHHas [Jid YJaJeHus, 10HKHA
OBITH ITyCTOM.

3.9 UnTtepdeiic pazaena «OTIeTh

['pynna crpanun nmpeaHazHauyeHa JJisi paOOThl ¢ OTYETAMU M MpPEJCTaBIICHA
ctpanuiaMu: «CucTeMHBIE OTUETBDY, «[10IB30BATENBCKIE OTUETHIY.

Ha ctpanunie «CucTeMHbIE OTUETHI» NMPEICTaBICH PYHKIIMOHAI JJIsl TEHEepalUuU
OTYETOB MO WHIUAEHTAM U akTuBaMm. JlaHHBIE B OTYET BBITPYKAOTCA 34
ONPEAEICHHBIN NEPUO BPEMEHMU.
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Ha crpanunie «Ilonb3oBaTenbCKue OTYETHI» MpeACTaBiIeH (DYHKIMOHAT MJIs
pa3pabOTKH OTYETOB C MOMOIIBID KOHCTPYKTOpa oTdeTa. [laHelnb WHCTPYMEHTOB
MPECTaBIIEHA COBOKYITHOCTHIO KHOIOK:

Ypanutb otyetr O .
— HJIA y,[[aJICHI/ISI OTUECTa,

CkauaTb oTyeT L .
— HJIA BI)Ipr3KI/I OT4CTAa,

n
PEANPOCMOTR OTHETE ™ _ dyyHKIMs IpeAnpoCcMOTpa CO31aHHOTO OTUYETA;

BcTtaButb .
— JJI1 BCTaBKH 3JIEMCHTOB B OTUCT,

KonoHTuTy bl — 17151 PaOOTHI ¢ KOJOHTHUTYJIAMY;

OpVeHTaUMA CTPAHULL! ~  _ 111g BLIGopa OPHEHTALMH CTPAHHLIBL

Pabouas 001acTh cTpaHUIBI pa3/iesieHa Ha YaCTH: CJIEBa PACIOJI0KEHO MMOJIe IS
MPEAPOCMOTPa OTUYETA, B IIEHTPE KOHCTPYKTOP OTYETA, a CIipaBa — OOKOBasi MaHEelb C
rapamMeTpaMM ISl HACTPOMKM BHJKETa. DOKOBass mpaBas MaHeNnb MO YMOJYAHUIO
oTOoOpaxarTcsi B CBEpHYTOM BHJAE U  pa3BOpauyMBaeTcs Ha)XxaTHUeM Ha
COOTBETCTBYIOIIUI JIEMEHT.

3.10 Pabora ¢ ortueramu

3.10.1 PaGora ¢ CHCTEMHBIMUA OTYETAMHU

Jnst bopmMupoBaHus U COXpaHEHUsI OTYETa HEOOXOAUMO BHIOPATh U PACKPHITh
0s10K: «OTYeT Mo MHUMACHTaM» WM «OTyeT 1mo akTuBam» (puc.39).

OTyeTsl

CUcTeMHble oTYeTbl Monb3oBaTenbckue oT4YeThbl

OTueT No MHUNAEHTaM ~

dopmar otyera EXCEL

BpemeHHon NpoMexyToK

OTyeT no akTuBam ~

dopmar otyera PDF

BbIrpysutb otyer

Pucynok 39 — CucremMHble 0TYETHI

I[J'ISI TOTO YTOOBI BBII'PY3UTHL OTYUCT 110 MHOUIACHTAM, HGO6XOI[I/IMO BI>I6paTB
MNepuoa MOJTydCHUA JaHHbIX. I[anee KHOIIKa «BI)IFPYSI/ITI) OTUYET)» CTaHeT akTUBHOM. I1o
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Ha)XaTUIO Ha KHOMKY «BBIrPY3UTh OTYET» HAUMHAETCS MPOIECC BBHIFPY3KH OTYETA.
Otuer MoxeT ObITh BBITpY:keH B (popmare xlsx wnm pdf. [Ilabmon oruyera Oyner
c(hopMUPOBaH ¢ yKa3aHUEM:

- nepuoa, 3a KOTOPBIM NpeI0CTaBIISIIOTCS TaHHBIE,

- nHpopMalu B CBOJHOW Tabnuile 00 HWHIMACHTAX, pa3OUTHIX IO
cTaTycaM U KpUTHYHOCTH;

- noApoOHON MHPOPMAITU O KaXKOM UHIIUJICHTE.

J171s1 TOrO 4TOOBI BRITPY3UTh OTUET MO AKTUBaM, HEOOXOMMO BRIOpaTh popmat
BoITpY3KkH: XIsx mnm pdf. [lo HaxkaTuio Ha KHONKY «BBITpYy3UTh OTYET) HAUMHAETCS
npoiiecc BoIrpy3ku otyeta. [11abmon otuera OyaeT chopMUPOBaAH C yKa3aHUEM:

- nepuoa, 3a KOTOPBIM NpeI0CTaBIISIIOTCS TaHHBIE,

- nH(popMaIu B CBOJIHON TabiuIe 00 aKTUBaXx;

- uHpopMaIusi O KOJUYECTBE AKTHUBOB, PAa30UTHIX MO 3HAYUMOCTAM U
OMEPAIIMOHHBIX CUCTEMAaM.

3.10.2 PaGora ¢ moip30BaTeIbCKUMH OTYETAMM

Jnst Toro d4ToOBI CKOHCTPYMPOBATH IMOJb30BATEIBCKUI OTYET, MOXKHO
BOCIIOJI30BaThCA OMIUSMU: BBIOOP MPEyCTAHOBIECHHBIX BUIXKETOB C MX HACTPOMKOH,
BCTaBKa JIPYTUX 3JIEMEHTOB B OTYET, HACTPOIKA BHEIIIHETO BU/Ia OTYETa (OpUEHTAIUS

Y KOJIOHTUTYJIbI), YKa3aHUE MTOCIIEI0BATEIbHOCTH OOBEKTOB OTUYETA.
¥ g A

CUCTeMHble oTuYeTbl Monb3osartensckue oTyeTsbl

Otuer Ypanurs otuer O Berasute v Konowturyn v OpueHTaLMA CTPaHULbl v MpeAnpocMoTp oTueta CKavatb oTyeT &

v 0

3npascTayiiTe!

~ 0

MapameTpel BuaXeTa  ~

@ string 144
111 27
1134.151 22

197 — 1111 2

|1 1
® 2222 1

v ~ 0

KoHeu oTyera
~ 0

Pa3pbis CTpaHLb!

Pucynok 40 — Crpanuna «Ilosab30BaTesibcKkre 0THYETHI»

JIns cocTaBia€HHS OTYETA MOYKHO BCTABUTHh DJJIEMEHTBI: TEKCT, BHUJIKET,
M300paKEHNE M PA3PhIB CTPAHUIBL. [IJIs DTOTO CIELyET HAXKATh KHOMKY SCTa8v™ vy
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B BBHINAJAIONIEM CIHMCKE BHIOpATh DJIEMEHT s BCTaBKU. Ilpu momomm ¥

MOXXHO MCHATb MCCTOITIOJIOKCHUC JJICMCHTA, 4 IIPU 1A YAAJICHUA 3JICMCHTA CICAYCT

BOCITOJIb30BaThCS U (puc.41).
v O

- - - - - - S S S S e S S S S S S S S S S S S S S S S S S S S S S e S S e S e S S S e S e S e S e e e e e e -

@ string 144
1.1.1.1 27
1.134.15.1 22

@ 1111 2

® 11111 1

@ 2222 1

________________________________________________________________________________________

Pucynok 41 — Koncrpykrop oT4eToB

Jliiss HaCTPOWKH BUIDKETA CIEAYyeT BHIOPATh €0 M PACKPHITH MPaBYI0 OOKOBYIO
nanensb (puc.42). [locae Toro, Kak Bce HACTPOMKHU CHENaHbl, CIEAYET HaKaTh KHOMKY
«[IpumMeHNTHs U3MEHEHHS», HHAUE U3MEHEHUS HE COXPAHSTCS.
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< MapameTpbl BUAXETa

HassaHue Buaxera

[auHble ana BuaxeTa
Mepuop o6HOBNEHNA
Buayanusayua aaHHbIxX
* Kpyrosas auarpamma
Nerenpa
Moanucu ocen

ropmaomanwan oCb
BepTukanbHas ocb

WCTOYHUK AaHHbIX

Mepuop o6HoBNEHWA  He ycTaHoBNeH

MPUMEHUTL U3MEHEHUA

Pucynok 42 — HacTpoiika napamMeTpoB BHKeTa

I[J'Iﬂ HaCTpOﬁKH O6HI€FO BHJa OTUYCTA MOXKHO HU3MCHUTH KOJIOHTUTYJIBI U
OpUCHTAIUIO  CTPaHMIbI. I[J'ISI HaCTpOﬁKH KOJIOHTHUTYJIOB  CJICAYCT HaAXaTb

KONOHTUTYNBl ~ ) oy rerasuTs napametTpsl (puc.43). A ans BeIOOpa OpUEHTALIMU

CTpaHHL ClefyeT Haxarp OPVEHTALWA CTPaHMub! v

BBI6paTBI TOpHU30HTAJIbHAsA UKW BEPTUKAJIbHAA.

N W3 BBINIAJAIOMICTO CIIMCKa

BepxXHUit KONOHTUTYN

BblpaBHuBaHune C o cepepuHe

HUXHUA KONOHTUTYN

BblpaBHuBaHune - To cepeauHe
OTobpaxaTrb HyMepayuo cTpaHuy

OTobpaxaTb KONOHTUTYNbI Ha NepPBON CTpaHuue

Pucynok 43 — HacTpoiika KOJIOHTHTYJIOB
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[Tociie KOHCTPYUPOBAaHUSL OTYETA €r0 MOYKHO IMPEIBAPUTEIBHO MPOCMOTPETD.

JI1is 9TOrO CleMyeT HaXaTh KHOMKy | PoATPOCMOTROTSEra "y g repoit GOKOBOM MaHEH

oToOpa3uTcs oT4eT B opmaTe, COOTBETCTBYIOIIEM ero Buay B PDF.

Ckavatb otyer &

J171s1 TOro YTOOBI BHITPY3UTh OTUET, CIEAYET HaXKaTh KHOMKY , 1
CKOHCTPYUPOBAHHBIN OTYET coxpaHutcs B hopmare pdf.
JI71st TOTO YTOOBI yAANIUTE OTUET HEOOXOAMMO HAKATE AZMEomer U yoropas

CTAHOBUTHCS AKTUBHON MpPU BHECEHUU KAKUX-THOO MaHHBIX B OTYeT. Pesynbrar
onepalu 0TOOPa3UTCs B YBEIOMIICHUSIX.

3.11 UuTepdetic pa3aena «baza mpaBui»

I'pynma ctpannn «ba3a mpaBuim» mpenHa3HadeHa NIl pabOTHI C TPaBUIIAMHU
HOPMAaJTU3AIH, KOPPEISAIUN, arperaiuu, o0OTameHus, TaOJIUYHBIMA CIUCKAMH, a
TaKk)ke€ WX TMPOBEPKY, NMPH YCIOBHH, YTO Y TOJH30BATEIS €CTh COOTBETCTBYIOIIUE
npusuiernn ([Ipunoxenue A).

['pynma ctpanui «ba3a mpaBwny mpecTaBieHa ClIeAyOMUMA CTPAaHUTIAMU:

- ctpannmna «Jpadt 30H2»;

- CTpaHHIIA « AKTUBHBIC TIPABUIIAY;

- ctpanuma «[IpoBepka mpaBum.

Kaxnas crpanuiia umeeT CBOM HAOOp 3JIEMEHTOB: MaHEIb WHCTPYMEHTOB,
pabouast 30Ha U MOUCKOBAasi CTpoKa (CM. «PyKOBOJICTBO 1O CO3/IaHUIO 3aIIPOCOBY ).

3.11.1 Crpanuna «padt 30Ha»

Crpanuiia mnpeaHa3HaueHa JJis paboOThl C MpaBWiIaMUd HOPMAaJIU3AllUU,
KOppeJsiiMU, arperanuu, a TakXke TaOJUYHBIMU CIHCKaMH, MPEeAOCTaBIIss
BO3MOYKHOCTH MPOCMOTpa, CO3JaHUsl, yAAJECHUs, 3allyCKa M OCTAHOBKU padOTHI
MpaBUII, & TAKXKE UX UMIIOPTA U SKCIIOPTA.

[Tanenb HHCTPYMEHTOB MPEACTaBIIEHA IPYNION KHOMOK:

uh] 3kcnopT .
— JJIA OKCIIOpTa IIpaBUuI U TaOJIMYHBIX CIIMCKOB,

v UmnopTt
= PT _ 1y1st MIopTa mpaBUIT U TaGIMYHBIX CIIHCKOB;

+ Cospatb npasuno
— J1d CO3daHUsA HOBOI'O HpaBHHa n Ta6JII/IqHOFO CIIMCKaA,

U Yaanute Vs APaQT S0HbL_ 1irg yriaeHns u3 apadT 30HBI IPABUIA U TAOIHIHOTO

CIIMCKA, HE HCMOJb3yeMBIX B IIpoliecce OOpadOTKH COOBITUM U BBISIBICHUS
WHIIUJICHTOB,;

3arpysuTb B CUCTEMY
— AJId 33pr3KI/I IIpaBuI U Ta6HI/IqHBIX CIIMCKOB B CI/ICTeMy

JUIs1 IPUMEHEHHS UX B Iporiecce 00padOTKH COOBITHH 1 BBISBICHUS UHITUICHTOB;

.
© Nepesarpysurs MEHEAXEP _ 1ng nrepesamycka spa CHCTEMBI JUIS TPHMEHEHHS

BHECEHHBIX U3MEHEHUI.
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Pabouas 001acTh cTpaHUILIBI pa3eieHa Ha YaCTH: CJIEBA PACIIOIO0KEH CIIHCOK CO
CTpYIIMPOBAHHBIMU TIpaBUJaMU, a cIpaBa — OOKOBas MaHelb C MNOAPOOHOM
nH(opmaieit o BEIOpaHHOM 31eMeHTe. L{eHTpanbHas yacTh MpUcCTaBlieHa Ta0auIen
C IEPEYHEM MPABUIL

3.11.2 Ctpanuna « AKTUBHBIE TPABUIIA»

Crpanuiia npeaHa3Hau€Ha IJid MPOCMOTpa U yAAJICHUS aKTUBHBIX MPAaBUI U
TaOIUYHBIX cIUCKOB. CTpaHulla « AKTUBHBIE MTPABUIIa» UMEET KaTETOPUHU:

- Hopmanuzanus;

- Koppemnsnus;

- Arperanus;

- TaOnu4YHBIC CIIUCKH;

- Oo6orarienue.

[locne HavMeHOBaHMSI KATETOPUU pacIojaraeTcsi MouckoBas cTpoka. s
COCTaBJICHUSI 3a1poca clielyeT o0paTUThes B « PykoBOACTBO MO CO3/IaHUIO 3aIPOCOBY.
[Tox cTpokoil pacnoioxkeHa MaHellb HHCTPYMEHTOB (Kpome «O0oraiieHus»):

O Ypanutb .
— JIA y,[[aHeHI/ISI npaBI/ma niim T&6J’II/I‘IHOFO CIIMCKA,

B kareropusix (kpome «QOOoramieHus») TMOJA CTPOKOM 1Jii HACTPOUKHU
dbunpTpanuu pacrnonaraercss pabouass o0iacTb, KOTOpas AEIUTCS Ha JBE YaCTH:
nepeyeHb MpPaBWI WIM TaOJMYHBIX CIHUCKOB U OOKOBYIO MaHENb JiA MPOCMOTpa
BBIOPAHHOTO 3JIeMeHTa 0a3bl MpaBUII (CIIpaBa).

Kateropus «O6oraiienue npeactapiseT co0oil pabouyro 001acTh ¢ Tabauie
Y TIaHEJIbI0 UHCTPYMEHTOB HaJl paboueil 001aCThIO CO CIEMYIOMIUMHI KHOTIKAMU:

 CO3AATE 11 cO3mAaHMS HOBOTO MPABUII;

(4 PepakTupoBaTh .
— IS peaKTHPOBAHUS TIPABUIIA;

O Ypanutb
— IJIA y,[[aHeHI/Iﬂ HpaBI/IJIa.

Jlns HanucaHus OpaBuUid M TAOJUYHBIX CIUCKOB ClieyeT oOpamarbcsi B
«PyKOBOACTBO MO HANTMCAHUIO PABUID).

3.11.3 Crpanuna «IIpoBepka nmpaBumn»

Crpanunia mnpegHa3HaueHa Il OCYIIECTBICHHUS TPOBEPKH KOPPEKTHOCTH
paboTHI MPaBUIL.

Ha crpanune «IIpoBepka mpaBwim»y mpeacTaBieHa padodas 0071acTh, KOTOpas
paszesieHa Ha JABE YaCcTH: TOJIe JUTsl BBOJA COOBITHS, TIOJIE SISl TIONyYeHHsI pe3yJIbTaTa
00pabOTKH BBEIEHHOT'O COOBITHS.

Ha cTpanwuiie manenb HHCTPYMEHTOB MPECTaBICHA CICTYIONTUMU KHOITKAMHU:

Cbpocutb ceccuo o
— JUIA 3aKPBITUA YHUKAJIBHON CCCCUU,

MpoBeputb
— JIJIs1 3aMycKa Mmpollecca MPOBEPKU BBEIEHHOTO COOBITHSI HA OCHOBE

0a3bl IpaBUIL.
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3.12 Pabora ¢ 6a3oii nmpaBui

3.12.1 Co3nanue npaBuiia

Jns co3manus mpaBuiia HEOOXOIUMO MepelTH Ha cTpaHully «/lpadt 30Ha» u

-+ Co3sgaTb npasuio
Ha>xXaThb Ha IIaHCJIN HHCTpYMeHTOB, IIOCJIC 4YCro OTKpOGTCfI

MoJanbHOE OKHO (pric.44) ¢ BOBMOKHOCTBIO BEIOOpA MANKK, B KOTOPOM OyIEeT CO3/1aHO
MPaBUIIO.

CospaHue dpanna X

D Cospatb ¢aitn B nanke:

> Koppensauusa

v HopmManusayus
O 234
() decoders8

> TabnuyHble CNUCKK

> Arperayun

OTMEHUTL Co3partb

Pucynok 44 — Co3nanue npasuia

[Tocne Toro kak, BeIOpaHa Mamka, ClI€IyeT HaKaTb . Kax pesyinbrar,
MOSIBUTCS MOJAIbHOE OKHO JJIsi co3laHus mnpaBwia (puc.45). B pabouyio obnactb
ClIelyeT BBECTH TEKCT C IpaBWJIOM, a B mnoje «HaumeHoBanue (aiina» — TEKCT ¢
HauMeHoBaHueM. CielyeT oOpaTUTh BHUMaHUE Ha orpaHudeHue B 250 cuMBOJIOB.

HopManusauus decoders8 OTMeHuTL

Pl/lcyHOK 45 — BBog npasujia ¢ NOoCJICAYIOIUM COXpaHCHUEM
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Korna paGouast 3oHa Oyner 3amojiHEHa XOTh OJHHM CHMBOJIOM, MOSIBUTCS

BO3MOKHOCTb KOIIMPOBATH TCKCT C IIOMOIIBLIO KHOIIKH f’\ KpOMC TOro, MOXXHO

OYHCTUTH BBEJACHHBIN TEKCT HAXKAaTUEM HA 0 . B nensax koppekTHoil paboTsl ¢ 6a30i
npaBuJ ClieqyeT 00paTuThes K «PyKOBOJICTBY IO HAMMCAHUIO MTPaBUID.

Jnst Toro, 4TOOBl COXpPaHUThH MPABUIIO CJIEAYET Ha)XKaTh Ha KHOMKY ,
MOCJI€ 4Yero MNpou30iMAeT BO3BpaT Ha crpaHuly «JlpadT 30Ha», HOBOE MPaBHIO
n00aBUTCA B CUCTEMY U, COOTBETCTBEHHO, B TaOJMIly, a TaKXKe IMOsSBUTCS
cooTBeTCTBYIOIIee yBenomiienue «lIlpaBuno cozmano ycmemrHo» (B cllyyae
HEYCIIEIIHOCTU — yBegomieHue «He ynanock co3nats npaBuiioy).

B cnyuae, eciii He0OXOMMO BBIMTH U3 PEXKUMa CO3IaHUS, CIEAyEeT HaXKaTh Ha

OTMEHUTb
KHOHKy , OIHAKO BCE€ BBCIACHHBIC TaHHBIC 6YI[YT YTepHHBI.

3.12.2 PenaktupoBaHue npaBuiia

Jnst Toro, 4ToOBl OTPEAAKTUPOBATH MPABUIIO, €70 HYKHO BBIOpATh B TaOIUIIE U

HAXATh KHONKY  Po<T"POSa™ TJocie HaXkaTHs OTKPHIBAETCS GOKOBOE MOATBHOE

OKHO (puc.46), B KOTOPOM TEKCT MPaBWJIa U €r0 HA3BAHUE JIOCTYIHBI 111 U3MEHEHUSI.

&« PepakTtupoaHue npasuna: decoder222.xml

<decoder name="sudo-fields">
<prematch>\s</prematch>
<regex>"\sx(\S+)\sx:</regex>

</decoder>

OTMEHUTL CoxpaHuTb

Pucynox 46 — Pexxum peqakTupoBaHus NpaBuJia
BepHyTbcsi Ha cTpaHuily € OONIMM CIHCKOM TMpaBwi 0€3 COXpaHECHUS

U3MEHEHHN MOKHO I[IpK HaXaTHK Ha é, Ha 30HY BHC MOJAJIbBHOTI'O OKHa WJIM Ha

OTMEHUTb
KHOIIKY .
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Jnsi coxpaHeHusT U3MEHEHUM HEeOOXOIMMO HakaTh Ha KHOMKY «COXpaHUTHY,
Mocje 4Yero mnosiBUTCs yBenomieHue «l[IpaBuio ycremHo OTpeaakTUpOBaHO» (B
Cllyyae HEYCIEIIHOCTH — yBegoMmieHue «He yaanochk oTpejakTHpOoBaTh IPABUIION).

3.12.3 Co3nanue TaOIUYHOTO CITMCKA

Jns co3manus mpaBuiia HEOOXOIUMO MepelTH Ha cTpanully «/lpadt 30Ha» u

HaxarTp | COMAATRMPEBAIO g agenH  MHCTPYMEHTOB, IOCHE YEro OTKPOETCS

MojanbHOe OKHO (puc.33) ¢ BO3MOXKHOCTBbIO BbIOOpa Kateropuu. Heobxomumo
BBIOpaTh Kateropuio « TaOnuyHble CIUCKW» U MAaNKy B KaTEropuu, B KOTOPOUl Oyaer
CO3/1aH TaOJUYHBII CIIUCOK.

[Tocne Toro kak, BbIOpaHa mMamka, CJIEAyeT HaXaTh U TOSBUTCS
MOJaTbHOE OKHO JIJIsl CO3/IaHUs TAOJIUYHOTO CIHUCKA C PEIaKTUPYEMBIMU MOISIMU JIJIs1
Ha3BaHus (¢aiiia U BBOAA 3HaueHuil (puc.47). HaumenoBaHue TaOIMYHOTO CIIHCKA
JOJKHO OBITH Ha JIATUHUIIE.

TabnuuHble cnuckn lasd OTMEHUTL
[o6asnTb aneMeHT cnucka: Koy 3HaveHue

Knoy 3HayeHue

Pucynok 47 — Co3ganue Ta0JIMYHOI0 CIIUCKA

Jns  Toro, 4roObl MJO00ABUTH HOBBIC DJJIEMEHTHI B TAONMWYHBIA CITHICOK
HEOO0XOMMO BBeCTH NaHHble B mois «Kirou» u «3HaueHHe» M HaxaTh KHOMKY
«J100aBUTHY.

J171s1 TOTO, YTOOBI YIalIUTh 3JIEMEHTHI U3 CITMCKA HEOOXO0IUMO Ha)XKaTh Ha KHOIIKY

U B I10JI€, KOTOPOE HEOOXO0IUMO yaanuTh (puc.48).

Knioy 3HaueHue

a example 123

PucyHok 48 — DyieMeHT B Ta0JIMYHOM CIIMCKeE

Jns  coxpaHeHHs] UM3MEHEHUHW HEOOXOJMMO HaXaTb . Janee
MPOUCXOJIUT BO3BpaT Ha crpaHully «/[padt 30Ha», HOBBIM CIHCOK J00aBIsSETCS B
CUCTEMY U, COOTBETCTBEHHO, B TaOJMIly, a TaKXe IMOSABISETCS COOTBETCTBYIOIIEE
yBenomiieHne «CHUCOK CO3/1aH yCIENTHO» (B cliyyae HEYCNEIIHOCTH — YBEIOMJICHUE
«He ynanock co3nath COUCOK»).

B cnyyae, ecni HEoOXOAMMO BBIMTH U3 peXKMMa CO3AaHUs, CIEAYeT HaXaTh
KHOMKY «OTMEHUTBY, OJJHAKO BCE BBEICHHBIC TaHHBIE OYAyT YTEPSHBI.
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3.12.4 PenaktupoBaHue TaOJTMIHOTO CIIMCKA

Jns pepakTupoBaHUs TAOIMYHOTO CIIMCOKA, €T0 CIEAyeT BhIOpaTh B TaOIUIE U

p o
Ha)KaThb HA KHONKY o PO%4T® g Gokosoil manenu. Ilociie Ha)aThs OTKPBIBAETCS

O00KOBOE MoJalbHOE OKHO (puc.49), B KOTOPOM MOXXHO J00aBUTh WIH YAAIUTh
AJIEMEHT CIHUCKa, OTpeaakTtupoBarh mnapy «Kimrwou» u  «3HaueHue», HU3MEHUTH
HanMeHOBaHHUe ¢aiia.

< PepaktupoBaHue npasuna: cdb testik.csv NobasuTs anemeHT
Example1 1001 n]
Example2 qwerty O
Example3 1234567 g

OTMEHUTL CoxpaHuTtb

PucyHnok 49 — Pe:kuM peqakTHpoOBaHHMA Ta0JMYHOIO CIIMCKA

Jnst Toro, 4ytoObl 100aBUTH HOBBIM AJIEMEHT, CIEAYEeT BOCIOIb30BAThCS

KHOIIKOi ~C0%BNTE SMEMERT g 11 yanenus — [H] .

BepHyTbcsi Ha cTpaHuily € OONIMM CIHCKOM TMpaBwil 0€3 COXpaHECHUS
W3MEHEHUN MOXHO IMpPU HAXKATUU Ha <, ma 30HYy BHE€ MOJAQJIBHOIO OKHA WJIM Ha

OTMeHUTb
KHOIIKY .
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Jlnst coxpaHeHusl U3MEHEHU HE0OX0IMMO HaKaTh Ha KHOMKY , 1ocJie
4ero mnosiBUTCA yBenomiieHue «lIpaBuiio ycHmemHo OTpeJakTHpOBaH» (B cCiyyae
HEYCHEIIHOCTU — yBeoMmiieHne «He yaanoce orpegakTupoBaTh IPABUIION).

3.12.5 Ynanenue u 3arpy3ka ¢aiijia B CUCTEMY, IKCIIOPT U UMIOPT (ailna Ha
ctpanute «padt 30Ha»
Jnst Toro, 4TOOBI yAQIUTH MPABUIIO HEOOXOAMMO BBIOPATh MPABWIO B TaOIUIIE

O Ypanutb U3 apadT 30HbI

Ha cTpanule «padT 30Ha» U HaXaTh KHOIKY WIA MOXHO

BOCIIOJIL30BaThCA  DJIEMEHTOM U B JIeBOM OOKOBOW MaHENW HAMpOTHUB
MPEACTaBICHHOTO K yaaneHuto ¢aiiny (puc.50). PesynapTar onepanuu oTodpa3utcs B

yBeI[OMJIeHI/ISIX.
Mankun [:]

> Koppenauus
> Hopmanusayusa

v TabnuuyHble CNUCKK

v D lasd /
[E] cdb_testik.csv

[E 1243.csv

o (o

> Arperayus

Pucynok 50 — Ynanenue gaiina

st Toro, yToOBI 3arpy3uTh (hailsl B cucteMmy, cleayeT BeIOpaTh €ro Wik Habop

MPaBII B CIHCKE M HAXATh KHOMKY = -0 PYPMTeBCUCTEW  pesynprar omeparun

O0TOOPA3UTCS B YBEJOMIICHHUSIX.

Cnenyer o0OpaTuTh BHUMAaHHME, 4YTO TMIOCHE J00AaBIEHUS, YJIAJICHUS WU
pEeIaKTUPOBaHUs MpaBuUia MOSBUTCS YBEIOMIIEHHE O HEOOXOUMOCTHU Mepe3arpy3uTh
MEHEKEP TS MIPUMEHCHUS BHECEHHBIX N3MEHECHUH

I N3MeHeHNs He ByayT npuMeHeHbl 6es nepesanycka | C Nepesanycrume | X

Crenyer HaxaTh KHOIKY
«llepesamycTurny.
J{ns1 TorO, 4TOOBI AKCIIOPTUPOBATH (aii (Habop (aiiaoB) HEOOXOAUMO BEIOPATh

R
ero B CIHCKE MpaBWJI M HaXaTh KHOMKY = ~““"PT  Jlagee GydeT mpeacTaBIeHO

MOJIaIbHOE OKHO C BBIOOPOM OMIIMU CKAuMBaHUA: CKadyaTh Bce (hailJibl WU TOJBKO
BbIOpanHbie. Ecnu BbIOpan oauH ¢aiin, To oH Oyaet ckavyaH B gopmate .xml, a ecnu
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BbIOpaH HaOOp MpaBuil, TO OHU OyAYT 0ObeuHEeHBI B apxuB. [1pu onunn «CkayaTs Bce
(aiinby, oHM OyIyT CKayaHbl B BHUJE apXvBa C COXPAHEHHEM HEpapXUUECKOU

CTPYKTYPBI.
Jnst toro, 4roObl MMIOPTUPOBATH MPABWIA, CIEAYET HaXKaThb KHOIKY

v UmnopT
= P , B MOSIBUBIIIEMCS MOJAJIbHOM OKHE BHIOpATh OIIHMI0 MMIIOPTA: OJHOTO

WJIU HECKOJIbKO (aiiyioB, apxuBa ¢ (ailiiamu uim apxuBa ¢ nankamu u (aitnamu.

Ecnau Oyner BpiOpaHa omimusi 3arpy3Kd OJHOTO WJIM HECKOJIBKUX MPaBHII, TO
(aiinbl OyayT noOaBiieHbl B BHIOpAHHYIO MANKy, €Cld BbIOpaH apxuB ¢ (ailiamu —
(aiinbl U3 apxuBa OynyT J00aBJI€HBI B BHIOPAHHYIO MAMKY, a €CIU BHIOpaH apXWB C
nankamu 1 Qgainamu — nank ¢ (aitiaMmu OyayT 3arpy’eHbl B KOPHEBOM KaTaJIor.

[Ipu BpIOOpEe onumu «ApXUB C MankaMu u QaigamMu» HEOOXOAUMO, YTOOBI
apXuB MMeN 4 TManku CO CIEAYIONIMMU HAaMMEHOBAHUSMU: «aggregationy», «cdby,
«decodery, «ruley.

3arpy3ka mpaBWJ NpPOUCXOAUT B (opmare xml, a TaOIMYHBIX CIUCKOB B
(dopmare — csv. Pezynbrar 3arpy3ku 0ToOpa3uTCs B yBEAOMIICHUSX.

Cnengyer oOpaTUTh BHMMaHHE, YTO C CHCTEMOW MOCTaBJSIOTCA IpaBuja OT
neHTpa kmoepoeszomacHoctn HIIOT, koTopble MOXHO HaWTH B  Tamke
KnowledgeBase/ B pacllakOBAaHHOM apXWBE IIPU MPOLIECCE YCTAHOBKU CHUCTEMBI
(cM. «PyKOBOJCTBO MO YCTAaHOBKEY).

3.12.6 Pabora ¢ rpynnamMu npaBui

Jl1st Toro, yToOBI CO3/1aTh NAaNKy HEOOXOIUMO B JIEBOI OOKOBOI MaHEIN HAXKATh

Ha DJIEMEHT (E (puc.50), mocie yero MosBUTCS MOAaIbHOE OKHO (prc.51), B KOTOpom
CJIeyeT BBECTH Ha3BAaHUE IPYIIIBI U BEIOPATh KATETOPHIO, TIe TpyIna OyAeT co3aaHa.
Cnenyet oOpaTuTh BHUMaHUE HA orpaHrueHue B 250 CUMBOJIOB.

Co3saaHue rpynnbl X

HauMeHoBaHue

Manka

OTMEHUTL Co3sparb

Pucynok 51 — Co3nanue nanku
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Jli1st Toro, 4TOOBI OTPEAAKTUPOBATH NANIKY HEOOXOUMO BBIOPATh MAINKYy B JIEBOU

O0oko0BOM MmaHenu Ha cTpanulle «/padt 3oHa» (puc.50) u HaxaTh Ha Z | nocne 4ero

MOSBUTCS. MOJAQIBHOE OKHO C BO3MOXXHOCTBIO HM3MCHECHHS HAMMCHOBAHUS ITAIKU
(puc.52).

PepnakTupoBaHue rpynnsi X

HauMeHoBaHue

rule123

OTMEeHUTL Pepaktuposarts

PucyHnok 52 — PejakrupoBanue nanku
Jl1st Toro, 4TO0B! YIaUTh MANKy HEOOXOIMMO BBIOPATH MANKY B JIEBO OOKOBOM

na"enu Ha ctpanuie «Jpadt 3ona» (puc.50) m HaXKaTh U . Pe3ynprar oneparuun
O0TOOPA3UTCS B YBEJOMIICHHUSIX.

Cnenyer oOpaTuTh BHUMaHHE, YTO NANKa, BbIOpaHHAsA ISl yYAAJICHHS, JOJIKHA
OBITH ITyCTOM.

3.12.7 Co3nanue mpaBuiia 00OTaleHUs

Jnst Toro, 4ToObl JOOAaBUTH MPaBUJIO OOOTaleHUsS HEOOXOJAUMO MEPEeHTH Ha

CTpaHUIly «AKTHBHBIE TTpaBuiiay Kareropusi «O0oraiieHney» 1 HaxaTh 5= GOERETE ,

MOCJie Yero OTKPOeTCS MOJaIbHOE OKHO (puc.53) ¢ MOAAMHU JJiS 3aIllOJTHEHHS.
ITonsa «Ilome coObiTuA» U «HOBOE mosie COOBITHS» SIBISIIOTCS 00S3aTEILHBIMU IS
3al0JHEHUS.

CospaHue npasuna X

Mone cobbiTHA
MyTb K TAaBNUYHOMY CMNUCKY

Hosoe none cobblTUA

OTMEHUTL Cosparb

Pucynoxk 53 — Jlo0aBJjieHHe HOBOT0 IPaBUJIA 000rallleHUs
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Jns coxpaHeHus mpaBujia HEOOXOAMMO HaXaTh Ha KHOMKY «COXpaHUTHY.
Jlanee mpoucxXoauT BO3BPAT HA pAHEE aKTUBHYIO CTPAHMILY U3 TpyNIbl cTpaHul «ba3a
MpaBUI», HOBBIM CIHCOK JOOABJISETCS B CUCTEMY U, COOTBETCTBEHHO, B TaOIuIly, a
Takke TmosBisieTcs yBeaomiienne «lIpaBuno co3mano ycnemHo» (B ciyyae
HEYCIIEIIHOCTU — yBegomieHue «He ynanock co3nats mpaBuiioy).

B cnyuae, eciii He0OXOMMO BBIMTH U3 PEXKUMa CO3IaHUS, CIEAyEeT HaXKaTh Ha
KHONKY «OTMEHHMTELY WM X, OJIHAKO BCE BBEICHHBIE JAHHBIE OYyT yTEPAHEL.

3.12.8 PepaktupoBanue npaBuiaa o0oranieHus

Jnst TOrO, 4TOOBI OTPEAAKTUPOBATH MPABUIIO O0OTAIIEHHUS], €70 HY>KHO BHIOpATh
M HaXXaTh HAa COOTBETCTBYIOIIYIO KHOMKY B OokoBOM maHenu. [locie Haxatus Ha

(4 PepakTupoBaTb
KHOTIKY OTKphIBaeTCsa OOKOBOE MoAalbHOE OKHO (puc.54), B

KOTOPOM MOKHO OTpenakTupoBath «llyTe k Tabnuunomy cnucky» u «Hooe mose
coObITus». OnHaKo, «llose coOBITUSY SIBISETCS HEU3MEHHBIM TEKCTOBBIM OJIOKOM.

& Mpasuno undefined

Mone cobbliTHA

MyTb K TaBNMYHOMY CNUCKY

etc/lists/345URA X

Hosoe none cobbITUA

123

OTMEHUTL CoxpaHnTs

Pucynok 54 — PeqakTupoBaHue npaBsuJia o0orameHus

3.10.9 Y nanenue mpaBuiia oOOTaneHus

st Toro, 4To0Bl YyIanuTh MPaBUIIO 00OTalEHUs] HEOOXOAUMO BBIOpATh €ro B

1Y%
TablUIe U Haxarb Ha KHONKY O "™  Pesynprar omepauuu OTOGPAsUTCS B

YBCOAOMIICHUAX: <<HpaBI/IJ'IO YCIICUIHO YAAJICHO» WA «He YAAJI10Ch YJAJIUThb IIPABUIIO»
COOTBCTCTBCHHO.
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Cnenyer o0OpaTuTh BHUMAaHHME, 4YTO TMOCHE J00aBIEHUS, YJIAJICHUS WU
peIaKTUPOBaHUs MpaBuUia MOSBUTCS YBEIOMIIEHHE O HEOOXOUMOCTHU MEpe3arpy3uTh
MEHEKEP TUIST MIPUMEHCHUS BHECEHHBIX W3MEHEHH I

I N3MeHeHNsa He ByayT NnpuMeHeHbl 6e3 nepesanycka | C Nepesanycrume | X

Crenyer HaxaTh KHOIKY
«llepesamycTurny.

3.12.10 ITpoBepka npaBun

J{nst Toro, 4TOOKI TPOBEPUTH HAOOP MPABUIL, CYIIECTBYIOIIUNA B CHCTEME, MOKHO
BOCIIOJIB30BaThCA cTpanuiieit «IIposepka mpaBuin» (puc.SS).

J{nst 3TOTO B 1OJIE COOBITHE BBECTH COOBITHE (HAOOp COOBITHIN), KOTOpOE OyaeT
MPOAHAM3UPOBAHO HA OCHOBE CYIIECTBYIOIIETO Ha0opa TMpaBWJI B CHUCTEME.

MpoBepuTb
Jlaniee HEOOXOAUMO Ha)XaThb HAa KHOIKY

MTOCTPOYHO.
B 65oke «Pe3ynbrary nosiBATCS UTOTM 00paOOTKU BBEAECHHOTO COOBITHUS (-Uif).

. Cuctema obpaboTaeT cCOOBITHS

MoxHO 09uCTUTE 0JIOK «COOBITHS» C IIOMOIIBIO JJICMCHTA u] , 4 TAKXKC CKOIIMPOBATHb

pe3yJIbTaT aHalin3a € IIOMOIIBIO 3JICMCHTA E:]
C6pocuts ceccuio MposepuTb
CobbiTne PesynbTtat
Mar 18 12:17:31 server-02-devz sshd[264563]: Accepted password for darkneo from uf CoobuieHus: ]
10.72.144.177 port 53329 ssh2,sshd: authentication success. INFO: (7202): Session initialized with token 'f8075088'

®asa 1: MepeuuHas obpaboTka.

full_log: Mar 18 12:17:31 server-02-devz sshd[264563]: Accepted password for darkneo from 1
0.72.144.177 port 53329 ssh2,sshd: authentication success.

hostname: server-02-devz

program_name: sshd

timestamp: Mar 18 12:17:31

®asa 2: Hopmanusayms.
name: sshd
parent: sshd
dstuser: darkneo
srcip: 10.72.144.177
srcport: 53329

®asa 3: Koppensauyua.
level: 3
mitre.id: [ T1078,71021]
mitre.tactic: [ Defense Evasion,Persistence,Privilege Escalation,Initial Access,Lateral Movemen
t]
mitre.technique: [ Valid Accounts,Remote Services ]
description: sshd: authentication success.
firedtimes: 1
gdpr:[1V_32.2]
gpg13:[7.1,7.2]
groups: [ syslog,sshd,authentication_success ]
hipaa: [ 164.312.b ]
id: 5715
mail: false
nist_800_53: [ AU.14,AC.7 ]
pci_dss:[10.2.5]
tsc: [ CC6.8,CC7.2,CC7.3]

WHUMAEHT He creHepuposaH

Pucynok 55 — Crpannna «IIpoBepka npaBui»

CrnemyeTt 0OpaTUTh BHUMAHUE, YTO MIPU IMEPBOM 3aIpoce Ha 00pabOTKy COOBITHS
cosgaercs ceccusd. CeccuM — 3TO M30JMPOBAHHBIE CpEAbl I TECTUPOBAHMS
AJIEMEHTOB 0a3bl MpaBwil. B pamMkax oHON ceccUM COXpaHSETCS UCTOPUS COOBITHH U
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KOJIMYECTBO CpadaThIBaHUM MpaBuUi, YTO OOECHEUYMBAET KOPPEISIUIO COOBITUU U,
COOTBETCTBEHHO, MPOBEPKY BATUAHOCTH MPABUI KOPPEIISIIUU.

CobbiTne

Mar 27 12:50:57 log-ubuntu sshd[1872939]: Connection reset by invalid user dkapc
10.72.144.146 port 63273 [preauth]
Mar 27 12:50:57 log-ubuntu sshd[1872939]: Connection reset by invalid user dkapc
10.72.144.146 port 63273 [preauth]
Mar 27 12:50:57 log-ubuntu sshd[1872939]: Connection reset by invalid user dkapc
10.72.144.146 port 63273 [preauth]
Mar 27 12:50:57 log-ubuntu sshd[1872939]: Connection reset by invalid user dkapc
10.72.144.146 port 63273 [preauth]
Mar 27 12:50:57 log-ubuntu sshd[1872939]: Connection reset by invalid user dkapc
10.72.144.146 port 63273 [preauth]
Mar 27 12:50:57 log-ubuntu sshd[1872939]: Connection reset by invalid user dkapc
10.72.144.146 port 63273 [preauth]
Mar 27 12:50:57 log-ubuntu sshd[1872939]: Connection reset by invalid user dkapc
10.72.144.146 port 63273 [preauth]
Mar 27 12:50:57 log-ubuntu sshd[1872939]: Connection reset by invalid user dkapc
10.72.144.146 port 63273 [preauth]
Mar 27 12:50:57 log-ubuntu sshd[1872939]: Connection reset by invalid user dkapc
10.72.144.146 port 63273 [preauth]

CBpocuTb ceccuio Mposeputb

Pesynbrar
e s £ 1t e s e
mitre.technique: [ Password Guessing,SSH ] (]
description: sshd: Attempt to login using a non-existent user
firedtimes: 7
qgdpr: [IV_35.7.d,IV_32.2]
gpg13:[7.1]
groups: [ syslog,sshd,authentication_failed,invalid_login ]
hipaa: [ 164.312.b ]
id: 5710
mail: false
nist_800_53: [ AU.14,AC.7,AU.6 ]
pei_dss: [10.2.4,10.2.5,10.6.1]
tsc: [ CC6.1,CC6.8,CC7.2,CC7.3]

VHUMAEHT He creHepupoBaH

®asa 1: MepsuyHan obpaboTka.

full_log: Mar 27 12:50:57 log-ubuntu sshd[1872939]: Connection reset by invalid user dkapc 10.
72.144.146 port 63273 [preauth]

hostname: log-ubuntu

program_name: sshd

timestamp: Mar 27 12:50:57

®asa 2: Hopmanusauus.
name: sshd
parent: sshd
dstuser: dkapc
srcip: 10.72.144.146
srcport: 63273

®asa 3: Koppenauus.
level: 10
mitre.id: [ T1110 ]
mitre.tactic: [ Credential Access |
mitre.technique: [ Brute Force ]
description: sshd: brute force trying to get access to the system. Non existent user.
firedtimes: 1
frequency: 8
qgdpr: [IV_35.7.d,IV_32.2]
groups: [ syslog,sshd,authentication_failures ]
hipaa: [ 164.312.b ]
id: 5712
mail: false
nist_800_53: [ S1.4,AU.14,AC.7 ]
pci_dss: [11.4,10.2.4,10.2.5 ]
tsc: [ CC6.1,CC6.8,CC7.2,CC7.3]

VIHUMAIEHT CreHepupoBaH

Pucynok 56 — IlpoBepka npaBuJi ¢ koppeasiuueil coObITHI

Kak BuaHO U3 pucynka 56, Ob110 3apUKCHUPOBAHO OMpPEAEICHHOE KOIUYECTBO
HEYJA4YHBIX IMOMNBITOK BXOAA B CUCTEMY IIOJ OAHUM II0Jb30BATEIEM, U Ha OCHOBE
MIPOBEJICHHON KOPPEIISIIIUU COOBITUI cucTeMa cpopMupoBalia MHIKUICHT Tumna [Brute
Force].

Jns  toro, 4ToObl COpPOCUTH CECCHI0 HEOOXOAMMO HaXKaTh KHOIIKY

Cbpocutb ceccuto
aM00 OHa 3aKpOoeTcs aBTOMATHUYECKU IO MPOLIECTBUIO 15 MHHYT

Oe3encTBus.

3.13 UuTtepdetic pa3aena «HacTpoiiku cuCTEMBI»

Jns rpynmnsl ctpanunl «HacTpoliku cucteMbDy MpeacTaBlieH GyHKIIMOHAN ISt
paboThl C MOJIb30BATENSMH, POJISIMHU, JIUIIEH3UPOBAHUEM, MHTErPALMSMHU, a TaK¥kKe
HacTpoviku uHTerpaiuu ¢ SOAR-cucTemMoil, MOYTOBOM PACCBUIKM M HACTPOMKa
YBEIOMJICHHM.
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3.13.1 Crpanuna «YnpalieHHE TOJIb30BATEIIMI)

Crtpanunia mpeaHa3HadeHa JJi1 paOOThl C TMOJB30BATEISIMU M HMX POJISIMHU.
Crtpanuna «YupaieHHE TTOIb30BaATEIISIMI» UMEET KaTerOPHH:

- ITonw30BaTenu;

- Ponu;

- HNnTerpanun.

Pabouas o6nacte kareropun «llonp3oBaTenuy» pas3jeneHa Ha JBE YaCTH: JieBast
4acTh MpPEJCTaBIsIET COOOM CHNHCOK C TOJb30BATENsIMU, MpaBas — TaOnuIly C
nojapooHON wHOpMaIMer o BBIOpaHHOM ToJb30Barene. [IpaBas maHenp 1O
YMOJIYAHUIO OTOOpakaeTcs B CBEPHYTOM BHU/JIE, HO MOKET Pa3BOPAYMBATHCS HAXKATUEM
HA COOTBETCTBYIOIIUN JJIEMEHT.

JIs KaXk10r0 MOJB30BaTENs B CIIMCKE YKa3aH HA0Op mapaMeTpoB:

- Craryc;

- HMwms monb3oBaTens;

- DdUO;

- DIIEKTPOHHAS TTOYTA;

- Pons.

[lanenb UHCTPYMEHTOB COJIEPKUT KHOTIKHU:

 CO3/ATE. _ 119 permeTpaniy HOBOTO OMIb30BATENS. BPYUHYIO;

O Ypanutb
— HJIA y,[[aﬂeHHH I10JIB30BAaTCJIIsA prqHYIO.

Pabouast o6nacte kateropun «Poim» Tak e pasjielieHa Ha JIBE YacTH: JieBast
4acTh MPEJCTABISIET COOOM CHUCOK C POJSIMH, MpaBas — TaOJIUIly € MOAPOOHOMU
uH@opmaiet o BeIOpanHOM posu. [IpaBas maHenb 1Mo yMOJYaHUIO OTOOpaKkaeTcsl B
CBEpDHYTOM BHJIE, HO MOXKET pa3BOPAUYMBATHCS HAXKATUEM HA COOTBETCTBYIOIIUI
AJIEMEHT.

Jns kaxkJ10M poJid B CIIUCKE YKa3aH HAOOp MmapaMeTpoB:

- Hanmenosanue;

- Onncanue.

[lanenb UHCTPYMEHTOB COJIEPKUT KHOTIKHU:

+ Cospate _ g PETUCTPALIMY HOBOW POJIM MOJIb30BATEIIEM;

O Ypanutb
— JIA y,[[aﬂeHHH pOHH.

PabGouast oOnacte kareropuu «MHTErpanum» npeacTaBiseT coOOW CIUCOK CO
BCEMU UHTETPaIUsIMHU.
[lanenb UHCTPYMEHTOB COJIEPKUT KHOTIKHU:

Cospath UHTErPAUM®. _ g co3maHMs HOBOW MHTETPALHH.

3.13.2 Crpanuna «JInneH3upoBaHnue»

Ha ctpanuue «JIunensupoBanuey npecraBieH (yHKIMOHAI, TO3BOJSIONINN
npocMaTpuBath UHGOPMAIKIO O JuleH3uu (puc.57). UHCTpyKius 1mo 100aBICHUIO
JUIIEH3UU ONKcaHa B PyKOBOJICTBE MO YCTaHOBKE.
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JlnueHsnposaHmne

He nuueHanpoeaHo [aHHble OTCYTCTBYOT 7e6b76e62667b... [ [aHHble OTCYTCTBYIOT

Mocne 3aseplIeHns Cpoka AeNCTBUA NNLEH3UN YaCTUYHO OFPaHNYUTCA AOCTYN K QYHKLUMOHANY CUCTEMbI.
CmotpeTb nogpobHee B pykosoacTee Monb3osarens

O¢pdnaitH akTuBaumna v

Pucynok 57 — Crpanuua «JInnensupopanue»

3.13.4 Crpanuna «/lonoaHATENbHBIE HACTPOUKI

Ha crpanune «/lononHuTenbHbIE HACTPOUKMW» MPECTaBICH (PYyHKIIMOHAN IO
HaCTPONKaM CUCTEMBI, BEIXOJIAIINM 32 paMKHU paOOThI C MOJIB30BATEISIMUA U POJISIMU, a
TAKXK€ JIMIEH3UPOBAaHUS MPOAYKTA: HacTporka uHTerpauuu ¢ SOAR-cucrtemoil u
MOYTOBOM PACCHUIKH, a TAKXKE HACTpOHKa yBeAOMIIeHUH (puc. 58).

YnpagneHue nonb3osaTeNnamMu JvyeHsnposaHue [LononHutensHble HaCTPONKU

[ononHuTenbHble HaCTPOMKM

SOAR v
MoyTosan paccbinka v

HacTpoika yseaoMneHni v

PucyHnok 58 — biioku 1J1s1 10N0JTHUTEILHBIX HACTPOEK
3.14 Pabota ¢ HacTpoHKaMu CHCTEMBI

3.14.1 Co3naHue OJIL30BaTENA

JIas co3maHus HOBOIO IOJB30BATENs HaXkaTh HAa KHOIKY - Cospath| o

kareropum «Ilonp3oBarenm». I1ocie 3TOro MOsIBUTCS MOAATBHOE OKHO C IOJISIMU IS
BBOAa HHpopmaiuu (puc.59).

[Tons «Mmsa monwp3oBatens», «llaponby, «Pamunus», «Umsa», «OTdecTBOY,
«neKTpoHHas mouTa» U «PoJib» SABISIOTCS 00s13aTeNbHBIMU JIJIs1 3aTI0JTHEHUSL.

MuHuMaIbHOE KOIMYECTBO CHUMBOJOB B moiie «llapoms» — 10, Bkimrouas
JATUHCKUE 3arjlaBHble M CTPOYHBbIE OYKBbI, IU(PHI U CHEUUATbHBIE CHUMBOJIBI
|@#$%"&*()_+. M0oXHO BOCHOJIb30BaThCSA (DYHKIMEH IS TeHEpaIuy MapoJis, IS
3TOr0 HEOOXOJMMO HAXKATh Ha dIIeMEHT ! eHepaunanapens o yMogaHuio 3HAYECHHE
nonst «ITaposb» BUAHO, HO €r0 MOKHO CKPBITh HAXKaTHEM HA 3JIEMEHT

[Tone «Mms mnonp30BaTeNs» MOXET colAepXKaTb LUQPPHI, 3arjiaBHbIE U
MPOMUCHBIE OYKBBI, @ TAXKE CUMBOJIBI «_», «-».
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Cratyc

HeakTuseH
[lonp30BaTeno MOXKHO IIPHUCBOUThL CTAaTyC AKTHMBHOCTH

Ecmu 3agan craryc @ Aaveer | op30BaTENH MOXET aBTOPHU30BATHCSI B CUCTEME U
UMETh JIOCTYI K MHTEep(]EiiCy B COOTBETCTBUU C BBIJAHHBIMU €My IpUBUWIErusiMu. B

Cly4yae €ClIM 3aJaH CTaTycC HeakTueeH |y 110J1p30BATENSl OTCYTCTBYET JOCTYI K
CUCTEME.

Cnenyer o0OpaTUTh BHUMAaHHE, 4YTO HENb3sl JACAKTUBUPOBATH CUCTEMHOTO
MOJIK30BATENsI C poibio « CynepaiMUHUCTPATOP.

st coxpaHeHus HOBOTO MOJIb30BaTENsl HY’KHO HaXKaTh Ha KHOMKY «C03/1aThy.
Ecnu nonp3oBaTenb He MOTBEPKIAET CBOE IEUCTBUE, HAXKAB HAa KHONKY « OTMEHUTHY,

WJIY 3aKPBIBAET OKHO X, HECOXpPAHEHHBIE JaHHbIE OYIyT YTEPSHBI.

Co3spaHune nonb3oBartens X

Craryc
HeakTueeH

MMaA nons3sosartens TenedoH
damunus Opranusayma
Nms Otaen
OTyecrso JonxHocTb
AneKTPoHHan noyta Pykosoautens

MNapone R, leHepauws napons Pone

f‘v')’lHvai‘,“.’ 10 cvMBONOB, BKMOYAA NaTUHCKWE 3arnasHble WU CTPpOYHbIE
6yKBbl, UMdPLI U cneunanbHsle cuMeonbl |@#§%M&*()_+.

OTMEeHUTb Cospatb

Pucynok 59 — Co3ganmne HOBOIO NOJIb30BaTeJIs

3.14.2 PemakTupoBaHuEe NOJIb30BATENS

Jns penaktupoBaHus MH(OpPMaLMKM O MOJB30BaTEIE HEOOXOAMMO Ha)XaThb Ha
KHOMKY «PenaktupoBaTh» B Tabnuile ¢ nmoapoOHON MH(pOpMAILUE O MOJIb30BaTElIE.
[Ipu HaxxaTuM Ha HEEe OTKPHIBAETCA OOKOBOE MOJAIbHOE OKHO, B KOTOPOM IOJS C
TEKCTOBOM MH(OpMaIMeit CTaHyT AJOCTYIHBIMHU JIJIsi U3MeHeHus (puc. 60).
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&~ PepakTupoBaHue nonb3osatens: test_97190

damunug

regreg
msa

wiwef

OTtuecTBO

wefwef
3NEKTPOHHAas NoyTa

wefwf@mail.ru
TenedoH

wefwef

Opranunsauus

wefwef

Ortpen

erg

LomKHOCTL

wefwef
Pykosogurens

wefwef

Ponb

Craryc
AKTUBEH

Mapone R, MeHepayus naponsa

MuHUMYM 10 CMMBONOB, BKIKOYAA NATUHCKWE 3arNasHble U CTpouHble GYKsbl, UWdpsl U cneyuansHble
CUMBONLI |@#$%NE&*()_+.

OTMEHUTL

Pucynok 60 — PegakTupoBanue moJib30BarteJst

Jns coxpaHeHus M3MEHEHNH HYKHO HaXkaTb Ha KHONKY «Coxpanutb». Ecin
IIOJIB30BATENb HE MOATBEP/KIAET CBOE AEUCTBUE WIM HAXKUMAET KHONKY « OTMEHUTHY,
BCE JIaHHBIE OCTAIOTCSI HEN3MEHHBIMU.

Cnenyer oOpaTuTh BHUMAaHHE, YTO MOKHO M3MEHHUTh MApOJIb YUETHON 3alHCH:
IUIsL 3TOTO CJIeyeT BBECTH WJIM CT€HEpUPOBaTh HOBBIM HA0Op CHUMBOJOB B MOJE
«ITaposb» 1 COXpaHUTh BHECEHHBIE N3MEHEHUS.
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3.14.3 Y najenne noab3oBaTens

I[J'If[ YAaJICHHA IMOJIb30BaTCIIA HGO6XOI[I/IMO BBI6paTB ITOJB30BATCIIA U3 CIIMCKA U
HaXaTb Ha KHOIIKY C COOTBCTCTBYIOIIMM HA3BAHHCM. HpI/I HaXaTHUM Ha KHOIIKY

O Ypanutb .
BCIIJIBIBACT MOJAJBbHOC OKHO IJIs1 HOI[TBep)KI[eHI/IH JACUCTBUA. B Cnyqae

MOATBEPKIAEHUSL JIEUCTBHSL BBIOPAHHBINA I0JIb30BATENb YAAISIETCS, B MPOTUBHOM
CJIy4ae — BCE JaHHBIE OCTAIOTCSI HEN3MEHHBIMH.

Cnenyer oOpaTuTh BHUMAHUE YTO, €CIU IOJIb30BATENIb XOTh pa3 3aXOAWi B
CUCTEMY, €r0 HEJIb3s YAAIUTh.

3.14.4 Co3zpnanue ponu

[Ipu pasepteiBanuu NT SIEM (cm. PykoBoacTBO MO  yCTaHOBKE)
ABTOMATHUYECKH CO3JAETCA YUYETHAs 3alKCh, UMEIONIas BCE BO3MOXKHBIE MPUBUIIETHH.
DTy y4eTHYIO 3alUCh HEBO3MOXKHO 3a010KUpoBaTh win yaanuth (IIpunoxenne A).

B cucreme peanuzoBaHa poseBas MOJENb YINPaBIEHUS JOCTYIOM ¢ Ha0OpOM
CTaHJAPTHBIX poiieir «Anmunuctparop» u «Oneparop» ([Ipunoxenue A). Kaxnas
pOJIb COAEPKUT HAO0Op NPUBWIECTUN, KOTOPBIE OMNPEACNSIOT JOCTYHHBIE st
[Tonwp3oBaTens pa3aensl UHTEpQeEca U onepaluu B CUCTEME.

CranpaptHas pojib «AJIMUHUCTPATOP» MUMEET HaOOp MpUBHIETHM: padoTa C
namoopaaMu, padoTa ¢ MHIUJEHTaM#, COOBITUAMU, 0a301 MpaBUil, BHITPY3Ka OTUYETA,
MPOCMOTP JIMYHOTO NMPOGUIIA U 3arpy3Ka SKCIUTYyaTallMOHHON JOKYMEHTAIIUH.

CranmaptHas ponb «Omeparop» wuMeeT HaOOp mnpuBUIEruil: padora c
namoopaaMu, paboTa C MHIUJECHTAMH, COOBITUSMH, BBITPY3Ka OTYETa, MPOCMOTP
JUYHOTO PO U 3arpy3Ka IKCIUTYaTallMOHHOW TOKYMEHTAIIUH.

B cnyuae, ecnu cTaHIapTHBIX poJed HEAOCTATOYHO JISl BHIMIOJHEHUS pabounx
3a/1a4, MOXKHO CO3/1aTh HOBYIO POJib. /{7151 co3manusi HOBOM poJi HEOOXOAMMO HAXKaTh

Ha KHONKy © CO%A%™® ma crpanuue «Pomm». Jlaee MOSBATCS MOZAIBHOE OKHO

(puc.61), B KOTOpOM HEOOXOAMMO BBECTH JaHHble B mojsi «HaumMmeHoBaHue» u
«Omnucanue», a Takke B packpsiBatomiemcsi ciucke «lIpuBunerun» BboIOpaTh HAOOP
npaB ans co3gaBaemoit ponu ([lpunoxenue A). [lone «HaumenoBanue» u «Bpioop
MIPUBUIIETUI HE MOTYT OBITh MYCTHIMHU.
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CospaHue ponu X

HauMeHoBaHWe
Bbi6op npusuneruit

OnucaHue

OTMeHUTb Cospats

Pucynok 61 — Co3nanue posn
Jns coxpaHeHHs: HOBOM pOJM HYKHO HaxkaThb Ha KHONKY «Co3mateb». Ecnum
MOJIb30BATEIIb HE TOATBEPKIAECT CBOE JEUCTBUE, HAKUMAET KHONKY «OTMEHUTHY WIIH

3aKpBIBAET OKHO X, HECOXPAHEHHbIE IaHHbIE OYyT yTEPSHBI.

3.14.5 PenaktupoBaHue ponu

Jns penaktupoBaHus UHPOPMAIMU O POJIM HEOOXOAMMO Ha)KaTh HA KHOMKY
«PenaktupoBaThy B TaOIMIlE C TOAPOOHON HHPOPMAIIKE, TOSIBUTCS MOJIaIbHOE OKHO
Y TIOJISl CTAHYT JAOCTYIHBIMHU JIJIsl U3MEHEHHUs (puc. 62).
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< PepnakTupoBaHue ponu: AQMUHUCTPaTOP

HaumeHosaHue

AOMUHKUCTPATOP

OnucaHue

CTaHpapTHas ponb agMUHUCTPaTopa

Mpusuneruu
FIpOCMOTP MHUMARHTOB X MPOCMOTP UCTOPHH MHLUMABHTOB X YnpasneHue MHUMAeHTamu X
Ynpagnenue oTBeTCTEeHHbIMH X yaanexwe HHUuMaeHTos X
Yynpasnexue coBbITHAMM CBA3AHHBIMKM C MHUMABHTAMH X MpocMOTP KOMMEHTapues X
OobasneHne xoMmeHTapues X M3MeHeHue KoMMeHTapues X Yaanewue xoMMeHTapues X
FpocMOTP COBbITHR X CkayusaHue cobbiTwit X MpoCMOTP CNHUCKOB 3anpocoB X
PatoTa co CNKCKaMu 3anpocoe X CxayuMBaHKe CNUCKOB 3anpocos X
BO3MOXHOCTb A@NUTLCA CNUCKaMu X MpocmoTp akTHeoB X YNpaenexue akTueamu X
yaanexue akTweos X MpocMoTp Ga3wl NPaBun B cucteme X
fipocMoTp Gasel Npasun B Apa@T 3oHe X ynpaenexxe 6a3oit npasun B ApagT 30He X
yaanesve aneMenTa 0a3sl NPaBun 8 ApadT 3oHe X MNepesarpyska meHenxepa X
MMnopT/akcnopT Ba3sl 3HanuiA X Ynpasnexsue COCTORHMEM NPaBun B cucTeme X

fpoeepka npaeun X Brirpy3ka otyera X Ynpaenexwue nonb3oBaTensckuMu gawoopaamu X

OTMeHUTb
PucyHnok 62 — PegakTupoBanue poJin

Jns coxpaHeHus M3MEHEHNH HYKHO HaXkaTb Ha KHONKY «Coxpanutbh». Ecin
IIOJIB30BATENb HE NMOATBEPKAAECT CBOE JEHCTBHUE, Ha)XaB KHONKY «OTMEHHUTBH», BCE
JAHHBIE OCTAIOTCSI HEU3MEHHBIMU.

3.14.6 Y nanenue posu

Jns ynanenus poiau He0OX0AUMO BEIOPATh POJIb U3 CIIMCKA U HAXaTh Ha KHOMIKY

0 Ypanutb
C COOTBCTCTBYIOH_H/IM Ha3BaAHHUCM. HpI/I Ha)>XaTuHu Ha KHOHKy BCILJIIBIBACT

MOJaTbHOE OKHO JIJIsl HOJITBEPKICHUS IeUCTBUA. B ciydae moaTBepkaeHus 1eicTBus
BbIOpaHHAas pOJb YyJaisieTcs, B MNPOTUBHOM CIlyda€ — BCE JaHHBIE OCTarOTCs
HEU3MEHHBIMH.
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NI
3.14.7 Pabota ¢ uHTErpaniusiMu

JI51st TOro, YTOOBI CO37aTh MHTETPAINIO CIIEAyeT HaKaThp o CO%AaTeuHTerpaumo. - g

MOSBUBIIEMCSI MOJAJbHOM OKHE 3amoiaHuTh mons «HammeHoBanme» m «JlaTta
OKOHYaHHS JeUCTBUI» (pHC.63):

Co3faHune MHTerpaumm X

HanmeHoBaHue

Jlata OKOHYaHUA AeUCTBUA

OTMEHUTL Cospars

Pucynok 63 — Co3nanne nHTErpanuu
[Ipn HaxkaTuu Ha mone «Jlara OKOHYaHHUS EUCTBUS» MOSBUTCA KaJ€HIAph C
BO3MOKHOCTBIO BbIOOpa mathl (puc.64). Ilocme Toro, kak BBHIOpaHHBIM CPOK HMCTEK
TOKEH CTAHET HEAKTYaJIbHBIM, U, COOTBETCTBEHHO, UHTETPAllUsl C CUCTEMOM CTAHET
HEBO3MOXXHOM:

Nepuon pencTemA < CeHTabpb 2025 bl

() uepesirop
() uepes 3 ropa
() uepes5 ner

() u4epes 10 ner
15 16 17 18 19

OnpepeneHHas para 22 23 24 25 26

29 30

Pucynok 64 — Kasiennaps ans Bb100pa nepuojaa
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Jns penaktupoBanus MHPOpMAIIMU 00 UHTErPAIMU HEOOXOAUMO HAXKATh ,
MOSIBUTCSI MOJAIbHOE OKHO U TIOJISI CTAaHYT TOCTYIHBIMU JIJIs1 U3MeHEeHus (puc.65).

&« PepakTupoBaHue uHterpauumn: TEST
HaumerosaHue
TEST

[lata OKOHYaHUA AelcTBUA

2025-09-04

OTMEHUTL CoxpaHuTb

Pucynok 65 — Kasennaps a5 Bb10Opa nepuojaa
JInst coxpaHeHUss HOBOW MHTETPALMKM HY>KHO Ha)XaTh HAa KHONKY « COXPAaHUTHY.
Ecnu nmonb3oBaTens HE MOATBEPKIAET CBOE AEHUCTBUE, HAXKAB KHONMKY «OTMEHUTHY
Wi €, TO HECOXPAaHEHHEIE JaHHBIE OYIyT yTEPSHEL ~
Jid ynaneHuss MHTErpauuu CIeayeT BOCHOJIb30BATHCS JJIEMEHTOM U, a nna

3.14.8 Pabora ¢ nuiieH3uei

IIpu passepteiBanuu NT SIEM, Ilonb3oBatens AOKEH aKTUBUPOBATh
JULEH3UIO JIs MOJYyYEeHUS JOCTYyIa K cucteMme (cM. PyKoBOJCTBO MO YyCTaHOBKE):

- B cnydae moONOXUTENBHOTO pe3ylbTara, MOJIb30BATENI0 CTAHOBUTCS
JIOCTYTIEH BE€Ch (PYHKIIMOHAJI CUCTEMBI B COOTBETCTBHUHU C €0 POJIBIO;

- B cmnywae oTpunarenbHoro pesylbTaTa, IOJb30BaTEIb MOJy4aeT
OTPAaHUYCHHBINA TOCTYM K CUCTEME.

B cnyuae, xoraa cpok JIMIIEH3UM BBINIENT W JIUIEH3Us HE ObUla MPOJJICHA,
pa3pabOTYMK OCTABIAET 3a cOOOM mpaBo orpaHnyuTh (GyHkMoHanbHOCT, NT SIEM
MIPU OTCYTCTBUU Y TIOJIb30BATEIISI AKTUBHOM JIUIICH3UH.

B ciyuae, korja nunieH3us Obuia IpoJijieHa, BECh (PYHKIIMOHAT CUCTEMBI OyIeT
JOCTYTIEH MOJIb30BaTENSAM B COOTBETCTBUH C UX POJISIMHU.

Cnenyer oOpaTuThb BHUMaHHE, 4YTO TMPU HU3MEHEHHH KOH(UTypalluu,
HEO00XO0IMMO OOHOBJICHUE JIMIIEH3UH, JIJISL ATOTO CJIEAYET OOpATUTHCS K MOCTABIIUKY
MIPOrPaAaMMHOTO 00ECTICUCHHS.
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3.14.9 Unurterpanus ¢ SOAR-cucremoit

NI

&
o

Jns unrerpanuu ¢ SOAR-cuctemoil B cCOOTBETCTBYIOIIEM OJioke (puc.66) Ha

CTpaHUIC MMPCACTABJICHBI ITOJIA, KOTOPBIC JOCTYIIHBI IJId PCAAKTUPOBAHUS.

B none «URL» cneayer BBect IP-anpec SOAR-cucremsl, B KOTOpyro OyayT

nepenaBaTbesl TaHHble. B mone «TokeH» BBECTH TOKEH, MOIYYaeMbId OT BIAJEIbLA
SOAR-cucremsl cooTBETCTBEHHO. B mone «HanmeHnoBaHue opranuzanumn» Ciaeayer
BBECTH Ha3BAHUE MPEANPUATHS, B KOTOPOM yCTaHOBJEHA cuctema. B mone «I 'pynma
CIEQYyEeT NMPUCBOUTH TPYyNNy, I IMOJYy4Ya€MbIX 3HAYEHHM, HAIPUMEDP, UHUUJICHTHI
000 «Kowmmnanwusly».

3anonHenne nojiert «URLy», «Token», «HammeHoBaHuwe opraHuzanuu» u

«I"pynmay» SBISAIOTCS 00s3aTEIbHBIMU.

SOAR

URL

string

TokeH

string

HavnMeHoBaHue opraHusauun

string

Mpynna
string

OTnpasKka UHUWAEHTOB
Bknoyexo

KOHCTPYKTOP CONOCTaBNEHUA YPOBHEN UHLIMAEHTOB

Hunakunin string
CpepHui string

Bbicokun string

CoxpaunTtb

Pucynok 66 — baok «<SOAR»

I[J'If[ TOrO, YTOOBI HaCTPpOUTb, KaKHC JaHHBIC

nepeaBath,

cienyet

HCIIOJIB30BATh IICPCKIHOYATCIN ((OTHpaBKa HWHIWICHTOB», AJIA 2TOTO HGO6XOI[I/IMO

IIOMCHATH COCTOAHHUC HA IICPCKIIOYATCIIC HA «BxiroueHO»:

OTnpasKka UHUWAEHTOB

Bknwo4vyeHo

PucyHok 67 — AKTHBHBII nepekiaovareb «OTnpaBKka HHIMIEHTOBY»

B cucreme NT SIEM ectp 3 ypoBHSI MHIHMAECHTA: HU3KHUM, CPEAHUN U BBICOKUH,

B To BpeMmss kak B SOAR-cucTeMe MOKET HCIOIB30BaThCSA Apyras cucrema

KJaccupuKauu MHIUACHTOB. /s conoctaBienus yposHeld nniuaenToB NT SIEM u
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SOAR-cucremsl, cieayeT BOCMOIL30BaThCA 0J1I0KOM «KOHCTPYKTOP COMOCTaBICHUS
YPOBHEH HHIIMACHTOBY», IJie HEOOXOJUMO BBECTH PEJICBAHTHBIC 3HAUEHUS YPOBHEH
nHnuaeHToB SOAR-cuctembl. UHpopmaluio HE0OXOAUMO MOIYUYUTh y BIaJeiblia
SOAR-cucremsi.

Jnst coxpaHeHUs U3MEHEHUM HEeOOXOJMMO HakaTh Ha KHOMKY «COXpaHUTHY.
Bce u3sMeHeHus npUHUMAIOTCSI CUCTEMOU €IMHOBPEMEHHO.

3.14.10 Peanu3zanusi moYTOBOM paCCHUIKH

J{ns peanu3zanyu MoYTOBOM pacChUIKK B COOTBETCTBYIOIIEM OJIOKE HA CTPAHUIIE
MIPECTABIICHBI MOJIs, KOTOPbIE JOCTYIHBI JIJIsl peAaKTUpoBaHus (puc. 68).

B mone «Mcxopdmas mouyta» BBOJIUTCS IOYTa OTIpaBUTENs, a B «Jlorun
UCXOJISIIEH MOUTh» YKa3bIBAETCS JIOTUH JIJI1 aBTOPU3AIIMU HA UCXOJSUTYIO MOYTY.

Cnenyer oOpaTuTh BHHMMaHUE, 4YTO 3amojHeHue mnoss «JloruH ucxopsmiei
MOYTHI» 3aBHCUT OT BHa MOYTOBOIrO cepBepa. Hampumep, eciu MOYTOBBIM CEPBHUC
Mail.ru, To B JIorMHE HEOOXOJUMO YyKa3aTh UMs AJIEKTPOHHOIO SILIUKA, 3HAYOK «(@»
cobauku u noMeH: somebody@mail.ru. A ecnu mouyToBbIM cepBUC SHAEKC, TO B
JIOTUHE HEOOXOIUMO yKa3aTh UM AJIEKTPOHHOTO fAllIMKa 0e3 3Hauka «(@» U JOMEH:
somebody (0e3 «@yandex.ru»).
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[MoyTOoBan pacchlnka ~

Wcxopsawas noura

test@ntec.by

TNoruk uexoasaiLen noyTs

test@ntec.by

Maponb oT UcxoanLeit NoYTs!

SMTP-cepsep Ucxoaawen NnoYTsl

ms2.g-cloud.by

Mopr
465

OTnpasKa paccbiNku
() BkntoyeHo

MouTel Nonyyarenen UHGOPMaLUM O COCTOSHUU CUCTEMbI

test@ntec.by
MoyTbl Nonyyarenen UHLUAEHTOB
test@ntec.by,test1@ntec.by
YDOBEHI: KPUTUYHOCTU NepefaBaeMbliX UHUUOEHTOB

Huskun
CpeaHuit
Bbicokuit

Bpema nocnegHen nonbiTku: 2025-02-04 11:52:12
Craryc: OK

CoxpaHuuTb

Pucynok 68 — biiok «IloutoBasi paccblika»

B mnone «Ilapons OT wHCXOASIIEH NOYTHDY BBOJAMUTCSA MApPOJb OT MOYTHI
oTnpaBuTens, a B nojisix «SMTP-cepeep ucxoasuen nouts» U «IlopT» yka3biBaeTcs
aapec unu umsi SMTP-cepBepa u mopT, KOTOpbI OyJeT HCHOJIb30BATHCS st
MOJKJIFOYEHHS K CEPBEPY U OTIPABKH JIEKTPOHHBIX MUCEM COOTBETCTBEHHO.

B none «Iloutsl nonyyaTeneit uHGpOpMaIUU O COCTOSIHUU CUCTEMBD) BBOJSITCS
ANIEKTPOHHBIE ajpeca moiydyaTesneil, KOTOPbIX HE0OOXOIUMO YBEJOMUTh O COCTOSIHUU
CUCTEMBI U TP MIPEBBIIIIEHUN JIMIMUTOB CBOOOTHOTO MPOCTPAHCTBA HA )KECTKOM JIUCKE,
a B noJie «ITouTsl moyyarenei MHIUACHTOBY — 00 MHIKUAEHTAX. [104Thl B ATUX MOJAX
MOryT nyonupoBaThes. [IpoBepka cOCTOSHHS CHUCTEMbI MPOU3BOAMUTCS pa3 B 60
CEeKyH/]I, B Clly4ya€ BO3HUKHOBEHUS HEIOJAJ0K, OTIIPABUTCA NMCbMO Ha yKa3aHHbBIE B
nosie «Iloutel monyuyateneit UHPOpPMAIIUU O COCTOSIHUU CUCTEMBD» ajpeca. Crenyer
oOpaTuTh BHHMAaHHE, 4YTO B TMOJSAX C TMOYTAaMH TMOJydyaTeled MepedrciIeHue
AJIEKTPOHHBIX MOYT MOJIy4YaTeJIe MPOUCXOAUT YEPE3 3aAIATYIO.

st Toro, 4TOOBI IEaKTUBUPOBATH MOYTOBYIO PACCHUIKY HEOOXOIUMO U3MEHUTH
COCTOSIHUE TIepeKiiroyaTens Ha «BoeikiroueHo» (puc.69):
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OTnpaBka paccblinku
BbiknwoyeHo

Pucynok 69 — Ilepexkirouaresb «OTnpaBka paccblIKN»

Takxe HeoOXoAMMO BbIOpPAaTh «YPOBEHb KPUTUYHOCTH IE€pEIaBaEMbIX
MHLUJEHTOBY, KOTOpbIe OyAYyT pacchllaThCs Ha 3JIEKTPOHHBIE a/ipeca, yKa3aHHbIE B
nosie «Iloutel momyyareneit ”HUUAEHTOB». [1o yMonuanuio BeIOpaHbl BCE YPOBHU.

Cnenyer oOpaTUThb BHMMaHHWE, YTO MOJs, NMpeACTaBiIeHHble Ha pUcyHke 70,
ABJISIFOTCSL 00513aTEIBHBIMU JIJIS1 3aII0THEHUSI.

Wcxopauwan nouta

test

NoruH ncxopswen NoyTsl

Maponb OT MCXOARLWER NOYTbI

SMTP-cepBep ucxoasaLLen NoYTsl

MNopt

Pucynok 70 — Yactsp 610ka «IlouToBasi paccblika»

JUist coxpaHeHus U3MEHEHU HEOO0XOIUMO Ha)xaThb Ha KHONKY «COXpaHUTBHY.
Bce n3MeHeHus: NpuHUMAKOTCSl CUCTEMON €IMHOBpEMEHHO. HecoxpaHeHHbIE TaHHbIe
OyIyT yTepsiHbl U TOTPEOYIOT HOBTOPHOTO BBOJA.

3.14.11 Hacrpolika yBeqomneHuin

Jlns peanu3anvii HACTPOEK YBEAOMIIEHHM B COOTBETCTBYIOLIEM OJIOKE Ha
CTpaHulle MPeACTaBIEHbI MOJIs, JOCTYMHBIE JJIs penaktupoBanus (puc. 71). B kaxmoe
M0JIE MOXXHO BHECTH MOPOTOBBIE 3HAYEHUS CBOOOJHOTO MPOCTPAHCTBA HA JKECTKOM
JIUCKE, MPU IOCTUXKEHUH KOTOPBIX OYIyT OTIPABJICHBI CUCTEMHBIE YBEIOMIICHUS.

HacTpoiika yBefoMneHui ~

3HayeHns cBo6OAHOro NPOCTPAHCTBA Ha XECTKOM AAUCKe, NPU AOCTMXEHUN KOTOPbIX BYAYT OTNpaBneHbl CUCTEMHbIe YBeAOMNEeHUA

MepBoe noporoeoe sHayeHue 0 re
BTopoe noporosoe sHaueHune 0 re

TpeTbe Noporosoe 3HayeHue 0 re

CoxpaHutb

Pucynok 71 — Yactsb 6J10ka «IlouToBasi paccblika»
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[Tpunoxenne A

Ta6una 1 — Tabnuua npusuneruii poseit B cucreme NT SIEM

Ne i/ | [IpuBmnerus Cynepaamunuctparop | Aamunuctparop | Oneparop
[Tonp3oBaTenu
1.1 [Ipocmotp nosib30BaTenen v
1.2 N3menenue naposen Apyrux v
M0JIb30BaTENEN
1.3 Co3znanue noiab3oBarene v
1.4 PenaktupoBanue v
M0JIb30BaTENEN
1.5 VY nanenue noap3oBarenen
1.6 VYnpasiieHue possiMu
M0JIb30BaTENEN
1.7 [IpocMmoTp AeiicTBHiL v
M0JIb30BaTENEN
Ponun
2.1 I[IpocmoTtp poneit v
2.2 Co3znanue poneit v
23 Penaktuposanue poseit v
2.4 VY nanenue poneun v
MHumMaeHTH
3.1 [IpocMoTp MHIIUIEHTOB v v v
3.2 [IpocmoTp ucropuu v v v
WHIUICHTA
33 VYipasneHue HHIUIECHTaMU v v v
3.4 Ynupasnenue v v
OTBETCTBEHHBIMU
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Ne n/mt | IlpuBunerus Cynepagmunucrpatop | Anmunuctparop | Onepartop
3.5 VY nanenue UHIMACHTOB v v v
3.6 YnpasrieHue COOBITUSIMU, v v v
CBSI3aHHBIMU C UHIIUJCHTAMHU
3.7 [IpocmoTp KOMMEHTapuUeEB v v v
3.8 Jlo6aBneHre KOMMEHTapHUEB v v v
3.9 H3MeHeHne KOMMEHTapUeEB v v
3.10 | YnaneHue KOMMEHTapHUEB v v
CoObITHs
4.1 IIpocMoTp cOOBITHIA v v v
4.2 CkaunBaHue COOBITUI v v
4.3 [IpOCMOTp CITHCKOB 3aIPOCOB v v v
4.4 PaGora co criuckamu v v v
3aIrpocoB
4.5 Cxa4yMBaHUE CIIUCKOB v v
3arpocoB
4.6 B03MOKXHOCTb JTUTHCS v v
CIHCKaMU
ba3za nmpaBun
6.1 [IpocMOTp 6a3bl IPaBUI B v v
cucreMe
6.2 ITpocmoTp 6a3bl mpaBuII B v v
npadt 30HE
6.3 VYnpasienue 0a30ii npaBui B v v
npadt 30HE
6.4 VY nanenue snemenTta 6a3bl v v
npaBui B apadT 30HE
6.5 [lepesarpyska Menemxkepa v v
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Ne n/mt | IlpuBunerus Cynepagmunucrpatop | Anmunuctparop | Onepartop
6.6 Nwmmnopt/sxcniopt Baser v v

3HaHui
6.7 VYrpaBneHue COCTOSHHEM v v

MIPaBUJI B CUCTEME
6.8 IIpoBepka mpaBun v v

OtuyeTsl
7.1 Beirpyska oruera v v v
ITaHens MOHUTOpPHHTA

8.1 Ynupasnenue v v v

MOJIb30BATEIbCKIUMHU

aamoopaaMu

JInueHsupoBanue
9.1 VYrpanenue auIeH3UeH v
Hacrpoiiku cucreMsl

10.1 VYnpasieHnue HacTpolkaMu v

SOAR
10.2 | YopaBneHue HacTpoKaMH v

TIOYTHI
10.3 VYnpasieHnue HacTpolkaMu v

JMMHTOB TUCKOBOTO

MIPOCTPaHCTBA

HNurerpamuun

11.1 [Ipocmotp uHTErpanui v
11.2 Co3nanue uHTETparui v
11.3 Penaktuposanue uHTerpanui v
114 VY nanenue UHTErpaui v
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