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1.06masa naopmanus o cucTeMe

1.1 O noxymeHnre

OTOT MOKYMEHT COJEPKUT HH(MOPMAIMI0O O CTaHJAPTHBIX 3ampocax B CHUCTEME,
npeIHa3HAaYeHHOU 11 cOopa U aHajau3a coObITHI MHPOpMaMOHHOM Oe3omacHoCTH (Security
Information and Event Management system) «NTechnology SIEM»
(manee — NT SIEM).

PykoBoICTBO mpefocTaBisieT PEeKOMEHAAMHU [0 MPaBUILHOMY (OPMHUPOBAHUIO
3ampocoB 111 00ecleyeHus: UX KOPPEKTHOM HMHTepIpeTanuud U o0paboTku cucrteMoil. B
JOKYMEHTE TaKKe MPeICTaBICHBI IPUMEPHI 3aIIPOCOB U PE3yIbTAThl NX IPUMEHEHHUSI.

Kommnekt nokymentanuu NT SIEM Bkitouaet B ce0s cienyromue J0KYMEHTHI:

— OTOT JOKYMEHT;

— PyKOBOACTBO 10 YCTaHOBKE — COJICPKUT MHPOPMALIUIO JIJISi BHEIPEHUS MPOAYKTa B
UHPACTPYKTYpe OpPTraHU3alUU: UHCTPYKIHUU MO YCTAaHOBKE, MEpBOHAYAIbLHONW HACTPOHKE U
yAAJICHUIO POAYKTA;

— PyKOBOJCTBO MOJB30BATENS — COAEPKUT CIIPABOYHYIO MH()OPMALIUIO U UHCTPYKIIUU
M0 HACTPOMKE W aAMHUHHCTPUPOBaHUIO Mpoaykra. COAEpX HUT CICHAPUU HCIOIB30BaHUS
NpOAYKTa Ui ympaBieHWs WH(OOPMAIMOHHBIMA AKTUBAMU OPTaHM3AIMH W COOBITUSAMU
MHPOPMAITMOHHOH 06€30MacHOCTH;

— PyKOBOACTBO 1O HANMUCAHUIO MPABWI — COJAEPKUT PEKOMEHIAIMU TI0 CO3/IaHUIO
MPaBHJI HOPMAIH3AINH, arperayy, KOppesiiui U 000TaleHUIO COOBITUH.

1.2 O NT SIEM

NT SIEM — s10 cuctema, KoTopasi OCyIIECTBIISIET COOP, XpaHEHNUE U aHAJIN3 COOBITHH,
UCXOJIAIUX OT CETEBBIX YCTPONCTB, CPEACTB 3alUTHI MHGOpMAIHH, 0a3 JTaHHBIX, KIIFOUEBBIX
KOPIIOPATUBHBIX PECYpPCOB, HHGPACTPYKTYPBI CHCTEM U MTPUIIOKEHUH.

1.3 KpaTkoe onucanvue BO3MOKHOCTEH CUCTEMBI

Cucrema NT SIEM mnpenoctaBisieT CIEIyIONIME OCHOBHBIE (DYHKIIMOHAIBHbBIE
BO3MOKHOCTH:

- COop KypHaIIOB COOBITHI C pa3IMYHBIX UCTOYHHUKOB,;

- Busyanuzaiust qanHbIx B Bujie rpadukoB, AuarpamMm B (hopmMe 1amoopos;

- AHanu3 KypHaJoB COOBITUM B COOTBETCTBUMU C MpaBWIaMH HOPMaJIU3allNH,
KOppETSMHY, arperaiuu 1 00oraieHus;

- dopMupoBaHUE MHIUACHTOB Ha OCHOBE IMPOIIECCOB arperanuu, 00oraeHus u
KOppeJIsLuY;

- VYmpasieHue HHIMACHTAME HHPOPMAITMOHHOM 0€30MacHOCTH;
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- XpaneHnue coObITHI ¥ HHITMICHTOB HH(POPMAITMOHHOM 0€3011aCHOCTH;

- OunpTpanus Mo pa3IuyHbIM IapameTpaM COObITHI U UHIUICHTOB, B TOM YHCIE
C MCMOJIb30BAaHUEM HU30PAHHBIX 3aIIPOCOB sl OBICTPOIO JOCTYIA K PUIBTPAM MO COOBITHSIM;

- Ucnons3oBanne roToBoil 0a3bl MpaBWil, a TaKKe BO3MOKHOCTH CO3JIaHUS
COOCTBEHHBIX MPABUII U TAOJIMYHBIX CIIUCKOB;

- MOHUTOPHUHT COCTOSIHUSI CUCTEMBI;

- OTnpaBka yBeJOMJICHUI MOJb30BATENsIM B paMKax BEO-IIPUIIOKEHUS U IO
AIEKTPOHHOM IIOYTE;

- ®opMHpOBaHUE U BBITPY3Ka OTUETOB 3a OMPEAEICHHBII NepUo] BPEMEHHU;

= Ocy1ecTBineHne nHTerpanuii, B Tom uncie u ¢ SOAR-cucremamuy;

= MOHUTOPUHT aKTUBOB.

(TP NTechnology SIEM v2.2.1 .
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2. 3anpochl a1 GUILTpAllUM JAHHBIX HAa CTPAHMUIIAX CUCTEMBI

2.1 ®OunbTpanus Ha TpyIIe cTpaHul «bas3a npaBuin

[lo ymomuanuto B mnonb3oBareiabckoM uHTepdeiice NT SIEM Ha rpynme crpaHuig
«ba3za mpaBwI» nanHBIe 0TOOpaKArOTCs OT O0JIee HOBBIX K Oosee ctapsiM. J[iist pusbTparmn

IMIpaBHJI HGO6XOIII/IMO B ITIOJIC IIOMCKA 3a44aThb 3allpOC U HAXKATL HA KHOIIKY Q OTO6paSI/ITC}I
Ta6J'H/II_[a IIpaBuJI, COOTBCTCTBYIOINUX YCJIOBHUAM BAIlICIO 3aIipoca.

ITouck OCYHICCTBIIACTCA C IIOMOIIbIO IIPCAUKATOB. HpOCTOﬁ MIpcauKaTrT B SA3bIKC

3apOCOB, HCIIONB3yeMOM Ha rpymmne crpanun «ba3a MpaBWil», — 3TO JIOTHYECKOE
BBIpaXKEHUE, MOJy4aeMoe Mocie OO0beIMHEHUs MoJis mpaBuia (Tabn.l) U ero 3HayeHUs C
MOMOIIBIO OfepaTtopa cpaBHEHUs (Tabiy. 2). 3HaUeHUE COOTBETCTBYET TUITY JITAHHBIX MOJIS
npasuia. [Ipocroil mpeaukaTt popmMupyercs B COOTBETCTBUU C CHHTAKCUCOM, TIPU 3TOM MEX]TY
M0JIEM, OTIEPATOPOM U 3HAYEHHEM MOTYT OBbITh MPOOEIIbI:

Bripaxkenune <Ilosne><OnepaTop><3HauyeHMUe>.

[Ipemukar B sI3BIKE 3allPOCOB, UCIOJIB3yeMOM B Tpyrme crpanui «ba3a mpaBuin,
MOJKET HCIOJIb30BaThCSl KAK CaMOCTOSTENBHOE YCIOBHME 3alpoca MM KaK 4acTb YCJIOBHS.
VYcioBue 3ampoca, COCTOSIIEE U3 HECKOJIBKHMX NPEAUKATOB, (OPMUPYETCS C MOMOLIBIO
JIOTUYECKHX ONIEPAaTOPOB U CKOOOK. Jlornueckue onepaTopsl (Tadil. 3) COEAUHSIOT IPEAUKATHI,
a CKOOKHM ONPENEINIAIOT MOPSIOK BBINOJIHEHHS ONIEpalliii B 3al1poce.

Bce mostst, orepaTophl M 3HAYCHUS PETHCTPO3aBUCUMBI, TO €CTh IIPH 00paboTKe 3ampoca
CHUCTEMa MPOBEPSET PETUCTP CHMBOJIOB. MEXIy IMOJSIMU, OlepaTopaMyd M 3HAYCHHUSAMHU HE
JOJDKHO OBITH IPOOETIOB.

<Ilojie> — uMs MOJs npaBuia. B ciydae, ecniv B Ha3BaHUM TOJI €CTh OIIMOKA HIIU
3HAQ4YCHHE TOJIsI HE COOTBETCTBYET TUITY JAHHBIX TOJIS, Pe3yJbTaT OyAeT HEKOPPEKTHBIN JTUO0
pe3ynbTaT 3ampoca 0y/1eT OTCYTCTBOBATD.

Ta6auua 1 — Moy npaBmJI, N0 KOTOPHIM MOKHO (PMJILTPOBATH JAHHbIE

[Tose Onucanue [Tpumep 3ampoca

[IpaBuna koppenauu, arperauuu

id Wnentuukatop npasui 1d=001
KOPPEJSLUYU U arperanuu

filename HasBanue aiina filename=0015-NT rules.xml
(TP NTechnology SIEM v2.2.1 :




Ilone

Omucanue

[Ipumep 3anpoca

groups

['pynnel UCIIONB3YOTCS IS
knaccudukanuu. Kaxmnoe
MPaBUIIO JOJIKHO
MPUHAAIEKATh K KaKO-I100
rpynne. Ilo ymonganuro,
Ka)K0€ IPABUIIO MOXKET
OBITh PUYUCIIECHO K OJTHON
u3 rpynn: syscheck,

groups=syslogerrors

attack, syslog
level YpoBeHb KPUTHUYHOCTH level=7
mitre CucTeMaTU3UPOBAHHOEC mitre~T1003

OMKCAHUE TEXHUK (IPUEMOB)
U TaKTHK, KOTOPbIE
UCIOJIB3YIOT
3JI0YMBILUIEHHUKH TIPU
aTakax Ha OpraHU3aluU

(CM. TOKYMEHTAI1IO

Mitre ATT&CK)

relative_dirname

Mg kartanora

JIBa BapmaHTa 3armpoca:

relative dirname=etc/rules

relative dirname=ruleset/rules

status

[1one, onuceiBaroIIMe
JNOCTYITHOCTh WJIN
HEJIOCTYITHOCTh

status=enabled
status=disabled

[IpaBuna HOpManu3auuu

details.order

details.order=level

filename

HasBanue ¢aiina

filename=0006-json_ decoders.xml

name

HaszBanue npasuia
HOpMAJIN3aLuU

name ! =apparmor

relative_dirname

Mg katanora

relative dirname=etc/decoders

relative dirname=ruleset/decoder

S

TabnuuHbIE CIUCKHU

&
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https://attack.mitre.org/

Ilone

Omucanue

[Ipumep 3anpoca

filename

HasBanue ¢aiina

filename=audit-keys

relative_dirname

Nmsa karTanora

relative dirname=etc/lists

<3HauyeHMe> — 3HAYEHHUE NOJsA IpaBwia. Eciu HE0OXOAMMO IPOBECTH NOUCK IO

3Ha4YeHUI0 0e3 mpobena, AoNnoaHuTenbHoe (hopMaTupoBanue He Tpedyercs. [Ipumep:

1id=001 nau groups=syslog

Ta6auna 2 — Oneparopsl cpaBHEHUS A1 GUIBTpaMK Ha cTpaHule «ba3a npaBum»

Omneparop

Omnucanue

CuHTaKcuc

CpaBHeHue Ha paBeHCTBO. Ecinu paBeHCTBO
BepHOE, TO nosyuurcs pesyapsrar MCTUHA,
eciu HeT — JIOKD

<[lone> = <BHauenue>

CpaBnenue Ha HepaBeHcTBO, MICTHHA
CUCTEMA BBIIACT, €CJIM 3HAUEHUs OyyT HE
paBHBI.

<[lone> 1= <Buayenue>

CpaBHeHUE Ha CTPOTOE HEPABEHCTBO
(menbie). [Tpunumaet 3nauenune MCTUHA,
KOTJ1a TIpaBbIii oniepaH1 O0JIbIIE JIEBOTO.

<[lone> < <BHaueuume>

CpaBHEHHE Ha CTPOTOE HEPABEHCTBO
(Oonbiue). Ecnu neBblit onepany Oosnbliie
npasoro, To pesyiabtar MCTUHA.

<[lone> > <3BHaueHue>

HpOBepKa BXOXICHUSA YKA3aHHOI'O 3HAYCHUA
B 3HAYCHUC I10JIA.

<[lone> ~ <3Hauenue>

Ta6auna 3 — Jloruueckue onepaTopsl Juist puiibTpanuu Ha ctpanulle «baza nmpasumn»

Oneparop | Onucanue CunTakcuc
or Jlornmueckoe NJIN <[Ipenukar> or <IIpegukar>
and Jlornyeckoe 1 <[Ipenukar> and <IIpegukar>

0

['pynnupoBka
OIIEpaToOpoB

(<IMpenukar>) or/and (<I[Ipexukar>)

Ecau HGO6XOI[I/IMO IMPOBCCTU IMOUCK 110 3HAYCHUIO, 4 3HAYCHHUC COCTOUT U3 HCCKOJIBKO

yacTed M MMeeT MpPOOeN WM COACPKUT CHUMBOJ JBOMHOW KaBBIUKH «'», TO Tpedyercs

JIOTIOJTHUTENIbHOE (pOpMaTUpPOBaHUE. JHAYCHHE JOJKHO OBITh 3aKIIOUYEHO B TApy JBOMHBIX
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KaBblUeK "<3HaueHme>", a CUMBOJ JBOMHOM KaBBIYKHU «'">» 3aMEHEH Ha CHMBOJ «\">» .

IIpumep:
"never connected \"Windows\""

[IpuMepbl mOUCKa C MOMOIIBIO TPEANKATOB.

IIpumep 1. @unbTpoBaTh MO CYIIHOCTIM, YbH <group name> paBHbI OIPEACICHHOMY
<3Ha4YeHUI0>:
groups=syslog or groups=syslogerrors

[Ipumep 2. GunbrpoBaTh NpaBuia, rae <level> Oosblile UKW pPaBEH ONPEACICHHOMY
<3Ha4YEHHIO>:
level=7 or level>7

[Tpumep 3. ®unbTpoBaTh IpaBUiia, HA COOTBETCTBHE HOPMATUBHBIM TPEOOBAHMSM:
mitre~T1003

2.2 ®unptparusa Ha crpaHunax «CoObIThs», «HIUICHTBI», «AKTHBBI»,
«Xypnain nelictBuil nosib3oBarenei», «Kananst coopar

Juis  duneTpanuu  COOBITHI, HWHUMIAEHTOB, AaKTHUBOB, JKypPHAJIOB JEWCTBUUI
MOJIb30BaTENe U KaHaJIOB cOopa cOOBITUM HEOOXOJMMO B MOJIE MOMCKA 3a/1aTh 3ampoc U
Ha)kaThb HA KHOIIKY Q wm kinaBuiry Enter. /lanee oroOpasutcs Tabnuia ¢ JaHHBIMH,
COOTBETCTBYIOIIUMH YCIOBHIO 3a1poca.

2.2.1 BeicTpoe co3nanue 3anpoca u3 KapTouku 00beKTa.

Ha crpanunax «CoObitust», « IHUUAEHTB» U «AKTHUBBDY CYLIECTBYET BO3MOKHOCTb
CO3JaHMs 3aMPOCOB MTyTEM Ha)KaTHs Ha 3HAYCHHE TOJIeH B OJ10Ke ¢ moapoOHON nHpOpMaIHe
00 oonekTe (cMm. PykoBoacTso [lonb3oBarens).

Crnenyer oOpaTUTh BHUMAHME, YTO MPHU KCIOIb30BAaHUU OBICTPOro (uibTpa (mpaBas
OOKOBas MaHelb) Ha YKa3aHHBIX CTpaHUIaX BHIOOp 3HAYEHUS! HE MPUBOJUT K MTHOBEHHOMY
OOHOBJICHUIO JaHHBIX. BeiOpanHoe u3 puiibTpa 3HaYE€HUE aBTOMATUYECKU MOJICTABIISIETCS B
CTPOKY MOHUCKa, a Kypcop ((pokyc BBOAa) MEPEHOCUTCS B 3TY CTPOKY. JlJis1 OTHpaBKH 3ampoca
1 (HaKTHYECKOro OOHOBJICHHS TAOJHMIIBI JTAHHBIX HEOOXOJIWMO TMOATBEPIAUTH IMOWCK, HaKaB
KJaBuIly Enter winy KHONKY Q.

2.2.2 Py4Hoi1 BBOJ 3ampoca.

3anpockl OpraHu30BaHbl B BUJE Map kJjiod : "3HaueHyre". OcHOBHOH (hopmaT BBOJa
COCTOMT M3 Maphl, € KIIOY W 3HAYEHUE pa3/iesieHbl CHUMBOJIOM «:» 0€3 HCHOJb30BaHUS
npo6enoB. Kitou npencrasiser coboi Ha3BaHUE MOJSA TAaOMUIBl. 3HAYEHHUE MPEACTABIISAET
co00il JaHHbBIE, COOTBETCTBYIOIINE KIHOUY. 3HAUEHHUs HEOOXOJUMO 3aKJIouaTh B JBOMHbIE

KaBBbIdIKH «  ».

(TP NTechnology SIEM v2.2.1 A
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B 3aBrucHMOCTH OT 321241 TTOMCKA MTOAACPKUBAIOTCS CIIeTyIoITie (hOpMaThl 3aIpPOCOB:
- Kirou:"3Hauenne" - mnomHoe coBmaaeHue. lMcnomp3yercss Iyt MOMCKa TOYHOIO
COOTBETCTBUS YKa3aHHOMY 3HAUYECHUIO.

- Kirou:"3Hauenue"* - mMOJHOTEKCTOBBIM MoucK. Mcrnonb3yercst uisi MOMCKa IO
YaCTHYHOMY COBIIQJICHUIO C IPUMEHEHHEM CUMBOJIA *.

- Kitou:[3Hauenunel TO 3HaueHune? | - mouck no guamna3ony. Mcnonb3yercs s mouckKa
3HAYEHUM, NONAJal0IIMX B 3aJaHHBI UHTEPBAJ.

Heo0xoaumo yuuThIBaTh, VIS CACAYIOIIMUX IMOJEH KCIONIb30BAHUE MOJHOTEKCTOBOTO
MoucKa (C CUMBOJIOM *) HEJIOCTYITHO:

Crpanuna Ioas
CoObITHs timestamp
NHIMIeHTH key value, created_at, updated_at
AKTHBBI Inactivity notification_period,
last_connection_at
XKypHain neficTBHI MOJIb30BaTEINCH timestamp
Kanass! coopa created_at, updated_at, last_run_at

Cnenyetr oOpatuTh BHHMaHHe, omneparop TO mommkeH ObITh 005S3aTEbHO OKPY>KEH
npobesiaMu ¢ 00eUX CTOPOH U BBEJICH 3arjIaBHBIMU OyKBaMHU.

Hanpumep:

IIOHHOCCOBHaﬂeHHe:rule_description:"CMCTeMHHﬁ BBEI3OB K Anpy."
I1oTHOTEKCTOBBIN MOUCK: full log:"Feb 11 10:41:49 Deactivated"*
[Touck o auana3oHy: timestamp: [2026-06-29T711:32:37.243+403:00 TO 2026-

06-29T12:32:37.243+03:00]

Kitou mMoxer conepkarh JIATUHCKUE OYKBbI, LHU(PBI, CUMBOJ MOAYEPKUBAHUS « ).
HabGop moseit nns ¢uiabTpanuu COOBITHH COBIAJAaeT C TOJISAMH, JOCTYITHBIMH B
HACTpoikax oToOpakeHus Tabauibl Ha cTpaHuile « COOBITHS.

Jlnst puasTpanyu MHIMACHTOB, aKTUBOB M JKypHaJja ACHCTBUM MMOJb30BaTEICH TOJIHBIN
CIIMCOK JIOCTYITHBIX MOJIeH MPUBEICH B TAOIHUIIAX HIXKE.

Ta6auna 4 — Cxema nosieit A1 oMcKa Ha crpanuue «HIUAEHTH

HaunmenoBanue iis HaumMenoBaHue B IT0OJIL30BATEIILCKOM ITone nis
ITOMCKa untepdeiice COPTHUPOBKH
severity _name YpOoBeHb KPUTHIHOCTH +
status_name Cratyc +
name HanmeHnoBaHnne nHOMAEHTA +
description OnuvcaHue UHIMIEHTA +
key value WaentndukaTop MHIMICHTA +
correlation_rule [TpaButo KOppEISAIIUU +
source_ipv4 Anpec ucrounuka B popmare ipv4 +
destination_ipv4 Anpec Ha3HayeHus B popmare ipv4 +

TPB\,I NTechnology SIEM v2.2.1 9
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HaumenoBanue s HanmMeHnoBaHue B MOJI30BATEIBCKOM [Tone nnst
OUCKA unrepdeiice COPTUPOBKHU
created_at Bpewmst co3nanus +
updated_at Bpemst oOHOBIIEHUS +
(10 YMOTYaHHIO)
assigned to name OTBETCTBEHHBIN MTOJIH30BATEIIb +
Tabauna 5 — Cxema noJield JuIsl TOMCKA HA CTPaHUIIE « AKTHBBI»
Haumenosanue B Ilone pus
HaunmenoBanue 1y noucka .
M0JIb30BaTEJILCKOM HHTep(deiice COPTUPOBKHU
name HaunmenoBanne +
(o yMOTYaHUIO)
ip IP-ampec +
system OnepallioHHasi cUCTEMA +
importance _name 3HaYUMOCTh +
inactivity notification_period | Cpok akTyaJJbHOCTH JJAHHBIX +
last connection at JlaTa mociaeaHero moaKIF0YCHHS +
group_name HaumeHoBaHMe rpyInnbl aKTUBOB +
IS_monitored OTclie)KxMBaHNE aKTHBA +
IS_active CocTosiHHE aKTHBa -

Tab6auua 6 — Cxema mosieit 175 moucka Ha crpanuue «KypHan neiicTBuii mojab30BaTeNnein»

HaumenoBanue ajist HaumenoBanue B [Tone nns
MOMCKA M0JIb30BaTEJIbCKOM MHTEp(deiice COPTUPOBKHU
timestamp Bpewms +
(Mo yMOJTYaHUIO)
user_ip IP-agpec +
user login Jlorun +
method Merton +
path [Tyth +
status Craryc BBINOJHEHHUS] ICHUCTBHUSI +
Tab6amua 7 — Cxema moJieit st moucka Ha crpanuiie «Kanamer coopay
HanmenoBanue mist HanmenoBanue B [Tone nns
MIOMCKA M0JIb30BaTEIbCKOM HHTEp(deiice COPTUPOBKH
name HanmenoBanue +
(Mo yMOJTYaHUIO)
targets [enn +
created at Cosznan +
updated at W3menen +
method Meton +
last run at [Tocneauwmii 3amyck +
status Crartyc +

(TP} NTechnology SIEM v2.2.1
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Hanmenosanwne mis Hanmenosanue B ITone mnsa
MOMCKa MIOJI30BATEIHLCKOM HMHTEpdeiice COPTUPOBKHU
collector_name Komnekrop +
credentials VYuerHas 3anuch +

Jlis o0benMHEHUs HECKOJIBKUX Map KIII0Y:'3HadeHHe" HCIOIb3YIOTCS JIOTHYECKHUE
orepatopsl (Ta6:.8). Jlornyeckuii onepaTop CTABUTCS MEpe]] HYKHOUM Mapoil U 0053aTeIbHO
oTHenseTcs mpodenamMu ¢ 00euX CTOPOH.

CrnenyeTr oOpaTuTh BHHUMAaHHE, YTO ONEPATOPbI PEeruCTPO3aBMCUMBI U UX CIIEIyeT
MUcaTh 3arJaBHBIMHA OyKBaMHU.

Tabéauua 8 — Onepatops! Wit GUIBTPAIIH

TexcToBrIit Onucanue CuHTaKcuc
oriepaTop

OR Jlornueckoe UJIN.
rule.id:"510" OR rule.id:"550"

Ucnone3yercs TS
OOBCIMHEHUST YCIIOBHM, TJIC
JIIOCTATOYHO BBIIIOJTHEHUS

XO0Ts1 OBI OJTHOTO U3 HUX.

AND Jlornueckoe U.
rule.id:"510" AND location:

Hcnons3yercs JUIS
. |"10.77.163.30"
oOBbeAMHEHUS YCIIOBHI,
TPEOYIOIIUX
OJTHOBPEMEHHOTO

BbIMOJIHEHUA. [lpu  »TOM
onepatop «AND» obGnamaet

PUOPUTETOM.
NOT Jlornueckoe HE. status name:"New" NOT
Hcnonb3yercs s severity name:"Low"

HCKIIOYCHHA OIIPECACIICHHBIX

YCJIOBUU.
0 Hcnonb3yercs ajis (source ipv4:"192.168.10.1" OR
TPYHIIMPOBKH OIIEPATOPOB. name:"Incident "™ AND
name:"Abnormal activity"
* Hcnonp3yeTcs aiis MOUCKa status_name:*

I10 BCEM ITOJISIMH.

Jnsg  uapTpauud 1O BCEM 3HAYEHUSM  ONPEICIIEHHOTO IO  HEoOXOIuMO
MCIIONB30BaTh 3ampoc B Qopmare wjuod: *. Takoil 3ampoc OTOOpa3UT Ha CTpaHUIIE BCE

(TP NTechnology SIEM v2.2.1 1
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3allCH, COJAEpXKAIME YyKa3aHHOE Iojie ¢ JoObiMM 3HadeHwsmu. Hampumep, 3ampoc
rule level:* @OKaXeT BCE HOPMAIM30BAHHBbIE COOBITUSA. A Ui OTOOpake€HHs BCEX

HEHOPMAJIM30BAHHBIX COOBITHI HEOOXOAUMO BBeCTH 3anpoc NOT rule level:*

JUtsg moucka 3amuceid, y KOTOPBIX OMNPENEIEHHOE I0JE€ HE 3aIlOJIHEHO (OTCYTCTBYET
3HAUEHUE), HEOOXOAUMO wucmonb30oBaTh omnepatop NOT B coueraHuH C CHMBOJIOM
MOJACTAaHOBKM *. B Tabnuue 3amuceil MycThle 3HAYEHUs IMOJEH OToOpaxaroTcs B BUIE
JMHHOTO TUpe (—). s dunbTpanuu Takux 3amuced B CTPOKE MOMCKA CIEIyeT BBECTH
3anpoc B caeaytomeM ¢popmate: NOT <ums mons™>:* |, rue <umsi NOJIS> — HaUMEHOBAaHHUE
HCKOMOTO ITOJIS.

Hamnpumep, ana noucka kaHajioB cOopa, y KOTOPBIX HE 3amoiHeHo mnoje credentials,
HeoOxoaumo BBectu 3ampoc: NOT credentials:*. /lanubiii 3amrpoc 0TOOpa3uT BCe KaHAIIbI, B
KOTOPBIX ToJie credentials He COACPIKUT 3HAYCHUS.

Jlst moucka 3amucelt mo moJro timestamp 3a onpeeaéHHbIN IePHuol BPEMEHH B CTPOKY
IIOMCKa HEOOXO0IMMO BBECTH 3ampoc B ciaeayromieM hopmare: timestamp:[<mara Hadana> TO
<jmaTa_ OKOHYaHHS>].

Hampumep, timestamp:[2026-08-15T16:08:22.385+03:00 TO 2026-08-
20T17:08:22.386+03:00]. JlanHbIii 3ampoc HaAWAET BCE 3alKMCH, KOTOPHIC IMPOU3OIIN B
nepuon ¢ 15 aBrycra 2026 rona 16:08:22 o 20 aBrycra 2026 roga 17:08:22 (BKIOYUTENBHO).

Eciii B 3HaYeHMY KITFOYA UCIIOJIB3YIOTCS IBOMHBIC KAaBBIYKM " HJIUM OOpaTHBIN cire \,

UX HEOOXOJAUMO SKpaHUPOBaTh 00paTHBIM ciiemieM (\" wiu \\ COOTBETCTBEHHO).

Hanpumep, ecim kmou name umeer 3nadenue WHuil23\wnment \"/, To B 3ampoce
HeoOxoauMo 3arnucars Name:"Manl23ument \\\'V/".

Crnenyer oOpaTuTh BHUMaHHE Ha TO, YTO 3HAUYEHHUS BCETJla HY»KHO OOBOpayMBaTh B
JIBOMHBIC KaBBIYKH.

Ecim B 3HadyeHumn ﬂBOﬁHBI@ KaBbIYKH CTOAT IIOCJICOAHHC, TO HX HGO6X0)II/IMO
OKPaHUPOBATh.

Hanpumep, ecnu kimrou group name uMmeeT 3HadueHue ['pynna "CnenuanbHas", To B
3arpoce HeoOxoaumo 3anucath group name:"I'pynma \"Crennanpaas\™".

[Tpumepl. 3amnpoc NOT source 1ipv4:"10.77.163.10" NOT
source ipv4:"10.77.163.30" uCKIOYaeT U3 BBIOOPKM MHLUACHTBI, y KOTOPBIX
source ipv4 cosnagaer ¢ 10.77.163.10 wmm 10.77.163.30. B pesynbrare
OCTaHYTBhCS TOJIBKO T€ 3aIUCH, IJI€ ICTOYHUKH OTJIMYAIOTCS OT 000MX YKa3aHHBIX 3HAUCHHM.
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ITpumep 2. 3anpoc severity name:"Low" AND status name:"New"
BBITMIOJIHUT (PUITBTPALIMIO IO IBYM MOJSIM OHOBpeMeHHO. Ha cTpanuiie oToOpa3uTcsi Cliucok
MHUUJEHTOB, KOTOPhIE UMEIOT HU3KUI YPOBEHb KPUTUYHOCTH U HAXOJATCA B padoTe.

[Ipumep 3. 3ampoc rule.id:"510" OR rule.id:"550" HaiAeT COOBITHA, TJE
rule.id pasen 510 umm 550.

[Ipumep 4. 3anpoc rule id:"510" AND location: "10.77.163.30" Haiimer
COOBITHS, I OJHOBPEMEHHO BBINOJHAIOTCA 00a ycIOBUs, a MMEHHO rule id paBen 510
n location pasen 10.77.163.30.

ITpumep 5. 3anpoc dst port:"42214" NOT rule id:"300961" Haiizer

coObITHs, rae dst port paBeH 42214,HonpudtoM rule id He paBen 300961

ITpumep 6. 3anpoc rule level:"6" AND (dst port:"42214" OR
dst port:"42215") Haimer COOBITHS C rule level:"6", y KOTOpPEIX dst port
paBeH 42214 wnu 42215. CkoOKU TapaHTUPYIOT, uTo orepaTtop OR Oyner oOpaboTtan a0
npuMeHeHus BHemHero oneparopa AND.
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