OSINT - OPEN SOURCE CYBER INTELLIGENCE

The goal of the program is to provide participants with a comprehensive understanding of the basic
principles and methods of ensuring information security, as well as to develop skills in analyzing and
assessing the wvulnerabilities of information systems to ensure the protection of information in an
organization from threats and attacks in order to minimize damage to the organization.

Graduates of the course receive a state-issued certificate of advanced training in the field of
information security.

Target audience:

Cybersecurity risk and compliance managers who need to understand technical aspects;
information security professionals;

Cybersecurity professionals seeking to improve their skills in incident analysis and log processing;
specialists of all names and categories ensuring cybersecurity;

IT administrators and system administrators who want to develop their knowledge in the field of
cybersecurity;

IT graduates interested in a career in cybersecurity and want to learn the practical aspects of being
a SOC analyst.

The form of study - distance learning.
The cost of training - 1200 BYN.

The duration of the program is 36 academic hours.
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1. Introduction to OSINT
2. Anonymity and Counter-OSINT
3. Searching for information on the Internet
4. Social Networks and SOCMINT
5. Geospatial intelligence (GEOINT)
6. Working with images and metadata
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1. Domains and IP addresses
2. Dark Web and anonymous networks
3. Cyber threats and security
4, Preparing OSINT reports




