NI/ NTechnology | SIEM

PyKoBOACTBO MO yCTaHOBKe

L




ConepkaHue

1. O0HIAT MHQOPMALMSI O CHCTEME ......cuvvieiiieeiteeesuteeasseeeasssesasssesssssesssssessnssesssssessssessnseessnseessssesssseessssees 3
| O 29 (0] 4 Y (32 6 N T PP U PR PR OPRPP 3
L2 O NT SIEM ....ciiiiiiiiii ettt ettt e e e e s st e e e e e e e s e s b bbb e e e e eeessaaat b baeeeseeessasbabbbeeeeeesseaastbbaseeeens 3
1.3 KpaTkoe OMHCAHUE BOZMOKHOCTEIM CHCTEMBI .......vverereanreesreasseesseeaneessneanesssneesnessnneasnessnneennesssneenseens 3

2. CxeMa B3aVMMOJCHCTBHS KOMITOHEHTOB .........uuuniiieiiiettutesseesssesssssassssessssssssasaassssssssesssssnsssesssessrrsnns 5

3. CuueHAPHH PA3BEPTBHIBAHMA CHCTEMDBI ........uviiiiiieiutitaatieeaaiteeassteeassteeaasbeesasbeeaasseessseesbeeessneeeasseeesnseeennns 6
3.1 AnnapaTHBIC U IPOTPAMMHBIE TPEOOBAHI .....veuvverriirristiesissiesieesressessee b ane s sbe s sbe e 6

3.1.1 TIPOTPAMMHDBIE TPEBOBAHUS . ......eiueietieuieeiieeutesttesteesteeteeatesatesteesbeeabeeabesatesabeshtesaee st eabesatesaeesbeenbeeabeeabesabesheesaeenseensesaee 6
3.1.2 BoigeneHne ANCKOBOro NPOCTPAHCTBA ANA TOPAYETro U XONOAHOTO XPAHEHMA .eevuviieiiiiieiireeeesreeeseiree e srre e sneee e 7
3.1.3 ANMAPATHBIE TPEBOBAHMSA ..c.evviieeiiieeeitieeeeitteeeeetteeestteeeestteeeeesbaeaesbaeaaasteseaassssseasssaaasstssssassaseeasssasanstaseanssaeessssnaaan 8
3.2 YeranoBKA CHCTEMBI N'T SIEM . ...ttt ettt e e e e e s s saab e e e e e e e s s snantbreeeeeeas 10
3.3 YCTaHOBKA IOBEPEHHOTO CEPTHPIEKATA ....vvvvesrvressreeessreeessseeesssesssssesssssesssssesssssesssssessnseessssesssssessssns 15
3.3.1 YctaHoBKa cepTudmKaTa A8 OC CeMEMNCTBA WINAOWS .....eviieeiiiiieciiieeecitee et eeette e e etre e e e sttee e e eaaee e sataeeeenateeeennees 16
3.3.2 YctaHoBKa cepTudunKaTa aNa OC CEMEMCTBA IMACOS ... ..ottt e e e e e e e sebaae e e e e e e eeaartaeeeeeeeenans 18
3.3.3 YcTaHoBKa cepTudmMKaTa 10 6pay3epa GOOEIE ChIrOME. ......ccccuviiiiiiiie et e sree et e e eare e e srae e e eereeeenens 19
3.3.4 YctaHoBKa cepTudmKaTa ana 6paysepa Mozilla FIrEfOX ...c.uiii it e et 23
3.4 CHHXPOHU3ALUS BPEMEHH HA CEPBEPAX ..vuvvirreesrissresseessesseesseassesssesseassessessseasseassssseasessesssessesesnnens 25
R I (o TaT:0:01 (o) 17 (ST 7 (535 ) % 0 SRR 26
3.6 3arpy3Ka M AKTUBAIIUS OQ3BI TIPABHIL. ... .veeteeasueesseeasseessesassesssseasesssseassessssesssesssseessesssesssessseessessnes 27
3.6.1 VIMIIOPT MP@BMIT cevvvvvevurureterernsnsnessesssesssssesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnne 27
3.6.2 AKTUBALMA MP@BM/Tuuuerererrrerernrurerereresesessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnessmsssnnne 27

4. CueHapuii pa3BePTBHIBAHUSA KOJICKTOPA .......cooiviiiiiiiiiiiiiaiie st siessnsssses s ssnsssbesssas s ssasssnes e 29
4.1. AnnapaTHbI€ U IPOTPAMMHBIC TPEOOBAHMST «.....c.uveerreresreesseeasreesseeasreesneeasneessesanneesneesneessessnneennessnnes 29
4.2. Y CTAHOBKA KOJUTCKTOPA +. .. seveesreessreasseesseeasseessesasseessesasseessseasseessesasseessesasseessesasseessesssneessessnneessessnnes 29
4.3. TTPOBEPKA CTATYCA KOJITIEKTOPA +vvveuvtveessresssresssssesssssesssssesssssesssssesssssesssseessnssessnsesssseesssesssssessssseeans 32
4.4, YIIPABIICHUE KOTUTCKTOPOM. . .eteiutetesstetesstesesssesssssesssssesssssesssssesssssessnssesssssesanssessnssesssseessnsesssssessssseeans 33
I O 10 (0): 1 (5317 (B 0N 01 (5 V0] o TR PP TP UR PSPPI 35

5. YCTAHOBKA OOHOBIICHMIE ............ccoiiittiiiieieeeeeiieiitttreeeeeessseiitbbreeeeeeesssestabsaeesaeesssaastbbeeeeeeessssasbbbnseeseesssains 36
5.1 Ycranoska oonosienuit NT SIEM v1.0.1, v1.0.2, v1.1.0, v1.1.1, V1.1.2...coiiee e, 37
5.2 Ycranoska oonosienuit NT SIEM v1.2.0,v1.2.1, v1.2.2, v1.2.3, v2.0.0, v2.0.1, v2.1.0, v2.1.1,
V2.2.0, V2.2. 6 . oottt ettt e et e e e e e e e et —e e e e e ——ae e e e e braeeeaaabraeeeaabrreeeanbreeeeanres 37

6. Padora c cepBucamu 17151 ¢60pa COOBITHIH € WINAOWS........ooviiiiiiiiiiiiiiiiiccccee e 39
6.1 YcraHoBKa, yAaJICHHE, OCTAHOBKA PAOOTBI CEPBHCA ...uvvvvevrrrairreessressssresssssesssseesssssessseessseesssesennns 39
6.2 3anoTHEHNE (DAMITA KOHDUTYPALIHIH ......vvveiuvvressteeessiesessteeesssessssseessssesssssesssssesssssessssessnsesssssessssessnnns 39

PJ NTechnology SIEM v2.2.1

S



1. O6mmas nHpopmMaIys 0 CUCTEME

1.1 O nokymeHTe

OTOT MOKYMEHT COACPXKUT HWHGOPMAIMIO IS IUIAHUPOBAHUS U BBITIOJHEHUS
pa3BepThIBaHUs KOMIBIOTEPHON MpPOTpaMMbl, MpeJHA3HAYCHHOW A cOopa W aHamm3a
coObITHi1 nH(pOopManmoHHOM O6e3onacHocTH (Security Information and Event Management
system) «NTechnology SIEM» (nanee — NT SIEM), a Taxxe o paboTe co ciayxOamu coopa
coOpIThii ¢ MammuH Windows.

Kommnekt noxkymentamuu NT SIEM Bkitouaet B cedst cienyronme JOKyMEHTHI:

- OTOT IOKYMEHT;

- PykoBOICTBO MO CO3[aHHIO 3alpOCOB — COJCPKUT OIMKCaHUE HAOOpPOB
3alpOCOB U Pe3yIbTAaThl MPUMEHEHHS 3THUX 3aIPOCOB;

- PykoBoncTBO TONB30BaTENs — CONEPXKUT CHPABOYHYIO HHPOPMAIMIO U
WHCTPYKIIMU TIO0 HACTPOWKE WM aJAMHUHHUCTPHUPOBAHUIO Tpoaykra. COIEpKHUT CICHApUHU
WCITOJIB30BAHUS TIPOIYKTA JIJIS YIIpaBICHUS HHPOPMAIIMOHHBIMU aKTHBAMH OPTaHU3aIH U
COOBITUSIMU UH(POPMAITMOHHOM 0€30MaCHOCTH;

- PyKkoBOJCTBO 10 HAaMHWCAHWIO TPABHUJI — COJCPKHUT PEKOMEHIAIUU TI0
CO3/IaHUIO MTPABUJI HOPMAJIM3AIUH, arperaliy, KOPPesSIui 1 000TameHus: COOBITHH.

1.2 O NT SIEM

NT SIEM — »10 cucrtema, koTopas OCYLIECTBISIET cOOp, XpaHEHHE W aHAJIU3
COOBITUI, UCXOMISIIIINX OT CETEBBIX YCTPOUCTB, CPEACTB 3alUTH HHGOpMAIUU, 0a3 TaHHBIX,
KJTFOUEBBIX KOPIIOPATUBHBIX PECYPCOB, HHPPACTPYKTYPHI CUCTEM U TPUIIOKECHHI.

1.3 KpaTkoe onrcanne BO3MOKXHOCTEW CHUCTEMBbI

Cucrema NT SIEM mnpenocraBisieT cheAyloliie OCHOBHbIE (DYHKIIMOHAIbHbBIC
BO3MOXHOCTH:
- COop )XKypHAJIOB COOBITHI C pa3TMYHBIX HCTOYHUKOB;

- Busyanuzamnus nanasix B Buje rpadukoB, nuarpamm B opMe 1anioopaos;

- AHanu3 )KypHaJIOB COOBITUN B COOTBETCTBHM C MPABHJIAMH HOPMAJIM3AIIHH,
KOPPEJISAIAN, arperaiiuy U 000TaleHus;

- dopMupoBaHUE MHITMJICHTOB Ha OCHOBE IPOIIECCOB arperayu, 000TameHus
U KOPPETIAINN;

- VYrpaBieHUe HHITMICHTAMH HHPOPMAIIMOHHOH 0€30MMacHOCTH;

- XpaHeHHe COOBITUI U MHIIMICHTOB MH()OPMAIIMOHHON 0€301MacHOCTH;
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- OunbTpanivg MO Pa3IudHBIM TapaMeTpaM COOBITHH W WHIIMACHTOB, B TOM
YHCJIC C MUCIMOJIb30BAaHUEM HM30paHHBIX 3alPOCOB I OBICTPOrO JOCTyNa K (UIbTpaM IO
COOBITHSIM;

- Ucnonb3oBanue roToBoM 0Oa3pl MpaBUJl, a TaKKe BO3MOXKHOCTb CO3aHUS
COOCTBEHHBIX MPABUJI U TAOJIMYHBIX CITUCKOB,

- MOHUTOPHUHT COCTOSIHUSI CUCTEMBI;

- OtnpaBka yBeIOMJICHUH MOJB30BATEISIM B paMKax BeO-TIPHIOKEHUS U TIO
AJIEKTPOHHOM IOYTE;

- DOpMUPOBAHUE U BBITPY3KA OTUETOB 3a ONPEACICHHBIN IEPUOJI BPEMEHH;

- OcymiecTBiieHne UHTErpanui, B Tom uncie u ¢ SOAR-cucremamuy;

= MOHUTOPUHT aKTUBOB.
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2. Cxema B3aMOJIENCTBUSI KOMIIOHEHTOB

Jlnst oGecriedeHus KOPPEKTHOTO B3aMMOICUCTBHSI KOMIIOHEHTOB CHUCTEMBI JIOJKHBI

OBITH AOCTYIIHBI IJIsI COCAMHCHUS YKAa3aHHBIC HAa PUCYHKC 1 ITOPTHI.

0 HanpasrieHHOCTb CTPENOK yKasblBaeT ceTeBkle BbI30BLI — OT MHMLMATOPA K NonyYaTernto.

Mail

X

3>
Ll

TCP:xxx

TCP:443
@ — SIEM
Y
SOAR

TCP:XXX — HacTpauBaeMbIe TIOPTHI:

Assets

COLLECTOR

zone 1

pass'\\‘e (1|
[ ] |

Assets

Assets

COLLECTOR

zone N

passive

Assets

Pucynok 1 — Cxema B3aumoeiicTBust kommnoHeHToB it Bepcuu NT SIEM

— I BSaHMOHeﬁCTBHH CHUCTCMBI M ITOYTOBOI'O CCPBEpa AJId OTIIPABKH 3JICKTPOHHBIX

MHCEM;

— g B3auMojiericTBus cucteMbl m SOAR 11 mepemaum WHIMACHTOB HW/HIIH

COOBITHUH.

|

3
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3. Cuenapuii pa3BepThIBAHUS CUCTEMBI

3.1 AnmaparHsle U MpOorpaMMHbI€ TPEOOBAHUS

3.1.1 IIporpammHEIe TpeOOBaHUS

JuctpuOytu NT SIEM noarotosieH il YCTAaHOBKU Ha ONEPAIMOHHYIO CUCTEMY
(matee — OC) Ubuntu Server 22.04 (ma 6a3e simpa Linux Bepcuu 5.19 u Bbime). Ilpu
yctanoBke Ubuntu Server 22.04 HeoOxoauM0 00OpaTUTh BHUMAHKE Ha CJICAYIOIIHE IIIaru:

— Pa3zmeTka qUCKOBOTO MPOCTPAHCTBA, B 3aBUCUMOCTH OT THUIA XpaHEHUs COOBITUH,
TaKk Kak 0a3za JTaHHBIX COOBITUU MOJJICPKUBAECT pa3TPaHUUYCHUE HA TOpsuee U XOJOIAHOE
xpadenue (1m.3.1.2). Ecam HeT HEOOXOAMMOCTH B pa3rpaHUYCHUH, TO CIEAYeT
CMOHTHPOBATh BCE CBOOOIHOE MPOCTPAHCTBO IO KOPHEBYIO THUPEKTOPHIO (pHC. 2).

Storage configuration [ Help ]

Editing logical volume ubuntu-1lv of ubuntu-vg

Name :

Size (max 36.945G): EEMELEIE

Format:

Mount:

PucyHnok 2 — PazmeTka AUCKOBOTO MTPOCTPAHCTBA

— Bri6op HabopoB maketoB. Ha maHnHOM 3Tame He clieqyeT BHIOMpATh HU OJUH W3
HaOOpOB MakeToB. B mpoTHBHOM ciiydae najgbHEHIas yCTaHOBKA MOKET ObITh BBITIOJIHEHA
HEKOPPEKTHO.

TP.! NTechnology SIEM v2.2.1



NI

=
N

ITepen pasBepteiBanrem NT SIEM neoO6xoaumo HacTpouTth Ha Firewall mpaBuna s
KOPPEKTHOI pabOTHI B MOJIb30BATEILCKOM HHTEpEIice.

Hnsa pabotsr B untepdeiice NT SIEM pexomenayercss UCHOIb30BaTh MOCIECIHNE
Bepcun OpaysepoB Google Chrome, Microsoft Chromium Edge, Mozilla Firefox.

3.1.2 BeiaeneHne AUCKOBOIO MPOCTPAHCTBA JIsi TOPSYETO U XOJIOJHOTO
XpaHECHUS

Cnoco6 1: BbienieHME BO BpeMs YCTAHOBKM ONEPAIMOHHON CHUCTEMBI U
MOHTHPOBAHHUS IMCKOBOTO MPOCTPAHCTBA.

Cnooco0 2:
1. IloxaroroBka u IMpoBEpKa JIUCKOB:

‘lsblk

1sblk
RO TYPE MOUNTPOINTS
1 loop “Gnap“rnrpq”
1 loop
a7M loop
150G 0 disk
1G 0 part /boot/efi
148.9G 0 part /
1T 0 disk
10244 O rom

PucyHnok 3 — J[uckoBoe mpocTpaHCTBO

"[x

root@siem: /home/andr
NAME HHJ.HIN RM

loopO
loopl
loop?

Y

— 1
L0 N 3
= = mM

00 OO
o0

513

= 00 00 00 D - = =

2. COSI[aHI/IC ITarKu JIIA MOHTHUPOBAHU XOJIOOHOT O XpaHCHUA u

dhopmaTupoBaHUE pa3/iell B ext4:
mkdir /mnt/cold
mkfs.ext4d /dev/sdb
3. Co3naHue TUPEKTOPUH U TOOABICHHE TaOTUITHI:
‘parted /dev/sdb mklabel gpt ‘

4, Coznanue paszaena primary oT 0% g0 100% aucka:
‘parted -a optimal /dev/sdb mkpart primary 0% 100% ‘

5. dopmMarupoBaHue pa3jieia B ext4:
‘mkfs.ext4 /dev/sdbl ‘

6. Ilomyuenue UUID:
‘blkid /dev/sdbl \
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root@siem:/home/andrey# blkid /dev/sdb1l
/dev/sdbl: UUID="2b6ad4c69-7690-4975-afed-b92a9959a415" BLOCK_SIZE="4096" TYPE="ext4" PARTLABEL="primary" PARTUUID="44c84f7d-ac7a-44e6-a662
-e582fcea31da"

Pucynok 4 — Ilony4yeHne yHUKaIbHOTO HICHTU(PHUKATOpA

7. OrtxkpeiTHe ¢aiina konburypamnuu u ykazanue UUID:
‘Vim /etc/fstab

/dev/disk/by-uuid/fald2b7a-6017-46c4-91f7-ff795eddb5a8 /

/dev/disk/by-uuid/CA91-BC6F /boot/ef1
/swap. ung none

UUID="2b6a4c69-7690-4975-afed-b92a995%9a415" /mnt/cold

PucyHnok 5 — Yka3zaHue yHUKaJIbHOTO UIEHTH(PUKATOpA

8. MoHTupoBaHue TUPEKTOPHUHU:

‘mount -a ‘

9. TloaroroBka u MPOBEPKA AUCKOB:
[ 1sblk |

root@siem:/mnt# lsblk
NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOINTS
63.9M loop /snap/core20/2318
38.8M loop /snap/snapd/21759
87M loop /snap/1xd/29351
150G disk
1G part /boot/efi
148.9G part /
1T disk
1024G part /mnt/cold
1024M rom

PucyHnok 6 — J/luckoBoe mpocTpaHCTBO

7:0
7:1
fis2
8:0
8:1
8:2
5 5y |
8:1
1:0

ol oMo oMo R o R

I[aHHaSI I/IH(i)OpMaIII/ISI HOHa)IO6I/ITBC$I B ﬂaHBHeﬁmeM IMpHU YCTAHOBKC CHUCTCMHBI.

3.1.3 AnnapaTHbie TpeOOBaHUS

Jns pacuera HEOOXOJIMMOIO JMCKOBOTO MPOCTPAHCTBA CIENYET HCIOJIb30BATh
CIICIYIOIIYIO (POPMYITY C YIETOM KOJIMYECTBA COOBITHH, FreHepupyeMbIX B cekyH bl (EPS):

TP.! NTechnology SIEM v2.2.1
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O6bem gannbix (I'b) = EPS x Pasmep coObiTus (6aiit) x Bpems xpaneHus (CEKyH/IbI)

Hanee mpemaraercss pacCMOTpPETh MPUMEP pacueTra HEO0OXOIUMOIro JUCKOBOTO
npoctpancta st 1000 EPS.
Ta6auna 1 — [lannsie 11g pacuera

IMoka3zarenp 3HayeHune

EPS 1000

Cpennuii pazmep coObITHS 300 Gaitr.

Bpewms xpanenus 30 nueit (2 592 000 cexyHn).

[ToxctaBuB gaHHbIE B POPMYITY, TOTYUHUM:

Oo0neMm gannbix = 1000 x 300 x 2 592 000 = 0,71 Th.

Taxum obpazom, ans xpanenus AanHbiX 3a 30 muHelt motpebyercs okoio 0,71 Th
JMCKOBOT'O TPOCTPAHCTBA.

Pekomennyembie TexHuueckue tpedboBanus Kk ycranoBke All-In-One otpakeHsl B
Ta0JIUIe 2 C pacyeTOM Ha XpaHECHHE COOBITUI MH(DOPMAIIMOHHOM 0€30IMaCHOCTH CPOKOM HE
MeHee 365 THen.

Ta6auna 2 — Pexomenayemple TeXHHUEeCKue TpeOoBaHus K yctaHoBke All-In-One

500 EPS 1 000 EPS 2 000 EPS 5000 EPS 10 000 EPS
CPU 8 core 16 core 32 core 64 core 96 core
RAM 16 Gb 32 Gb 48 Gb 64 Gb 128 Gb
SSD/HDD |6 Tb 10Th 20Th 50 Th 100 Tb
Link 1Gb 1Gb 1Gb 10 Gb 10 Gb
PexomeHyeMble TEXHUYECKUE TpeOOBaHUSA XpaHuWiIum@a CcoObITUH ¢

paszieJIeHueM Ha ropsyee W XOJIOAHOE XpaHEHUE OTPa)KE€Hbl B Ta0nuile 3 C pacuyeToM Ha
XpaHeHue coObITUN MH(MOPMAITMOHHOW Oe30macHOCTH cpokoM 365 nHeit, u3 koroporo 60
IHEW — ropsiuee XxpaHeHue, nocieayromme 305 gHel — X0J01HOE XpaHEHHUE.

Tab6auma 3 — PekoMmenayembie TeXHUUeCKHe TpeboBaHus s obOecneuenus: cold/hot

XpaHECHUS
500 EPS 1 000 EPS 2 000 EPS 5000 EPS 10 000 EPS
SSD 15Th 2Th 4Th 10 Th 20 Th
HDD 45Th 8Th 16 Tb 40 Th 80 Thb

TP.! NTechnology SIEM v2.2.1
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3.2 Ycranoska cucteMbl NT SIEM

Hns Toro, uroOb1 HayaTh mporecc yctaHOBKM NT SIEM HeoOxoaumo ckayath H
pacrakoBaTh UCXOJHBIC (aliibl U3 TUCTPUOYTUBA, MIPEIOCTABISICMOr0 MPOU3BOIUTEIIMH
NT SIEM.

Jlnst Toro, 9TOOBI pacrakoBaTh HMCXOMHBIC (aliabl CIEIyeT MEePEKIIOYUTHCS Ha
MOJIB30BATENSl YOOt , MMEIOIIETO AAMUHUCTPATOPCKUM JOCTYIl K Balledl CHUCTEME, H

BBITOJIHUTH KOMAHJy JJIsl CO3J1aHUSI BDEMEHHOW TUPEKTOPUU:
mkdir temp/

tar -zxvf NtechnologySiem v2.2.1l.tar.gz -C temp/

[Tocine pacmakoBKH apxuBa HEOOXOIMMO TEPEHTH B IUPEKTOPHIO, TAC OyayT
HaXOAUThCs JBa ¢aina 2.2.0.tar.gz, new install.sh | MalKHU ¢ JOKyMEHTAIHEH,
0a30i MpaBuUI W HMHCTALIATOPOM CIIykKO cOOpku coObiTuii. g mepexoma ciemyer

BBITIOJTHUTDB KOMaHI[y:
‘cd temp/ ‘

Jlanee HeoOXOOMMO TOMEHATh NpaBa JAocTyna i (ailla new install.sh,

KOTOpBIﬁ YK€ BXOJHUT B COCTAB III/ICTpI/I6YTI/IBa. I[JI&I 9TOI'O H606XO,ZII/IMO BBCCTH B KOHCOJIN
CIICYIOLIYIO KOMaHY:
chmod u+x new install.sh

[Tocne n3menenus IMpaB J0CTYyIIa BBCCTHU B KOHCOJIM KOMAaHAY AJIA 3aIlyCKa CKPHIITA
YCTAaHOBKH:

|./new install.sh

[Tocne nmpousBeaeHHbIX KOMaH 1 HauHeTcst ycraHoBka NT SIEM u nanee Heo6xoaumo
B UHTEPAKTUBHOW MEHIO OTBETUTh HA CIEAYIOIINE BOPOCHI:

- Beectu IP-agpec xocra mammubl, rae OyAeT Npou3BEJEHAa YCTaHOBKA
CUCTEMBI;

- HeoOxonuma nu HacTpoika TOYKM MOHTHUPOBAHHUSA AJISL XOJIOAHOTO XPaHEHHUS
naHHbIX. BapuanTel oTBeTa : v/ n. Ecnu ecTh Takast HEOOX0IMMOCTh, TO BBECTH: Yy . Jlanee
OyJeT mpeIoKEeHO BBECTH JUPEKTOPHIO JIJIsi MOHTUpOBaHusl cold storage (puc.7).
Ecnu Oblia BeIOpaHa onuusi OTBETa: N, TO MOHTUPOBAHUE TUCKOBOIO MPOCTPAHCTBA OyAeT
10 CTAaHJAPTHOM CXEME;

HYXHO NM HACTPOWTE TOMKY MOHTHPOBAHWA ANA XONOAHOrO XpaHeHwsa AaHHMx? (y/n): y
Beeaure aupexTopwo ana MoHTUposanua cold storage (Hanpumep, /mnt/cold): /mnt/cold

Touka MOHTHMpoBaHMA ans cold storage: /mnt/cold

PucyHnok 7 — Yka3anue manku s MOHTUPOBaHUsA cold storage

- Bectu ocnoBHyto ceth Network Syslog. B nannoii onuu cienyer ykasats |P
- aJpec M MacKy MOJICETH, ¢ KOTOpoi paspemieH npueM Syslog - coodmenwuii. Hampumep,
10.77.163.0/24. T1o ymomuanuto paspemiensl Bce cetr (0.0.0.0/ 0).

TP.! NTechnology SIEM v2.2.1
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DE OBbIX
BeeauTe OCHOBHyKW ceTb syslog (no ywmonuanuw 8.0.0.8/8): 18.77.163.0/24

Tekyuue ceTu:

1. 18.77.163.0/24

Pucynok 8 — BBoj HOBBIX ceTei

- Jlamee, ecinu ecTh HEOOXOAMMOCTH JOOABUTH €IIe OJHY CETh, TO CISIyEeT BBECTH

«y», €CIIA HET, TO - «N».

Xotute pobaBuTb ewe oaHy cetb? (y/n): y

BeeguTe aononHuTenbHyk cetb: 18.77.163.8/24

Tekyuume ceTu:
1. 9.96.0.8/0
2. 10.77.163.8/24
Xotute pobasuTb ewe oaHy ceTtb? (y/n): y

BeeguTe pononHWTEeNnbHyl cetb: 10.18.6.8/16

Tekyuue ceTu:
1. 6.0.6.8/06
2. 10.77.163.0/24
3. 10.10.0.8/16
XoTute po6aBuTb ewe oaHy ceTb? (y/n): n

2 dann networks.property cospgaH/o6HOBNEH.

:7 [oToBO!
WTOroBbIA CNUCOK ceTen:
1. 6.6.0.08/606
2. 18.77.163.8/24
3. 186.19.0.8/16
v PesepBHanA KONMUA coXpaHeHa B:

Pucynok 9 — BBo 1OTIOTHUTEIIBHON CETH
Crnenyet oOpaTuTh BHUMaHUE Ha TO, YTO €CJIM MOHAI00UTHCS B JabHEHIIeH padoTe

root@build-patch-siem:/srv/siem-docker
Tekyume ceTun B KOHOUrypauum:

1. 0.0.0.0/0

2. 10.77.163.0/24

3. 10.10.0.08/16

Boi6epuTe pencTBue:
1. Ucnonb3oBaTb CywecTBylWWe CEeTH
2. Jlo6aBuUTb HOBbLIE CETU K CYyWecTBYWWUM
3. 3amMeHuUTb BCe CeTU HOBbIMU
4. BbATM 6€3 U3MEHEeHWUN
Baw Bbi6op (1-4): I

N00aBUTh HOBYIO CE€Th WM OOHOBUTH CETH, TO HEOOXOAMMO MEpeHu B JAUPEKTOPHUIO
YCTaHOBJICHHOTO IMpoekTa (rmo ymomuanuio Srv/siem-docker) cd /srv/siem-docker u

3anmycTuTh cKkpunt bash networks syslogs.sh
root@build-patch-siem: /home/darkneo/temp

cd /srv/siem-docker/
bash networks_syslogs.sh

Pucynok 10 — O6HoBNEHUE ceTH

NTechnology SIEM v2.2.1
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- VYka3zaTh, CKOJBKO BBLICIUTH ONEPATHBHOW mamsTH, HO He Oosee 50 % ot
o0mieii onepaTuBHOU mamsiTi. OOpaTUTh BHUMAHHUE, YTO HEOOX0IMMO BBIOpaTh HU(py, MO

KOTOpPOU yKa3aHa Hy»KHasl BaM ONl€paTUBHAas NaMSTh:
Bui6epute 06béM namaTu B gb ana DB:
1) 2 3) 8 5) 32 7 CsoW BapuaHT
2 4 4, 16 6 64

#2 |}

Pucynok 11 — Bapuantsl 06beMa oriepaTUBHON aMATH

Hanee Oynet npeasioxkeHa yCTaHOBKA JOMEHHOTO UMEHH (110 HEOOX0AUMOCTH). Jlis
ATOTO CIIEYET BBHIIOJIHUTD CIEIYIOIIHNE IIaru:
- HaCTpOMKa JOMEHHOTO UMEHH

[INFO] Cospaem aupekTopui: /srv/siem-docker/config/nginx/certs
[7] Beegute pomeHHoe ums (Hanpumep, example.com): siemka.by
[INFO] CoxpaHeHo: DOMAIN_NAME=siemka.by

- BBIOOp THNA cepTuduKara

[?] Kakoi cepTudukat cospaTtb?

1. CamonognucaHHbIn

2] Wcnonb3oBaTb CBOU CepTUPUKATbI
Bui6epute BapuaHT (1 wunm 2): 1

[WARN] & BaxHoe npuMmedaHue pna 6paysepa Safari:
+ Safari oTknoHseT camonognucaHHoie cepTudukaTbl CpokoMm 6onee 398 pHewn
* PekomeHayeMbii cpok ans coBmecTumocTu ¢ Safari: 397 pgueit
* pn ucnonbsoBaHun Chrome/Firefox orpaHuveHuit HeT

[?] Ha ckonbko gHel cospaTb cepTudukaT? (no ymonuyaHuiw 365, makcumym gnsa Safari 397): I

Ecnu BbiOpaTh BapuanT 1, TO HEOOXOJUMO BBECTH NapaMmeTpbl CaMONOJANHUCAHHOIO
ceptudukara.

Cnenyer oOpaTuTh BHUMaHKE, JUIS MOJIb30BaTeNel Opay3epa Safari MmakcumanbHbIH
CPOK JIEHCTBHSI CAMOTIOITUCAHHBIX CEPTU(PUKATOB cocTaBisieT 398 nHel.

3
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[?] Ha ckonbko gHeit cospaTb cepTupukaT? (no ymonuanuio 365, makcumym ans Safari 397): 365

[7] DaHHble anAa cepTudukaTa (MOXHO OCTaBUTb NYCTbIMM)
CtpaHa (2 6ykBbl, no ymonuyaHuio BY):

O6nacTtb/llTaT (no ymonuyanuio Region): Minskaya

Fopoa (no ymonuanuw City): Minsk

Opranusauusa (no ymonyanuw Organization): NTEC

Otpgen (no ymonyanuio Department): Devops

[INFO] FeHepauua SSL cepTupukaTa ans aomeHa: siemka.by
[INFO] FeHepauua npuBaTHOro KinioMa. . .

[INFO] FeHepauus CSR...

[INFO] FeHepauusa camonognucaHHoro cepTtu¢ukaTta (pencteuteneH 365 gHeit). ..
[INFO] CospaHue PEM ¢aina. ..

[INFO] CospaHue PKCS12 apxwuBa...

Ecnu BbIOpaTh BapuaHT 2, TO HEOOXOAUMO HCIIOJIB30BaTh CYIIECTBYIOIINE
cepTU(PUKATHI, yKa3aB MyTh K HUM.

[?] Kakow cepTupukaT cospaTtb?
1) CamonoanucaHHbIN
2) WUcnonb3oBaTb CBOU CepTUPUKATHI
Bei6epuTe BapuaHT (1 wnu 2): 2
[7] YkaxuTe nonHbii nyTb K dainy ceptudukarta (.crt): /srv/license.crt
[7] YkaxuTe nonHeit nyTb K ¢ainy knwya (.key): /srv/license.key

- MPOBEPKA BATUAHOCTU cepTUdUKaTa

MpoBepka BanMAHOCTU cepTUdUKaT

poBepka cpoka AenUCTBMA. ..

[INFO] N 7
i fenctButenen c: Nov 13 14:84:13 2025 GMT
i NevictBuTeneH fo: Dec 15 14:04:12 2026 GMT

[INFO] ®7 CepTudukat peitcteuTeneH (mo Dec 15 14:84:12 2026 GMT)

[INFO] MpoBepka cooTBeTCTBMS Kik4Ya M cepTudukaTa...

[INFO] 2 Knwuy cooTBeTCTBYeT cepTupukaTty

[INFO] MpoBepka Tuna cepTupukara. ..

[INFO] [l CepTudukaT nognucan CA (Issuer: C = BE, O = GlobalSign nv-sa, CN = GlobalSign GCC R6 AlphaSSL CA 2025)
[INFO] MpoBepka poMmeHa B cepTuukare. ..

[Tocne 3aBeprieHUs TPOLETYPHl yYCTAHOBKU CEePTU(GUKATHI OyAyT XPAaHHUTHCS B
nupextopuu /srv/siem-docker/config/nginx/certs/

Ecmu tpebyercst cMEHUTh TeKylllee JOMEHHOE HWMs, TO HEOOXOIUMO 3aIlyCTHUTh
ckpunt bash scripts/domain.sh u3 KOpHEBOI AUPEKTOPUH.

[Ipomiecc ycTaHOBKM 3aHMMaeT HECKOJIbkO MHUHYT. Ympasienne NT SIEM
ocyliecTBisieTcss 4yepe3 BeO-uHTepdeiic. s atoro crmemyer oTkpeiTh Opay3ep Google
Chrome u BBectn B azapecHod crpoke I[P-agpec (https://IP Address, rae
IP_Address — IP-anpec cepBepa, rie nmpousoawiack uHctawianuss NT SIEM). Ilepsas
3arpy3ka BeO-uHTepdeiica MOKeT 3aHSATh HECKOJIbKO MUHYT.

TP.! NTechnology SIEM v2.2.1
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[Ipy HeoOXOAMMOCTH MOXXHO HM3MEHHUTh HACTPOWKH [0 YMOJYAHUIO CETH
Docker (172.17.0.1), g 3TOro HEOOXOIUMO:
1. Co3znath uinu oTpeaakTupoBath gain /etc/docker/daemon. json

sudo nano /etc/docker/daemon.json

2. JloGaBUTh MJIM 3aMEHUTH COACPKUMOE, T11e bip — ato IP-aapec u moaceTs s
unTepdeiica dockerO:

"bip": "100.100.1.1/16"

Crnenyet yOeauThCs, 4TO BEIOpaHHAS CETh He KOH()IUKTYET ¢ JJoKabHOU mi VPN-
CETBIO.
3. Ilepesamyctuth Docker

sudo systemctl restart docker

[Tocne 3arpy3ku BeO-uHTepdeiic OyaeT BHIISAACTh HAa KaK pUCyHKe 12.

Ao6po
Wms nonbsosatens

Napone

ABTOpM3aUYA No npoTokony LDAP

Boitn

Pucynok 12 — Ctpanumna asropusanmu cucteMsl NT SEIM

B Xxole yCTaHOBKM CHCTEMBbI TakKK€ NOATPYXKAIOTCS CHUCTEMHBIE MpaBUIIA,
UCIIOJIb3yeMbIe JTsi 00paboTku u aHanm3a qaHHeX B NT SIEM.

VYyeTHas 3anuch aJIMUHUCTPATOPA 110 YMOJTUYAHUIO UMEET aTPUOYTHI:

- MM IIOJIb30BaTesd: admin;

- napoib: sTrOn&gg.

PekomenmyeTcss M3MEHUTH TMapoiib cpazy IMocie Bxojaa B BeO-uHTepdeiic. B
JalbHEWIIEM MOXHO CO3/aTb W JAPYrM€ YYETHbIE 3alKCH, HalpUMEpP, C POJIbIO
aJMUHUCTPATOPA WM OlepaTopa.

TP.! NTechnology SIEM v2.2.1
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JIns cMeHBI TapouIsl y y4ETHOM 3alMCU aAMUHUACTPATOPA CIEAYET:

- BriOpats B 60koBOM MeHIO cTpanuily «Hactpoiiku cucrembn» (puc.13).

- Ha Bkmanke «Ilonp3oBaTenu» BbIOpaTh Mojb3oBaTedst ¢ poibio «Cymep
AJIMUHHCTPATOP».

- HaxxaTtp Ha kHOIIKY «PenakTupoBaThy.

- BBecTr HOBBIN NTApOJIb.

- Haxatp Ha kHONIKY «COXpaHUTH.

Kak pesynprar, maponap y4Ye€THOM 3amuCH agMHHUCTpAaTopa HU3MeHuTcs. Ecnm
[Tonp30BaTENb HE NOATBEPKIAAET CBOE ACHCTBUE WM IPU HAKATUHA HA KHONKY «OTMEHa,
BCE JIaHHBIE OCTAIOTCS HEN3MEHHBIMH.

a o
Ynpagnexue Tenamm | Jlal p | Denonwutensheie HacTpoiki > [j 2

MonezoBatenu Ponu WrTerpaymnn
+ Co3paTe 0 Yganute WMma none3oeartens: data

Cratyc Wmna nons3oeatenn DUO 3neKTpOHHaR noyTa Pone LDAP Cratye @ AKTUBEH

®amunna data

() Axtugen ntech_update_agent Cynep aBMHHICTRATOP
Wma data

@ AxTueeH admin Cynep agMHHWCTPaTOR v OTyecTEO data

3neKTpoHKan nouta data@gmail.com

@ AKTUBEH data data data data data@gmail.com test
TenegoH 12345678

(@) Axtusen bulka bulka bulka bulka bulka@gmail.com v OpraHmnsayua ZXLHLBS%ES

OTpen ZXLHLBS%E#

() Axtusen potestim potestim potestim potestim potestim@gmail.com - LonwsoeTs IXLHLBSSER

@ AxTugeH kalina kalinka kalina kalina kalina@gmail.co QOnepatop v PyxosopuTens ZXLHL8S%ES
Ponb test

Nocnenuuii sxon 8 2025-11-17709:26:59

cucTemy

LDAP

Pegaktuposatk

Pucynok 13 — Crpanuna «HacTtpoiiku cuctems»

3.3 YcTaHOBKA JOBEPEHHOTO CEPTU(PHUKATA

C mnoMmolIpI0 JOBEPEHHOIO KOPHEBOIO cepTu(dukara Opay3epbl NPOBEPSIOT
0€30MMacHOCTh CaWTOB, MX MOJJIMHHOCTh WM HIMQPYIOT AAaHHBIE, MEepeAaBacMble MeEXIy
caiiToM u Opay3epoMm IMoJIb30BaTEsl.

BOABIMIMHCTBO CTOPOHHUX NPWIOKEHU U Opay3epoB HCHOJIB3YIOT KOpPHEBbBIE
cepTu(UKaThl U3 CUCTEMHOTO XPaHWJIUINA OMEpPAlMOHHON cucteMbl, Hanpumep, Google
Chrome. Hekotopble mporpaMmmbl UCHOJB3YIOT COOCTBEHHOE XPAHWIIUIIE CEPTU(PUKATOB,
Hanpumep, Mozilla Firefox.

TP.! NTechnology SIEM v2.2.1
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C nmpaBamMu aJAMHHHCTpaTOpa MOJXKHO BBIIIOJIHUTH YCTAaHOBKY KOPHEBOTO
ceprudukara B Xpanunuiie ceptudukaToB. [Ipu 0oTCYyTCTBUM TaKMX MOJHOMOYHA MOKHO
n00aBuTh cepTudUKaT K Opaysepy.

OOpaTtuTe BHUMaHUE, YTO TMOCJIE paboOT MO YCTAaHOBKE JOBEPEHHOTO cepTudukaTa
HEO0OXOIUMO Tepe3arpy3uTh pabouyro CTAHIIUIO.

3.3.1 Ycranoska ceprtudukara nias OC cemerictea Windows

Ecnu npu ycTaHOBKE OOHOBJICHHS] HEOOXOIMMO NMOATPY3UTh KOPHEBOM cepTU]UKAT,
TO €r0 MOXXHO HAUTHU:

| cat config/indexer ssl certs/root-ca.pem |
Ecnu npu nepBUYHON yCTaHOBKE HEOOXOJIMMO MOJAIPY3UTh KOPHEBOM CEpTU(PUKAT,
TO €r0 MOXXHO HAUTHU:

| /srv/siem-docker/config/indexer ssl certs/root-ca.pem |

Crenyet co3nath (haiis ¢ paclIMpeHrueM .crt U BCTaBUTh COAECPKUMOE cepTUPUKaTa
u3 (ailnia root-ca.pem.

Ha ¢aiine xopaeBoro ceptudukata HOKMHUTE MPABON KHONKOW MBIIINA U BhIOEPUTE
«YcranoButb ceptudpukar» (puc. 14). B ortkpsiBieMca OkHe «MacTtep uMImopra
cepTU(PHUKATOB» IOMOIIHMKA YCTAaHOBKH BBIOEPUTE HEOOXOAUMBIM MYyHKT M HAXKMUTE
«Jlanee.

TP.! NTechnology SIEM v2.2.1
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Orpbith

YcTaHoeuTe cepTudukar

) Moaenutsca & Skype
7-Zip >
CRC SHA >
certificate
I}g MposepuTe Ha BUpYChI
[K Mpoeeputb penyTauuo 8 KSN
&2 Otnpasute

OTKpBITE C NOMOLLBIO...

MpeaocTaeuTe gocTyn K >

BoccTaHoBuTh NPEXHIOMW BEPCUIO

OtnpasuTts >

Boipesats

Konupogate

Cosaate apabik
Yaanute

Mepenmenoeate

CeoiicTea

Pucynok 14 — Hauano ycTaHOBKH IOBEPEHHOTO CepTH(HUKATA

Ha crtpanune «Xpanuwnuiie cepTU(PUKATOB» HYXHO BbIOpath «llomecTuTh Bce
cepTUPUKATHI B CIEAYIOIIEEe XpaHWIHILE», HaXaTb KHONKY «0O030p». B oTkpbiBIIEMCS
OKHE HEOOXOIMMO BBIOpaTh M TMOATBEPAUTH Manky «JloBepeHHbIE KOPHEBHIE LIEHTPHI
cepTudurarmm» st ceprudukara. U 3atem Haxxmure KHomKy «Jlanee» (puc 15).

TP.! NTechnology SIEM v2.2.1
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& &% MacTtep nmnopTa cepTrdnKaTos

XpaHwnuue cepTwhvEaTos

KPEHUNMILE CEPTUDMKETOE - 3TO CMCTEMHBIE 0BNacT, B KOTOpBIX
HPEHATCA CEPTHHOMKETEI.

Windows aBTOMaTMYECKK BRIBEPET XPAHWAMLLE, MMM Bl MOXETE YKA3aTE
pECNONGHEHWE CENTHMHOWKETE BRYYHYHD,

(@) ABTOMETMYECKH BEIBDATE XDEHWIMLLE HE OCHOBE THNa CepTHMKETAE

() MoMecTHTL Bre cepTHMKATE B CNEAYIOWES XPEHUAWLLE

Hanee OTtmeHa

Pucynok 15 — Xpanunuie cepTugukaToB

3aTeM cieyeT MpOoAOJKATh BRIMOJIHATE IIpeiaraeéMble maru nomomnnka. Haxars
KHOIIKY «['oToBO», a 3aTeM kHOMKY «OK», 4TOOBI MOATBEPAUTH YCIEIIHOE BHIIOJIHEHUE
UMIIOpTa cepTU(UKaTa.

MacTep nmnopTa cepTndnKaTos X

0 MmnopT ycnewHo BeinoaHEH,

Pucynok 16 — YcmeniHoe BBITIOTHEHUE HMITOPTA cepTU(UKATA
[Tepen padoroii ¢ cucremoii NT SIEM crnenyet nepe3arpy3uth pabo4yyro CTAHIIMIO.

3.3.2 Ycranoska ceptudukara nis OC cemerictea MacOS

Ecnu npu yctaHOBKE OOHOBJICHHSI HEOOXOIMMO TIOATPY3UTh KOPHEBOU cepTU(HKAT,
TO €ro MOKHO HAUTHU:

TP.! NTechnology SIEM v2.2.1
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| cat config/indexer ssl certs/root-ca.pem

Ecnu npu nepBuYHON ycTaHOBKE HEOOXOJIMMO MOJIPY3UTh KOPHEBOM CEepTUPUKAT,

TO €ro MOKHO HAUTH:

| /srv/siem-docker/config/indexer ssl certs/root-ca.pem

Crnenyet co3nath (haiij c pacuIMpeHrueM .Crt 1 BCTaBUTh COACPKUMOE cepTudHKaTa

u3 (paitna root-ca.pem.

B nmanke ckaunBaHus, OTKPBITh CEPTUPHUKAT U BBEAUTE MAPOJIb OT cucteMbl MacOS,

€CJIM He00XO0IUMO.

3aTeM B HACTPOWKAX CUCTEMBI OTKPBITh NpuiiokeHue « CBsi3ka kinrouei». Bo Bkinaake
«Ceptudukarb», BEIOpAaTh HYKHBIA (aiiia ¢ CepTU(PUKATOM U OTKPHITh €ro (Hampumep,
JBOMHBIM HakaTheMm). llepeiiT BO BIOKEHHBIN CHUCOK «JloBepue» M BBHIOpAaTh BapHaHT
«Bcerna nosepATb» (pucyHok 17), BBeCTH mNaposib, NMpuU HEOOXOIMMOCTH M 3aKPBITh
npuioxenue «CBsizka KIOYen» (CM. moApoOHYI0 MHPOpPMAIUI0O B CIIPABOYHOM IIEHTpE

Apple).

HoBepue

MapameTpbl UCrONb30BaHUA cepTUdukara:

MpoTokon 3awMLLEeHHbIX cokeToB (SSL)
BesonacHas nourta (S/MIME)
Pacwupsiemas ayteHTudpukauus (EAP)
IP-6e3onacHocTb (IPsec)

Moanucob Koga

MNMpucBoeHne BpeMeHHbIX MEeTOK

CraHpapTHbIN anroputm X.509

Pucynok 17 — Bknanka «JloBepue» npunoxxenus: «CBsi3ka KIrouein»

[Tepen paboroii ¢ cucremoii NT SIEM crnenyer nepe3arpy3uth pabodyro CTaHIIHIO.

3.3.3 YcranoBka ceptudukara ang opaysepa Google Chrome

Ecnu npu yctaHOBKE OOHOBIIEHHSI HEOOXOIMMO MOATPY3UTh KOPHEBOM cepTU(]UKAT,

TO €ro MOYKHO HAUTH;

Bcerpga poBepsitb

Bcerpa posepaTb
Bcerpa poBepaTb
Bcerpa poBepaTb
Bcerpa posepaTb
Bcerpa poBepsTb
Bcerpa posepatb

Bcerpga posepsitb

| cat config/indexer ssl certs/root-ca.pem

Ecnu npu nepBUYHON ycTaHOBKE HEOOXOJIMMO MOJrPY3UTh KOPHEBOM CepTUPUKAT,

TO €ro MOYKHO HAUTH:

| /srv/siem-docker/config/indexer ssl certs/root-ca.pem

TP.! NTechnology SIEM v2.2.1
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https://support.apple.com/ru-ru/guide/keychain-access/kycafc458035/mac#:~:text=%D0%92%20%D0%BF%D1%80%D0%B8%D0%BB%D0%BE%D0%B6%D0%B5%D0%BD%D0%B8%D0%B8%20%C2%AB%D0%A1%D0%B2%D1%8F%D0%B7%D0%BA%D0%B0%20%D0%BA%D0%BB%D1%8E%D1%87%D0%B5%D0%B9%C2%BB%20%D0%BD%D0%B0,%3E%20%C2%AB%D0%9D%D0%BE%D0%B2%D0%B0%D1%8F%20%D0%BD%D0%B0%D1%81%D1%82%D1
https://support.apple.com/ru-ru/guide/keychain-access/kycafc458035/mac#:~:text=%D0%92%20%D0%BF%D1%80%D0%B8%D0%BB%D0%BE%D0%B6%D0%B5%D0%BD%D0%B8%D0%B8%20%C2%AB%D0%A1%D0%B2%D1%8F%D0%B7%D0%BA%D0%B0%20%D0%BA%D0%BB%D1%8E%D1%87%D0%B5%D0%B9%C2%BB%20%D0%BD%D0%B0,%3E%20%C2%AB%D0%9D%D0%BE%D0%B2%D0%B0%D1%8F%20%D0%BD%D0%B0%D1%81%D1%82%D1

Craenyet co3nats (haiij c pacuIMpeHrueM .Crt 1 BCTaBUTh COACPKUMOE cepTudHKaTa
u3 (paitna root-ca.pem.

OtkpeiTh Opay3ep Google Chrome. /[Ins Hayanma HEOOXOIMMO NEPEHTH B OKHO
«Hactpoiiku», B 7neBod yacTtu cTpaHullbl Haxmutre «KoH(MUIEHIHNATLHOCT U
0e3omacHOCTb», W 3aTeM B pasnaen «be3omacHocTb». I[IpOKpyTUTH CTpaHUIly BHU3 110
pazzaena «/lomonauTensHO» M HaXxaTh «HacTtpouTs cepTudukare» (puc. 18).

CepTudmkarel >

HazHadveHue; | <Boe > w |

MgHele  Apyrie nonbsosaTeny  [poMEXyToHHbIE LEHTPL! cepThdvkawy  JosepenHe * |

KoMy BeloaH KeM BelaaH Cpok ge... [oHATHOE MMA

MMnopT... SKOpT.. ¥ OanuTh AononHAUTENEHD

HazHa4eHA cepTHUKaTE

3EKpEITE

Pucynok 18 — Crpanuna «Ceptudukatsn)

Jl51g ycTaHOBKY cepTH(UKaTa CIEeIyeT MepeiTH Ha BKIIAJKY «JloBEepeHHbIE KOPHEBbBIE
HEHTPHI cepTUHUKAIMIY ¥ HAXMHTE KHOMKY «MmmopT...». OTkpoercss okHO «Mactep
uMroprta ceprudpuratony (puc. 19).

TP.! NTechnology SIEM v2.2.1
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“* Mactep umnopTa cepTudukaTos

Macrep nmnopTta cepTudpukarTos

3TOT MacTep NOMOraeT KONMPOBaTb CEPTUOMKATDI, CIMCKM A0BEPUA U CTIMCKM OT3bIBA
CEPTUOUKETOB C NOKANbHOrO AMCKE B XpaHUNMILE CEPTUDMKATOB.

CepTUhMKET, BblaaHHbIN LEHTPOM CepTUOMKALWM, ABNAETCA NOATEEDKAESHWUEM BaLIEH
NMYHOCTM M COAEMKMT MHDOPMALMIO, HEOBX0AMMYIO ANA 38LUMTEI ASHHBIX UK
YCTaHOBNEHWS 3aLUMLLEHHBIX CETEBBIX NOAKMOYEHNA, XpaHUnUWE CepTUDMKATOB —
370 0BNacTb CMCTEMBI, NPEAHA3HAYEHHaR ANA XPaHEHUA CepTUDMKATOB,

[1na NpoaoMmKEeHnA HaXXMUTE KHonKy “[anee”,

Janee Otmena

Pucynok 19 — Okno «Macrep uMIiopra cepTuHUKaToB)»

B otkpsiBmiemcs okHe «Mactep MMIOpTa CepTHU(PHUKATOBY» IMOMOIIHUKA HaXaTh
«[danee», orkpoercs okHO « IMnopTupyemsiii Gaitm» (puc. 20). Jlanee HeoOX01uMO HaXKaTh
KHOIKY «0O030p», BbIOpaTh paHee ckayaHHbIM cepTudukar. Pe3ynbrar npeacraBieH Ha
pucynke 21.

3
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€ % Mactep umnopta cepTudukaTos

Wmnoprupyemsiin dainn
YiaxuTe daitn, KoTopblil Bbl XOTUTE MMNOPTHPOBAETD.

Vma daina:

==

3ameuyaHue: cneayrowme dopMaTsel Gainos MoryT conepxaTs bonee ogHoro
cepTudmKaTa B oaHoM daitne:

®ain obMeHa nuyHoi uHdopMaLweit - PKCS #12 (.PFX,.P12)
CraHaapT Cryptographic Message Syntax - cepTudmkaTel PKCS #7 (.p7b)

XpaHunuiLe cepuannsoBaHHbIX cepTudmkaTos (.SST)

Janee ~ Ormena
Pucynok 20 — Okno «IMnoptupyemsiii paitin»

€ 2% Mactep umnopTa cepTudukaTos

Wmnoprupyemein dainn

YKakuTe dain, KOTopbi Bbl XOTUTE MMNOPTUPOBATE.

Mg daitna:
\Downloads \certificate.crt | I Obzop... l

3amMeuaHue: cneayrowme dopMaTel haitnos MoryT coaepxaTs bonee oaHoro
cepTudmkaTa B oaHoM daine:

®aitn obMeHa nuyHoi MHbopMaLwelt - PKCS #12 ((PFX,.P12)
CranaapT Cryptographic Message Syntax - ceptudmkaTel PKCS #7 (.p7b)

XpaHUnMWE Cepuani3oBaHHblx cepTudukaTos (.SST)

Hanee OtmeHa

Pucynok 8 — Pesynbrar BeIOOpa cepTudukaTa uisi yCTaHOBKH
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3areM cielyeT IpOoJ0JIKATh BBIIOIHATH IIpeAlaraéMple 1ard momMolHuka. Haxarp
KHONIKY «['0TOBOY», a moToM KHOMKY «OK», 4TOOBI MOATBEPAUTH YCHEIIHOE BBHIMOJIHEHUE
uMInopra ceprudukara (cM. moapoOHyI0 HHpOpMaIuio B cipaBoyHOM IieHTpe Google).
[Tepen padoroii ¢ cuctemoii NT SIEM nepesarpysurte padouyro CTaHIUIO.

3.3.4 YcranoBka ceprudukara s 6paysepa Mozilla Firefox

Ecnu npu yctaHOBKE OOHOBJICHHSI HEOOXOIMMO TTOATPY3UTh KOPHEBOU cepTU(HKAT,

TO €ro0 MOYKHO HaWTH:
| cat config/indexer ssl certs/root-ca.pem |
Ecnu npu nepBUYHON yCTaHOBKE HEOOXOJIMMO MOJAIPY3UTh KOPHEBOM CEpTU(PUKAT,

TO €ro MOXXHO HAWTH:
| /srv/siem-docker/config/indexer ssl certs/root-ca.pem |

Crnenyer co3nath (aiisi ¢ pacliupeHUueM .Crt | BCTABUTh COJEPKUMOE cepTudukaTa

u3 (pailyia root-ca.pem.
Hanee cienyer oTkpeITh Opay3ep Mozilla Firefox u nepeiitu B okHO «Hactpoitkm»

(puc. 22).

CMHXpOHMSau,MSI W coxpaHeHue
AdHHbIX

Bontu

Hoeas sxnagka Ctrl+Tg
1
Hoeoe okHo Ctrl?l--l:
I
Hoeoe npueatHoe okHoO Ctrl+Shift+P :
I
3aknagku > :
i
KypHan > :
» i
3arpyskun Ctrl+Jg
I
I
Maponun H
I
JononHeHns u TemMbl Ctrl~thft~"-
!
T
Mevarts... CtrigP
[
CoxpaHnTb Kak... Cyll—S
£
Haiitn Ha cTpaHunue... /CtrI-F
4
s’
Macwitab - 100z + 7
-

’//
-

-
Hactpoiikn |4~

Apyrue MHCTpyMEeHTbI >
Cnpaeka >
Beixog Ctrl+Shift+Q

Pucynok 22 — Ilepexox B HacTpoiiku Opay3epa Mozilla Firefox
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https://support.google.com/chrome/a/topic/9028719?hl=ru&ref_topic=4386913&sjid=12416470897859385077-EU
https://support.google.com/chrome/a/topic/9028719?hl=ru&ref_topic=4386913&sjid=12416470897859385077-EU

B neBoil yactu crpaHuubl nepertu B pasaen «lIpuBaTHOCTH M 3amIuTa», HAUJINATE
paznen «3ammra» u HaxaTh «[IpocMoTp ceprudukatosy (puc. 23).

€3 Hacrpomun X + - o X

& C @ Firefox  about:preferences®privacy o 9 =
~l

@3 OcHosHble 3auwra

(@) Hauano MoAAeNbHOE COAEPKUMOE U 3aLUMTa OT BPEAOHOCHBIX NPOTPaMM

Q Noviek Baoxuposars onackoe v ObMmanbiBaKowee cogepxumoe Mogpobres

a T —_—" BAOKVPOBATL ONACHIE 3ArPY3KA

3umTd MpPeAYNPEXAaTS O HEXENATEABHBIX ¥ PEAKO 3arPYXAeMbIX NPOTPAMMAX
)
Q CHHXPOHM3AUMA ™~ ™
- - - - - - - s s ———————
S
Ceprudmkarsl A

3anpawwsars y OCSP-cepeepos NOATEERXACHKE TEKYLLETO CTATYCA CepTUdHKaTOB MNpOCMOTP CePTHMUKATOB...

ﬁ Pacwmpenina u TeMu
@ Nogaepxxa Firefox YcIpo#crea 3awmil..,

Pucynok 9 — Hactpoiiku Opaysepa Mozilla Firefox paznen «IIpuBatHocTs u 3ammuTa

[lepetitu Ha BkIanky «lLleHTpsl cepTudukammm» u HaxaTh «AMIOPTUPOBATHY»

(pHc.24). Bri6parh panee ckauaHHbIN cepTU(UKAT.

Ynpaeneuue cepruduxaramu
Bawm cepTudukarsl PelwexnA no ayTeHTHuKaunn Moan Cepeepsl Llentpel cepridunxaumm
Y Bac XPaHATCA cepmqauxaru, yxauwme ana HAEHTN@MKZILHH Neayiouwmx UeHTpoe cepnlomcaulm :
i
Ma cepTudmkara YCTPOIICTBO 3aumTe! : )
v AC Camerfirma S.A. lI £\
Chambers of Commerce Root - 2008 Builtin Object Token :
Global Chambersign Root - 2008 Builtin Object Token :
v AC Camerfirma SA CIF A82743287 'l
Camerfirma Chambers of Commerce Root Builtin Object Token l,
Camerfirma Global Chambersign Root Builtin Object Token II
/
v ACCV ¥,
ACCVRAIZ1 Builtin Object Token ,/ v
-
a”
-
MMNOpTMPOBaTL... (M= Cnop
< >

Pucynok 24 — OxHo «Y1paBieHue cepTUPUKATAMI

YcranoButh ¢uaxkku «/loBepsATs npu uaeHTHUPUKAUU BeO-cailToB» u «JloBepsATh
NpY WICHTUPHUKAIMH TIOJIB30BaTENeH AMeKTpoHHOM ouTh. Haxkats «OK» (puc.25).
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3arpyska cepTudukara X

Bam npeanaratoT 40BEPATE HOBOMY LEHTPY cepTudukauun (CA).

Bol xoTute goeepate «Kaspersky Lab Root CA» gna cnegyrowmx HasHauyeHnin?

Josepate npu naeHTudukaymn eeb-canTos.

[Joeepate Npn MAEHTMGUKILNN NONB30BATENEN 3NEKTPOHHON NOYTHL.
i

i
ﬂepe,q TEM, KaK ONPEAENNTECA C JOBEPUEM K 3TOMY UEHTPY, PEKOMEHAYETCA NPOBEPUTE Er0

cepTMPUKAT, NOANTUKY W NPOLEAYPDI (ECAN BO3MOXKHO). \\
~
S

\

Pucynok 25 — OkHo «3arpy3ka cepruduxarar»

Mpocmotpers | [lpoBepuTe cepTdnkat LueHTpa

KopneBoii ceprudukar O6yner ycrtaHoBieH B xpanunuiie Mozilla Firefox. Ilepen
paboroii ¢ cucremoit NT SIEM caenyer nepe3arpy3uTh pabouyro CTaHITUIO.

3.4 CuHXpOHM3aIYs BPEMEHU Ha CepBEpax

Jis  koppekTHOW pabOThl CHCTEMbl HEOOXOIMMO HACTPOUTh CHHXPOHHU3ALUIO
BPEMEHH.
[lepBbIM 11aroM, HEOOXOAMMO YCTAHOBUTh «Chrony» C MOMOIIBIO CIEIyIoIEen

KOMAaHbI:
sudo apt install chrony

Janee, HeoOXoaMMO yOEOUTHCA, 4YTO BUPTyajbHas MallMHA HMMEET JOCTYIN B
uHTepHeT. Ecnu goctyn B WHTEpHET OTCYTCTBYET, TO HEOOXOAMMO OTPEIAKTHUPOBATH
¢daiin /etc/chrony/chrony.conf, 3amenuB 3nauenue NTP-cepBepa Ha ums wiu [P-
anpec BHyTpeHHero NTP-cepBepa Balien opraHu3amuu.

3areM HEOOXOAMMO 3allyCTUTh CEPBUC CHUHXPOHM3ALMM CUCTEMHOI'O BpPEMEHH,

BBITIOJIHUB KOMAH/Y:
sudo systemctl enable --now chrony

UYepes HECKOJIBKO CEKYH/I BBIIIOJHUTh KOMaHY:
sudo timedatectl | grep 'System clock synchronized'

[Ipu ycremHoW CHUHXpPOHHU3AIMKW CHUCTEMHOTO BPEMEHHU, BBIBOJ OYJET coaepkKaTh
CTPOKY:

System clock synchronized: yes.

3
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3.5 JlobGaBieHNE NTUIICH3UHT

[locne ycTaHOBKM CHCTEMBI, Jisi TOJYyYEHHs MOJHOTO (YHKIIMOHAJIA CHUCTEMBI,
HEO0OXO0IUMO 3arpy3UTh KIIIOY JUIEH3UU: ¢/0e3 MOAKIIOYEHUS K CEpBEPY JIULIEH3UPOBAHMUS.
Jlnst aToro cHavyaiia HEOoOXOoAMMO TMepedTu Ha rpynmy crpanul] «Hactpoiiku
CUCTEMBI», a 3aTeM Ha cTpaHully «JlunensupoBanue» (puc.26), CKOMUPOBATH TaHHBIE U3

MOJIS «XDID» C ITOMOIIBIO M I€peaaThb €ro NOCTABIIUKY CUCTCMBI.

Nnuensnpoeanmne

MpoBEpMTL CTATYC NULEH3MN

He nuueHanposaHo [NaHHble oTCyTCTBYIOT 1761f150077664... [ [laHHble oTCYTCTBYOT [laHHble oTCYTCTBYIOT MpoBepHTL CTaTyC

I JMLEH3UA HeaKTUBHA

Mocne sapeplueHns cpoka AelCTBUA NULEH3MK YAaCTUYHO OFPaHUYUTCA AOCTYN K GYHKLMOHANY CUCTEMBI.
CmoTpets nogpotHee B pykoBoacTee Monk3osatens.

Oddnaitn akTuBaLma ~

PucyHnok 26 — Crpanuna «JIumeH3upoBanue» 0e3 akTHBHOM JTUIICH3UN

[Tocne 4ero moCTaBIMIMKOM CHUCTEMBI OyAeT BbIAaH (aili ¢ pacmupeHueM. json,
KOTOPBIM HEOOXO0IUMO OyJeT 3arpy3uTh Bpy4dHy0. J[JIT 3TOro HEOOXOAMMO IepeTaniuTh
¢aiin B mose (puc.27) mis 3arpy3Kd WM HaXKaTHEM Ha JJAHHOE I0JI€, OTKPBITH MMPOBOIHUK
1 BeIOpaTh (Qain. B ciywyae mpoasieHus JNHMIICH3WH, BECh MPOIECC HEOOXOauMO OyaeT
MTOBTOPHTb.

OddnaidH akTueauma -~

@ [Onsa 3arpysku ¢anna nvueH3npoeaHMa HeobxogMMo NCNonbL30BaTh pacluMpeHye danna .json

MepemecTute crofa dainsl UK HaXKMKUTe Ana Belbopa

Pucynok 2710 — bnok «Oddnaitn akTuBams»

[Ipu ycnemHo# ycTaHOBKE JIMIIEH3UH 110J11 « CepuitHbIil HoMep», « CpOK AEHCTBUS,
«Texnnueckas mnoanepxkka» u «Cpok ACHCTBUS TEXHHMYECKOW TOMJICPKKH» OyAyT
3alIOJTHEHBI JAHHBIMU O TEKYUIEW JTULEH3UH, U CTaTyC JIMIIEH3UHA N3MEHUTCA HA K AKTUBHA»

(puc.28).

TP.! NTechnology SIEM v2.2.1

26



TnueH31poBaHue
MpoBEPHTL CTATYC NNLEH3UNA

AKTUBHA e7473ed7-68f4-.. [ f76f159077664... [7 30.09.2099, 09:52:26 @ 30.09.2099, 09:52:26 MpoBepuTs cTatyc

NuueHans akTusHa

Mocne 3aseplIeHA CPOKa ASHCTBIA NHLEHIUW YACTUYHO OTPaHUYUTCA JOCTYN K GYHKLUMOHANY CUCTEMBI.
CMoTpeTh noapobHee B pyKoBoacTEe [oNb3oBaTens,

Oddnaiii aKTUsaUmMa ~

@ J[na sarpysku ¢ainna nMUEeH3VpoBaHMA HeoBXoAUMO MCNONbL30BaTL paclumpeHue ¢ganna .json

M

NepemecTute cloaa Gainel UKW HaxmuTe AN BeiGopa

Pucynok 28— Crpanuna «JIuneHzupoBaHue» ¢ akTUBHOM JIMIICH3UEH

Crnenyer oOpaTUTh BHUMaHHUE, YTO TIPH U3MCHCHUH KOH(PUTYpaIlUH, HEOOXOIMMO
OOHOBJICHHE JIMIIEH3HUH, JUISI 9TOTO CIIEAyeT 0OpaTHThCA K IOCTABIIUKY IPOTPAMMHOIO
obecrieueHus.

3.6 3arpy3ka u akTuBalus 0a3bl MpaBUIl

[Tocne ycmemno#t ycrtanoBku NT SIEM u akTuBanuu JIWIeH3UH 0aza MpaBUII
HOpMAJIM3AIMM W KOPPEJSIIIUU  OocTaeTcsi myctoil. Jlns oOecrieueHuss KOPPEKTHOU
00pabOTKH COOBITUM HEOOXOJUMO BBIMOJIHUTH UMIIOPT IPEILyCTAHOBJIEHHOrO Habopa
IIPABWJI U MTOCIEAYIOUIYIO UX 3arpy3Ky B CUCTEMY.

3.6.1 mmopt npaBun

Jlns 3arpy3ku TpeAyCTaHOBJIEHHOTO HalOopa NpaBUil HEOOXOIWMO BBINOJIHUTH
CIEAYIOIIUI NOPSIAOK AEHCTBHM:
- cleAyer nepeiTu B paszaen «basza npaBuiny,

o
- HaKaTh KHOMKy = "MMoPT

- B MOJIaJIbHOM OKHE BBIOpATh OMIINIO «APXUB C TAaTKaMu U (paitinamm,
- HAKaTh KHOIIKY ,

- B OTKpBIBIIEMCS MPOBOJHUKE yKa3aTh MyTh K apXWBY C MpaBuiIaMu (Hampumep,
KB_2 2 1.zip) u moATBepIUTH BHIOOP.

B pesynbprarte nanku ¢ ¢aiinamu npasui oToOpas3saTcs Ha cTpanuie «padt 30Ha».

3.6.2 AxTuBanusa npaBuil

MMnopTrpoBaHHbIE MTPABUIIA HAXOJATCS B CTATyCE «YEPHOBHUK» U HE YYACTBYIOT B
00paboTke coObITHil. /{7151 BBOAA MX B SKCIUTyaTallMI0 HEOOXOUMO BBIMOJIHUTD 3arpy3Ky
B CUCTEMY.

TP.! NTechnology SIEM v2.2.1
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J1J1st KOppeKTHOM pabOThl MEXaHu3Ma 00PabOTKH COOBITHIT HEOOXOAMMO COOITI0IATh
MOCJIEIOBATEIBHOCTD 3arpy3KH: CHayala BCE MAIKU ¢ IPABUJIAMH HOPMaJIU3alUH, 3aTEM
— C IIPaBHJIaMU KOPPEIIALINU.

i1 3TOTO CnieayeT BBITOJHUTD CIEAYIOMIUNA HOPSAI0K JEUCTBUM:

- Ha cTtpanuue «Jlpadt 30Ha» HEOOXOAUMO OTKPHITH MEPBYIO MAIKY C MPaBUIIAMU
HOpMaJU3aly. Belaenuts Bce paBuiia BHYTPH MAaIKy, yAepKuBas kiapuiry Shift ans
MHO>KECTBEHHOTO BbIOODA,

- HA)KaTh KHOIIKY 3arpyauTb B cucTemy ’

- JTaJIe€ TOBTOPUTH MEPEUUCICHHBIC JEUCTBUSA BBIIIE JJIST KOKION MOCIEAYIOMIEH
TMANKHA C IPaBUIAMU HOPMAIM3ALIUH,

- TIOCJIE 3aBEpLICHUS 3arpy3Kd BCEX IMANOK C MOpaBWIAMU HOPMaIU3alluH
HE0OXOIMMO OTKPBITH MEPBYIO MAINKY ¢ TpaBUIIaMH KOppEsaIuU. BeeauTs Bce npaBuia
BHYTpH MAINKH, yaepxkuBas kinaBuiry Shift 115 MHOKeCTBEHHOTO BBIOOpA,

- HA)KaTh KHOIIKY 3arpysuthb B CUCTEMY ’

- aHAJIOTUYHBIM 00pa3oOM IOCE0BATEIBLHO 3arpy3UTh BCE OCTABIIUECS IMAIKU C
MpaBUIaMU KOPPEJAILNH,

- TOCJIE€ 3arpy3kKd BCEX IIaNOK C IPAaBWJIAMHA HOPMAJIM3AIUH W KOPPEISALUU

HEOOXOIMMO HaKaTh KHOMKy © [epesanycTute MeHeXeD 1yyig mpuMEHEHUS U3MEHEHUIA.
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4, CueHapuid pa3BEpTHIBAHUS KOJIJIEKTOPA
4.1. AnmapatHble U TporpaMMHbIE TPEOOBaHHUS

1o 500 o 1500 Jlo 5000 Ilo 10 000
COOBITHIT B COOBITHI1 B COOBITHI B COOBITHI B
CEeKYH]Ty CEKYH]TY CEeKYH]Ty CEKYHIY
KommuecTBo
JIOTHYCCKUX S7Aep B 5 3 12 16
cUCTEME
BUPTYyaIU3aIUU
[TamsTe (O3Y) 61b 8I'b 12Tb 24Th
Kectkunt nuck
300I'b 300I'b 300I'b 300I'b
(HDD)

4.2. YcTaHoBKa KOJUIEKTOPA

4.2.1 3anyck ckpunTa yCTaHOBKM

JIns Hayana mpolecca YCTaHOBKHA HEOOXOIMMO TEpEeHTH B AMPEKTOPUIO, COACPIKAIILYIO
daiin install.sh, 1 BeITOTHUTE KOMaHAy: . /install.sh

[Tocne 3amycka CKpHIITa IMPOMCXOJIUT aBTOMATHUYECKas pacrakoBKa (ailloB MPOEKTa B
nupexToputo /opt/ntechnology-collector. 1o 3aBepiiennn pacrnakoBKM HAYMHAETCS ATaIl
MHTEPAKTUBHOW HACTPOMKH MapaMETPOB KOJUIEKTOPA.

Ycranoeka ntechnology-collector

Pacnakoska ¢éamnos np

Pavne pacnaxkosamt

4.2.2 Hactpoiika napamMeTpoB KOJIEKTOpa

B mporecce ycTaHOBKM TpeaiaracTcsl BBECTH 3HAUYCHHS CIEIYIONUX TapaMmeTpoB. s
Ka)XJIOro mapamMeTpa yKa3bIBaeTCs 3HAYEHUE 10 YMOIYAHUIO (B KBaAPATHBIX CKOOKAX [...]).
Ecnu 3HaueHne 1Mo yMoJ9aHUIO MOIXO0IUT, JOCTATOYHO HaXKaTh KiIaBuiny Enter 6e3 BBoma
JTaHHBIX — OYJIET UCIIOJIb30BAHO 3HAYCHHUE TI0 YMOJTYAHUIO.
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Tabnuia napameTpoB KOHPUTYpaIIK:

[TapameTtp Onucanue 3HaueHue 1o Ob6s13aTenbHOE
YMOJTYaHUIO
name Nms xomnexropa. Mcnoas3yercs — ntechnology- Ja

Ui uaeHTH(UKaIMK KojutekTopa — collector
B cucteMe SIEM.

host name  Mwms xocTa, Ha KOTOPOM Tekymee ums xocta Her
ycTaHaBiuBaeTcst kouiektop. [lo  (mampumep, Lic-
YMOJIYaHUIO UCIIOJIb3YETCs test’)

TCKYIICC UM XOCTa CUCTCMBI.

max_file_gb MakcumansHbIl pa3mep (daiina 10 Her
J0roB B rurabaitax. Onpenenser
JUMUT XPaHEHUS JJOKATHHBIX
(haiinioB coOBITHII TIEpEN
poTanuen.

remote_addr IP-aapec SIEM-cepBepa, Ha (omcymcmeyem) Ha
KOTOPBIN KOJUICKTOP OyIeT
OTIPABJIATH COOpPaHHBIC TaHHBIE.

remote_port Ilopt SIEM-cepepa nist mpuéma 514 Her
JAHHBIX OT KOJIJIEKTOpA.

[Ipumep 3anosiHeHUs TAPAMETPOB:

HacTpoWka napameTpoB Konnekropa

Beegute uma konnektopa (name) [no ymonyanuw: ntechnology-collector): bash_collector
Beeaure host_name [no ymonuyanww: Lic-test):

Beeaure max_file_gb (') [no ywmonuawww: 18): 24
Beegute IP-appec SIEM (remote_addr): 18.77.163.59
Beeaure nopr SIEM (remote_port) [no ymonuyauuw: 514]:

4.2.3 TloaTBepxkaeHNE YCTAHOBKH

ITocne BBO/JIa BCCX IMapaMCTPOB OT06pa}KaCTC$I CBOAKa HACTPOCK:

3

|

Psl NTechnology SIEM v2.2.1

30



Ceopka:
name
host_name

max_file_gb
remote_addr
remote_port
6UHapPHUK

Heobxoammo BHUMAaTEILHO IPOBEPUTH BCE yKa3aHHBIC 3HaueHus. [locie moaTBepKaeHus
(BBO y 1 Haxkatue Enter) ycranoBka npojomkaetcs. [Ipu BBojae 1100010 Apyroro CMMBoja
YCTaHOBKA MPEPHIBACTCH.

Npoponxute? (y/N): vy

4.2 .4 3aBepuieHUE yCTaHOBKU

ITocne IMOATBCPXKACHUA BBIIIOJIHCHUA YCTAHOBKH IIPOUCXOTAT CICAYIOIINC I[GﬁCTBHSI
ABTOMAaTHUYCCKHU.

- Coznanue pesepBHOW komuu KoHpurypamuu. Ecnu daitn koHdburypauuud yxe
CyLIECTBOBAJI, CO3JAa€TCSl €ro pPEe3€pBHAsI KONHUsS C BPEMEHHOW METKOW B JUPEKTOPUU
lopt/ntechnology-collector/, ranpumep, config.toml.20260830 132743 .bak.

- O6unoBnenne  koHpurypamuu.  @Daiin  koHdurypamuu  /opt/ntechnology-
collector/config.toml nepe3anuceiBaeTcsi C HOBBIMU ITapaMeTPaMH.

KoHodw

- Peructpammst  cucremnoro  cepBuca. Cosmaércs  toHuT-(paiinm  systemd
letc/systemd/system/ntechnology-collector.service ¥ ycTaHaBIUBAeTCS CHMBOJIHYECKAs
CCBUIKA JIJI1 aBTOMAaTUYECKOTO 3aIycKa IMPU CTAPTE CHCTEMBI:

Created symlink /etc/systemd/system/multi-user.target.wants/ntechnology-collector.service » /etc/systemd/system/ntechnology-collector.serv

ice.

- 3anyck cepBuca. CepBuc ntechnology-collector 3amyckaercsi aBTOMaTHYECKH.

EPB K

[To 3aBepIieHNN BCEX 3TAMOB BHIBOAUTCS COOOIIICHHE:
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4.3. IIpoBepka craTyca KOJUJIEKTOpA

ITocne 3aBepiieHHs] YCTAaHOBKHM HEOOXOAMMO YOEIUTHCS, YTO KOJICKTOp 3amyIleH U
paboTaeT  KOPPEKTHO. Jns  mpoBepku craryca  MCHOJIB3YETCs KOMaH/a:
systemctl status ntechnology-collector

[Ipu ycnenmHo# ycTaHOBKE BBIBOJ COJICPKHUT CIEAYIONTY0 HHPOPMAITHIO:

ITone OxunaeMoe 3HaUeHUE Onucanue
Loaded loaded KOnwuT-daiin 3arpyxeH, cepBuc
(/etc/systemd/system/ntechnology- BKJIFOUEH B aBTO3arpy3Ky.
collector.service; enabled)
Active  active (running) CepBuC aKTHBEH U 3aITyIIICH.
3eJIEHBIA HHIUKATOP
MOATBEPKAACT
paboTOCTIOCOOHOCTD.
Main YucnoBoit naeHTUHUKATOP Mpoliecca PID ocnoBHOrO nporiecca
PID KOJUICKTOpA.
Tasks KonunuecTtBo 3aaa4 (MMOTOKOB) Hanpuwmep, 24 3anaumn.
Memory IloTtpeGieHue mamstu HopmanibHOE 3HaUeHNE —
HECKOJIbKO MerabaiT (Hampumep,
5.5M).
CGroup Ilyth x ucnoaHsieMoMy aitry /opt/ntechnology-

collector/ntechnology-collector

root@Lic-test:/home/darkneo# systemctl status ntechnology-collector
e ntechnology-collector.service - ntechnology-collector service (native)
Loaded: loaded (/etc/systemd/system/ntechnology-collector.service; enabled; vendor preset: enabled)
Active: active (running) since Sun 2026-88-30 13:47:47 +83; 5min ago
Main PID: 1487365 (ntechnology-col)

Tasks: 24 (limit: 4557)
Memory: 5.5M
CPU: 3.219s
CGroup: /system.slice/ntechnology-collector.service
1407365 /opt/ntechnology-collector/ntechnology-collector

B HmwxHel yacTu BhIBOAA OTOOpaX)aroOTCS IMOCJCAHUE CTPOKU JIOTOB KOJIJIEKTOPA.
HopmansHoe moBenmeHne — peryisipabie cooOrenus ypoBHs INFO ot kommoneHTa
event_metrics, TOATBEPKIAIONIUE OTIIPABKY METPUK COOBITHIA:

3
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ntechnology-collector|14087365]: - 3:52:40. : NFO event_metrics: events
ntechnology-collector|1 - 3:52:41. - NFO event_metrics: events
ntechnology-collector|1 : 30-08- 3:52:42, : INFO event_metrics: events
ntechnology-collector |1 -88- :52:43. - NFO event_metrics: events

ntechnology-collector|1 -88- :52:44, - NFO event_metrics: events
ntechnology-collector (1467365 -08- :52:45, : INFO event_metrics: events
ntechnology-collector (1 - - 3:52:46. - INFO event_metrics: events
ntechnology-collector (14873 2 :52:47. - INFO event_metrics: events
ntechnology-collector |1 : 30-08- 3:52: 108 INFO event_metrics: events
ntechnology-collector|14087365]: -88- :52:49. - NFO event_metrics: events

Ecnu cratyc kojutekTopa oTimyaeTcs oT active (running) HEoOXOAMMO MIPOBEPHUTH JIOTH
KomaHJo /opt/ntechnology-collector/manage.sh 1ogs [Js BBISBICHUS
MIPUYUHBI OIIUOKH.

4.4. YrupaBiieHUE KOJJIEKTOPOM

Crioco6 1. Yepes ckpunt manage.sh

Wcnonusiemsplii (aiin ynpaBieHus: pacrnojioXkeH o nyTd /opt/ntechnology-
collector/manage.sh.
JlocTynHbIe KOMAaH/BL:

Komanga Omnucanue

start 3amyck cepBHca.

stop OcraHOBKa cepBHca.

restart ITepe3amyck cepBuca.

status ITIpocMmoOTp TekymIero craryca cepBuca.
logs [IpocmoTp J10TOB CepBuUca.

uninstall VY nanenue KoIeKTOpa U3 CUCTEMBI.
[Ipumep ucnonp30BaHUsA:
/opt/ntechnology-collector/manage.sh restart
Crnoco6 2. Yepes systemctl

CrangapTHbie KOMaH bl systemd Tak)ke MoJIepKUBAIOTCS:

Komanna Onucanue

systemctl start ntechnology-collector  3amyck cepBuca.

3
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Komanna Onucanue
systemctl stop ntechnology-collector ~ OcranoBka cepBuca.
systemctl restart ntechnology-collector Ilepesanyck cepsuca.

systemctl status ntechnology-collector IIpocMoTp Tekyiero craTyca cepBHca.

J171st MOJIHOTO yJlaleHus KOJUIEKTOpa U3 CUCTEMbl HEOOXOIMMO BBIMOTHUTH KOMAHY:
/opt/ntechnology-collector/manage.sh uninstall

ITocne 3allyCKa KOMaHbl CKPHUIIT BBIBOJAUT IMMPCAYIIPCIKACHUC U 3allpallnuBacT
IMOATBCPIKACHHUC!

BHumanue : 6yneT ynanéd cepBuc M Bce ¢ains Konnekropa.

Bu yBepeun? (y/N): y

[Ipu BBOZE v BBIMOJIHSETCS MOCIEAOBATENbHAS MIPOLeAypa YIATICHHUS:

1. OcrtaHOBKa cepBUCa - KOJUIEKTOpP OCTAHABJIMBAETCS.
OcraHasnueaeM cepsucC...

OTkimrodyeHue ABTO3allyCKa - CCPBUC UCKIIIOTACTCS U3 aBTO34I'PY3KHU.
OTknoyaem aeTo3anyck...

VY nanenue aitna ceppuca - roHUT-(Pain systemd yaaisieTcs: U3 CUCTEMBI.
Ynannewm ¢ain cepsmuca...

[Tocne aToro oroOpaxaercs cooOIIeCHUE
Cepsuc ypanés.

4 . 3anpoc yJaleHus KaTaaora yCTaHOBKHY - IPEAJIaraeTcs yAaluTh KaTajaor
/opt/ntechnology-collector:

Ypanute katanor /opt/ntechnology-collector? (y/N): y

[Ipu BBOJIE v KaTalOT MOJHOCTHIO YAAISETCS
Karanor /opt/ntechnology-collector ygpanés.

5. 3aBepllieHHe — 10CJIE BBIIOJIHEHHS BCEX IIaroB 0TOOpa)xaeTcs coo0IIeHne

Ypaneune 3asepuweHo.

3
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4.5. OOHOBJIEHHE KOJIJIEKTOPA

Jl7iss OOHOBJIGHHSI YK€ YCTAaHOBIIEHHOTO KOJUIEKTOPA HCIOJB3YETCS TOT XK€ CKPHIIT
yctaHoBKH C (arom --update. [Ipm OOHOBICHHMH COXpaHSIOTCS BCE paHEe BBEICHHBIC
KOH(UTYpaluu: KOMUPYTCs cTapbie (aiyibl KOHPUrypauuu u OMHapHbBINA (aii.

1. 3anyck ckpunrTa 0OHOBJICHHUS
Heobxomumo BemonHUTE KomMany: ./install.sh --update

root@siem-without-nett:/home/darkneo” ./install.sh update

2. IIpoBepka Tekyuie BepCMH M U3MEHEHNH KOH(UTYypauun
Ckpunt BbIBOAUT MH(GOPMALMIO O TEKylleM OWHapHOM (aiie Koiiekropa Hu
NEPEYUCIIIeT U3MEHEHUsI KOH(GUTYpaliy, KOTOpble Oy yT MPUMEHEHbI P OOHOBJICHUHU.

O6xosnenme ntechnology-collector

Texyumin GuHapHuk /opt/ntechnology-collector/ntechnology-collector
H3MEHEHUA KOHPUIypaLmm

AoGasnex: transport_config.Tcp | batch_size 500

AoGasnes: transport_config.Tcp | batch_flush_interval

3. Co3nanue pe3epBHBIX KONUI

[lepen mpuMeHeHHeM OOHOBIICHHS CKPUIIT aBTOMAaTHYECKH CO3/1a€T PE3epPBHBIC
koruu (Qaitna xkordurypanuu (config.toml) n OunapHOoro ¢aiina kosuiekTopa. MMena
(haioB pe3epBHBIX KOMUH colepkKaT 1aTy U BpeMs CO3TaHMUS:

Pesepanue xonwu config.toml.208260915_092950.bak, ntechnology-collector.20260915_092950.bak

4. IloaTBep:kaeHne 00HOBJIECHMSI
CkpunTt 3ampalliMBaeT TMOJTBEPKJICHHUE TOJIb30BaTeNs TMepell NPUMEHEHUEM
OOHOBJIEHUS:

NpuuenuTs obHoanesme? (y/N): y

IJIL IOATBCPIKACHUA OOHOBJICHUS HCO6XOI[I/IMO BBECTH Y.

5. 3aBepuieHue 00HOBJICHUA
[Tocne moaTBEpX IEHUS CKPUNT TPUMEHSET OOHOBJIICHHE W aBTOMATHYECKU
3ammyckaet cepBuc. Ha skpane otroOpakaercs cooOieHue:

Cnenyer oOpaTuTh BHHMMaHME, 4YTO TpU OOHOBiIEHHH ¢ (rarom --update Bce panee
BBEJICHHBIC MMapaMeTphl KOH(pUTrypanuu coxpanstorca. HoBble mapaMeTpsl KOHDUTypaluu

3
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N00aBIAIOTCS K CYIIECTBYIOIIMM. Pe3epBHbIE KOmuu cTapbix (aiIoB MO3BOJISIOT TPH
HEO0OXOAMMOCTH OTKATUTHCA K MPEBIAYIICH BEPCHH.

5.YcraHoBka OOHOBJICHUM

Jns  onpenenenust Bepcud  NTechnology SIEM  npumensercs HOIXO0.
CEMaHTUYECKOTO BEPCUOHUPOBAHHUSA, B KOTOPOM CYIIECTBYIOT CIIEYIOIINE KATErOPUU:

— wmaxopHoe oOHoBieHne (MAJOR) — BHeceHne HW3MEHEHHUMN, HapPYIIAIOIINX
00paTHYI0 COBMECTHUMOCTb;

— muHopHoe oOoHoBieHne (MINOR) — moGaBieHne HOBOW (yHKIIMOHATBHOCTH TIPU
COXpaHEHUHU OOPATHOI COBMECTUMOCTH;

— obHosiieHue nocpeactsom narua (PATCH) — ucnipaBiienre onmOOK WK BHECEHUE
MEJKUX (PYHKIIMOHAIBHBIX U3MEHEHUM.

Bepcus mpexacraBisercss B BHUJE TpPEX YHUCEN, PA3[CICHHBIX TOYKAMHU:
MAJOR.MINOR.PATCH. Kaxmoe u3 3THX YHCENl OTpakaeT OMPEICICHHBIM acIeKT
n3MeHeHuu. Tak, Harpumep:

— nepexox oT Bepcuu 1.1.1 xk Bepcum 2.0.0 CBHAETENBCTBYET O 3HAYUTEIBHBIX
HEOOpaTUMBIX U3MEHEHUSIX, HAIIPUMED, B METO/Ie 00pabOTKN MH(OPMALUH;

— nepexon ot Bepcud 1.1.1 k Bepcuu 1.2.0 cBUIETENBCTBYET O TAKUX JOTOJTHEHUSIX,
KaK U3MeHeHue uurepgeiica ¢ qo0aBiieHneM HOBOM (yHKIIMOHATBHOCTH;

— nepexon ot Bepcuu 1.1.1 k Bepcuu 1.1.2 cBUACTENBCTBYET 00 UCIIPABICHUSIX WIH
HEOOJBIINX YIYUIICHHUSIX, KOTOPhIE HE BIUSIIOT HA OCHOBHYIO (DYHKIIMOHATBHOCTb.

YcranoBka HoBBIX Bepcuii NTechnology SIEM nomkHa mpou3BOIUTHECS CTPOTO B
COOTBETCTBHH C MIPUBEACHHOIN HIKE TaOIUIIEH COBMECTUMOCTH.

Bepcus aist yeranoBkn | C KakuX Bepcuil MOKHO BBIINIOJTHUTH O0OHOBJICHUE
v1.0.1 v1.0.0

v1.0.2 v1.0.1

v1.1.0 v1.0.2

vlill1l v1.1.0

v1.1.2 v1i1.1

v1.2.0 v1.1.2

v1.2.1 v1.2.0, v1.1.2

v1.2.2 v1.2.1, v1.2.0, v1.1.2

v1.2.3 v12.2, vl1.21, v1.20, v1.1.2
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Bepcus nis ycranoBku | C Kakux BepcHil MOKHO BBINIOJHUTH 00OHOBJIEHHUE
v2.0.0 v1.2.3
v2.0.1 v2.0.0
v2.1.0 v2.0.1
v2.1.1 v2.1.0
v2.2.0 v2.1.1
v2.2.1 v2.2.0

Cnegyer oOpatuTh BHUMaHHE, YTO B IEPUOJ YCTAaHOBKM HOBOW BEPCHH MOTYT
IPOMCXOJIUTh TIOTEPU COOBITUM, CIIEIOBATEIBHO, AJII UX MUHUMU3AIMHN, PEKOMEHAYETCA
MIPOBOJIUTH OOHOBIICHUS B MIEPUO/IbI HU3KOW HATPY3KH.

5.1 VcranoBka oonosinenut NT SIEM v1.0.1, v1.0.2, v1.1.0,
v1.1.1,v1.1.2

B 1mepuoji yCTaHOBKM HOBOW BEPCHU MOTYT IPOMCXOJUTH TOTEPU COOBITHH,
CJIeI0BATEIbHO, JUISI WX MHUHUMH3AIUHM, PEKOMEHIYETCS IIPOBOJUTH OOHOBJICHHUS B
MEPUOJIbI HU3KOW HAarpy3KHu.

s ycranoBku Bepeuit NT SIEM v1.0.1, v1.0.2, v1.1.0, v1.1.1, v1.1.2 HEOOXOAMMO

pacIIakoBaTh apXMUB C PACIIMPEHUEM .tar B AMPEKTOPUIO, B KOTOpou ycraHoBiieH NT SIEM.
| tar -xzvf MAJOR.MINOR.PATCH.tar.gz -C siem-docker/ \

rJic MAJOR . MINOR. PATCH. — HoMep Bepcuu NTechnology SIEM.

Jlanee HEOOXOAUMO MEPENUTH B TUPEKTOPUIO siem-docker:

|cd siem-docker/

ITocne nepexoaga B AUPCKTOPUIO CIICAYCT BBIIIOJIHUTH KOMAH/IbI:

chmod u+x a.b.c.sh
. /MAJOR.MINOR.PATCH. sh

r/ic MAJOR.MINOR. PATCH. — HoMep Bepcuu NTechnology SIEM.

5.2 YcranoBka oonosnenuit NT SIEM v1.2.0, v1.2.1,
v1.2.2,v1.2.3,v2.0.0,v2.0.1,v2.1.0,v2.1.1, v2.2.0,v2.2.1

st Toro, 4yToOBl pacrakoBaTh HMCXOJHBIC (DAMJIbl ClieayeT MepPeKIIOYUThCA Ha
MOJIb30BATENsl YOOT, HMEIOLIETO AJMUHHUCTPATOPCKUM JOCTYIl K Balled CUCTEME, U
BBITIOJTHUTh KOMaH/y JJIsl CO3/IaHUS BPEMEHHOMN JUPEKTOPUM:

P,

BY
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mkdir temp/
tar -zxvf NtechnologySiem vMAJOR.MINOR.PATCH.tar.gz -C temp/

r7ie MAJOR . MINOR. PATCH. — HOMep Bepcuu NTechnology SIEM

[Tocne pacmakoBKHM apxXuBa HEOOXOJIWMO IIEPEUTH B JUPEKTOPHIO, BBHITIOJHHUB
KOMaHay, rae OyayT HaxoauTbcs JBa ¢aiila MAJOR.MINOR.PATCH.tar.gz,

new install.sh:

|cd temp/
rIie MAJOR . MINOR. PATCH. — HoMep Bepcuu NTechnology SIEM.

Jlanee HeoOXOAMMO MOMEHATH IMpaBa JAOCTyma aius ¢aiina new install.sh,
KOTOPBIH YK€ BXOJIUT B COCTaB TUCTpHOyTUBA. IJIsl 3TOr0 HEOOXOIUMO BBECTH B KOHCOJIU
CJIEIYIONTYI0 KOMaH/IYy:

|chmod u+x new_install.sh |

ITocne n3menenus IMpaB JO0CTYIIa BBCCTU B KOHCOJIM KOMAaHAY IJIA 3aIlyCKa CKPHIITA

YCTAHOBKU:
|./new_install.sh |

st KOppeKTHOM paboThl MPOCMOTpa JCHCTBUN TMOJIB30BATEICH PEKOMEHIYETCS
MIPOM3BECTHU 3AMEHY TOKEHA B pAHEE HACTPOCHHBIX UHTETPALIUSX.
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6. Pabota ¢ cepBucamu Jjisi cOopa COOBITHI ¢
Windows

6.1 YcranoBka, yiajieHue, OCTAaHOBKA pabOThI CEpBHCA

[lepen ycTaHOBKO# cepBHca HEOOXOAMMO 3aIOJHUTE (aitl koHpurypamwn (1.6.2).
YcTaHOBKAa MOXKET TPOUCXOJIUTh C UCITOIH30BAaHUEM HMHTEPIIPETATOpa KOMAHIHOW CTPOKH
WM ¢ TOOABJICHHEM CEPBHCA B IPOTPAMMBI M KOMITOHCHTHI.

YcTraHoBKa ¢ HCHOJIB30BAHMEM MHTEPNPETATOPA KOMAHAHOM CTPOKHU. /{15 Toro
9TOOBI YCTAHOBUTH CEPBHC, HEOOXOIUMO 3aIyCTUTh (haitn nHcTamusiTop ntechnology—
events-collector-x32.exe nim ntechnology-events-collector-
x64.exe ¢ mapaMerpoM install, KOTOpbIE HAXOOATCA B  IUPEKTOPUU
NtechnologyEventsCollector B paclakoBaHHOM IIPU YCTAaHOBKE apXWUBE.

[Tocne 3amycka WHCTAJUIATOP 3amMyCKaeT ciayk0y cOopa coOBITHII M co3maeT daimn
KoH(purypauuu B nanke C: \Program Files \NEC. Tam xe OyayT XpaHHUTb JIOTH IO
pabore cepBHuca. MOXHO 3alyCTUTh C MapaMeTpoM start, yJaauTh C HapaMmeTpoM
uninstall WK OCTAaHOBUTHL PabOTy cEpBUCA C MAPAMETPOM Stop.

¥YcraHoBka ¢ 100aBJIeHHEeM CepPBHCa B IPOrpaMMbl U KOMIIOHeHThI. HeoOxonumo
3allyCTUTh  JBOWHBIM  KJIMKOM  (aitn  umHCTAImsATOp ntechnology-events-—
collector-x32.msi1 wuwim ntechnology-events-collector-x64.msi,
KOTOpBIE  HaxondTcst B jaupekropun NtechnologyEventsCollector B
pacnakOBaHHOM IIPU YCTaHOBKE apXUBE.

[Tocne 3amycka WHCTAUIATOP 3amycKaeT ciayk0y cOopa coObITHII M co3maer Gaimn
koH(purypammu B manke C: \Program Files \NEC. Tam xe OyayT XpaHHUTb JIOTH TIO
pabote cepBuca. YajieHUE CepBUCAa MPOUCXOAUT uepe3 pazaen «lIporpammber u
KOMIIOHEHTHI» B «Ilanenu ympasienusn» Windows.

6.2 3anosiHeHuE (ailiia KOHPUTypaLu

Jlnst KOppeKkTHOM pabOThl HEOOXOIWMO 3amoJHUTH (aitn KoHpurypanuu. Daiin
KOH(pUrypauuu 10keH ObITh B popMmare . toml. [11abioH npencTaBiieH HUXKE:

# # Service is enabled, can be started manually (Required).

# service start type = "OnDemand"
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# # Disabled service (Required).

# service start type = "Disabled"

# # Autostart on system startup (Required).
service start type = "AutoStart"

# # Start delay in secs (Required).

start delay = 10

[nec config]

# Log level. One of ["info", "debug","error", "warn", "trace"].
# Default = "info"
log level = "info"

# Win Event Wmi section.
# Can connect to local machines.

# Describes by set (must be uniq) of [[nec config.win event wmi]]

# Local 1

[[nec_config.win event wmi]]

[nec config.win event wmi.locall]
# Namespace path (Optional, default = "ROOT\\\\CIMV2").

# namespace path = "locall"

[nec _config.win event wmi.local.poll config]
# Polling interval in secs (Required).
interval = 5

# List of log files (Required).

log files = ["Application"]
# # Local 2
# [[nec_config.win event wmi]]

# [nec config.win event wmi.local]

=

# Namespace path (Optional, default = "ROOT\\\\CIMV2").

=

namespace path = "local2"

sections.
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[nec_config.win event wmi.local.poll config]
# Polling interval in secs (Required).

#
#
# interval = 5
# # List of log files (Required).
#

log files = ["Application", "Windows Powershell"]

# # Win Event Subscriber section (enable only for Windows.Client >= Vista &
Windows.Server >= 2008).

# [nec config.win event subscriber]

# # A query that specifies the types of events that you want the
subscription service to return.

X query = "'"'

<QueryList>

<Query Id="0">

<Select Path="Application">*</Select>
</Query>

#
#
#
# <Select Path="Windows PowerShell">*</Select>
#
#
# </QueryList>

#

# File Watcher section.

[nec _config.file watcher]

# Paths for watch (Required).

paths = ['D:\path.txt']

# # Retrys to send event to inner channel (Optional, default = 3).

# send to channel retrys = 3

# Poll watcher kind.
[nec_config.file watcher.watcher kind.poll]
# Polling interval in secs (Required).

interval = 5

# # Recommended watcher (get notification from system, maybe not work in
some cases) .

# [nec config.file watcher.watcher kind.recommended]
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# Event Sender section.

# Udp section.
[nec_config.event sender config.udp]
local addr = "0.0.0.0"

local port = 8081

"127.0.0.1"

remote addr

remote port = 514
# # Bound of inner channel for events (Optional, default = 10000).
# channel bound = 10000

# Tcp section.
[nec_config.event sender config.tcp]

remote addr = "127.0.0.1"

N

remote port = 8888

Onucanue (aiina KOHOUTYpAIUK U €T0 COCTABJISIONINN PEICTaBlIeHa B Ta0uIe 4:

Ta6auna 4— [Mapametps! daitna koHpurypanuu

IHapametp Onucanue

Koudurypauus ceppuca

service start type JloIyCTUMBIEC 3HAYCHUS:

OnDemand — cepBUC BKIIOYEH, HO HEOOXOIUM PYyUHOUH
3aIyCK;

Disabled — cepBHUC BBIKIIIOYEH;

AutoStart — cepBHC BKIIOYCH UM 3alyCKacTCs
aBTOMAaTHUYECCKHU.
start delay Bpems oxxupanus 3amycka Iocie IMOAHATHSL CUCTEMBI B

CEKYHJIax, UCIIONL3YETCA IIPU Service start type
= "AutoStart".

Kondurypanusa komnekropa [nec _config]

log level ITo ymonuanuto, log level = "info"

JlorycTuMble 3HAYEHUS:
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=
&

ITapametp

Onucanune

info — MUHUMaNBHO HEOOX0UMAas HH(DOpMaLUs;

debug — nonapobHas uHdpopmalus HeoOXoauMmasl it
OTJIAJKU TIPUIIOKCHUS,

error — CUTyalus KoTopasi He TOJDKHA OblIa CITyYUThCS
B IIPUJIOKCHUH (OIINOKA);

warn — OpeaynpexacHUE;

trace — MNOJHOE JIOTHPOBAHHE BCEX BXOAJAIIUX H

HACXOJISIINX COOOIIEHUIA.

bnok [ne

c config.win event wmi]

namespace path

I1IyTh 10 BO3MOHOTO MMPOCTPAHCTBA UMEH.

ITo ymonmuanuto, default = "ROOT\\\\CIMV2"

[nec _config.wi

n event wmi.local.poll config]

log files MaccuB Ha3BaHMI KaHAJIOB, OTKyJa OyayT coOMpaThCs
COOBITHA.
interval Yacrora coopa coObITHIi, B CEKYHIAX.
biok [nec config.win event subscriber]
X_query OO6s3aTenpHO MOJIe Uil YKa3aHUsl KaHajioB cOopa
COOBITHH.
<Select Path="Windows |* — pcnoawp3yercs I 3amaHus (UIbTpa MOMCKA
PowerShell">*</Select> COOBITHIA.

biok [nec config.file watcher]

paths

MaccuB nyteil 10 (¢aiaoB, ¢ KOTOPhIX HEOOXOJIUMO
COBEpIIATh COOP COOBITHH.

send to channel retrys

Koym4ecTBo MONBITOK Ul OTIIPABKY JIAHHBIX 110 KAHAITY
channel bound.

[nec config.file watcher.watcher kind.poll]

interval

Yacrora coopa coObITHI, B CEKYHIAX.

biok [nec con

fig.event sender config.udp]

)
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ITapameTp Onucanue

local addr ITo ymomuanuto, local addr= "0.0.0.0"

IP-anpec, orkyma Oynet coBepmatbesi cOOp TaHHBIX.

local port [Topt, oTkyna Oyner coBepiiatbesi cOOp JaHHBIX.

remote addr IP-anpec, roe crour SIEM-cuctema s mepenadu
COOpaHHBIX COOBITUM.

remote port ITopr, rme crour SIEM-cuctema 1 mnepenauu
COOpaHHBIX COOBITHM.

channel bound ITo ymomuanuio, channel bound = 10000.

Pa3mep odepenu coOBITHIA.

biok [nec config.event sender config.tcp]

remote addr IP-anpec, rae croutr SIEM-cucrema s mnepenaudu
COOpaHHBIX COOBITUM.

remote port ITopr, rme crour SIEM-cuctema 1 mnepenauu
COOpaHHBIX COOBITHH.

bioku Win Event Wmi m Win Event Subscriber cobuparoT cOOBITHS U3
Windows Event Log.

biok Win Event Subscriber pekoOMeHAYETCs M UCHOJIb30BaHUs, TAK Kak
naHaeie Windows MamiHa mepefaeT cama, 1 HeT HeOOXOIUMOCTH B ITOCTOSTHHOM OIIPOCE.
OnHako ecThb orpannueHus. biiok Win Event Subscriber pocryneH s
Windows.Client >= Vista & Windows.Server >= 2008.

brnok File Watcher wucnonp3yercs A MOAKIIOYEHHS K (ailiaM C IeNbio
MOHUTOPHUHTA U cOOpa COOBITHIA.

binok Poll watcher kind wucnosb3yercs i yKa3aHUs MHTEpBaja ONpoca.

binok Event Sender wuCnonp3yeTcs sl yKa3aHUs MAPAMETPOB, ONMPEICIIAIONINX,
KyJla HalpaBJISITh COOPaHHBIC JTaHHBIE.
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