OcHOBHBIC MPAKTUKH O0ecnievyeHUss UHGOPMALMOHHOM 0e30macHOCTH +

KUBEPYYEHUSA

Iean nmporpaMMbl — yIIyOJIeHHOE MPAKTHUECKOE HM3YYCHHE CIYIIATEeISIMH BOIMPOCOB CETEBOM
KOMITBIOTEPHOM 0€30MacHOCTH.

BbIHyCKHI/lKl/I Kypca nmojay4arT CBHI€TCJIbCTBO 0 NMOBLIIICHUH KBaJII/I(l)I/IKa].lI/Il/l B 00JIaCTH

K10ep0e30nacHOCTH rocy1apcTBEHHOro oopa3ua.

Henesas aynuropus:

CHEIUAIUCTHI IEHTPOB MOHUTOPUHTA MHLIUACHTOB HH)OPMAIIMOHHONW 0€301aCHOCTH;
nuneH3uatsl OnepaTHBHO-aHAIMTHYECKOro IieHTpa npu [Ipesunente Pecnybnuku benapyce u
COMCKATEIH JIMIEH3NH Ha JeATeIIbHOCTH 110 TEXHUYECKOH 3amuTe HHHOPMaIHy;

TEXHUYECKHE CIEIUATNCTHI OAPa3IeNICHHH, PeaTu3yIOMIUX MEPOTIPHATHS MO0 TEXHUYESCKON /U
KpHunTorpaduueckoii 3ammre HHGOPMALK B OPraHN3aNNsIX, B TOM YHCIIE Ha KPUTHIECKN BaKHBIX
00BbeKTax HHPOPMATHIALHH.

Tpedyemasi npeaBapuTeabHAs NOATOTOBKA CJyIIATe €e:
o0rmue mpencTaBieHns 00 HHPOPMAIIMOHHBIX CHCTEMaX, TPaBOBbIX, OPTaHU3alMOHHBIX U

TEXHUYECKUX acrekTax obecrieueHns HHPOPMAMOHHON 0€30MacHOCTH KOMIIBIOTEPHBIX CHCTEM;

0a3oBble 3HaHUs 10 |P-ceTsiM, OCHOBHBIM MPOTOKOJIAM U cityk0am creka TCP/IP;
HaBbiku padoter B OC Windows wmu Linux.

®opma o6yueHusi — ouHas (JTHCBHas).

CtoumocTth 00yueHus oxHoro caymarenas — 2700 pyOmeii.

OOydeHne TPOBOIUTCS TI0 afapecy: T. MuHck, yir. K. Lletkun, 24, 11 3Taxk B COOTBETCTBUH C TpadhUKOM
y4e0HOT0 Tporiecca.

HpOZ[OJ'DKI/ITeJ'IBHOCTB nporpaMmbl — 56 AKaICMHNYCCKHX YaCOB.

Y4eOHbli IV1AH Kypca

Ne i/m

Ha3Banue Tem Kypca

OcHoBbI HHGOPMAIIMOHHOI 0€30MACHOCTH.

Lenn n 3anaun mepornpusatua. O030p MporpamMMel.
OcHOBEI 1 3aauy HHPOPMAMOHHOH 6€30I1aCHOCTH.
Vupasnenue Ub. Cucrema menemxmenta Ub.
Hamnpasnenus pazsutust Ub B MexayHapoaHON NPaKTHUKE.

IIpakTrdeckue acnekTsl BHEApPeHHs cucTeMsl ynpasinenus b Ha npennpustum.
PuCK-OpUEHTUPOBAHHBIM IOAXOM.

ITpakTuka: onucaHue OU3HEC-TIPOLIECCOB, OIPEENICHHE 00IaCTH AEATEIBHOCTH CUCTEMBI YIIPABICHUS
ub

Oramnsl nporiecca ynpasieHus puckamu 1b.

IIpakTuka: OLICHKA LICHHOCTH aKTHBOB.

YnpasJienne puckamu 1 nHuuaentamu Ub.

Ouenka puckos Ub.
Oo6pabotka puckos Ub.
Jlekuusi: ocHOBBI paboThI ¢ nHIMeHTamMu Ub.

Jlexnmst: ynpasiieHue coObITUsIME U HHIUAeHTamMu Ub.

IIpaxtuka: 3vakomcTBO ¢ SIEM

IMpocmotp U rtTpanus cOOBITHH.

Cuenapuii Ha KHOEPIIOIMIOHE: OJIUH JIeHb U3 )XU3HH onepaTtopa SOC
AHanu3 pe3yabTaToB, 00CYKISHNE U Pa30op CIieHapusl.

Beszonacuocts OC.

Jlexnus: Apxurektypa 6e3omacaoct OC Linux
[IpakTrka: HacTpoOiika mpaB IOCTyMa K OOIINM pecypcaM sl YAAJICHHBIX ITOJIb30BaTeIeH
Jlexrwsi: MOoHHTOPHHT M 00HapyskeHue aTak B OC Linux.

[TpakTHKa: OUCK CJIEIOB aTaK HAa CKOMIIPOMETHPOBAHHBIX XOCTaX, aHAIIU3 KypHAIIOB co0bITuit OC
Linux.

Jlekunsi: MoHUTOPUHT M 00HapysxeHue atak B OC Windows.

[TpakTHKa: IOMCK CJIEIOB aTaK Ha CKOMIIPOMETHPOBAHHBIX XOCTaX, aHAIM3 KYPHAJIOB COOBITHH.




CereBasi 0€30IIACHOCTD.

Jleknwsi: apXUTEKTypa 3aIUIIECHHON CeTH.
Jleknust: AHanu3 ceTeBoro Tpaduka.
[IpakTrka: aHaIu3 HeW3BeCTHOrO Tpaduka B wireshark.

[pakTHka: HacTpolika OIOKMPOBAHMS HEXeIaTebHOTO Tpaduka B iptables.
Jlexuusi: cucteMbl 0OHApYKEHUSI BTOPIKEHUH.
[TpakTuka: HacTpoiika oOHAPYKEHMsI MOAO3PUTEIILHOTO TpaduKa B suricata.

Kubepyuenus.

10.

Crenapuii Ha KHOEPIIOIIUTOHE: aTaka BHPYCa-IN(PPOBAIBIIAKA.
AHanu3 pe3yJabTaToB, 00CYKICHHUE U Pa300p CIICHAPHSL.

11.

Hactpotika 3amuTHBIX Mep B HHpacTpyKType.
Cuenapuii Ha kuOepIioMroHe: ataka ckpunramu. [IpoBepka peanrn30BaHHONH CHCTEMBI 3aIIUTHI.
Amnanus pe3ysbTaToB, pabora Hax ommnbOkamu. Pa3dop arak.




